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Abstract. The goal of the paper is to analyze the problem of creating an automated system for early detecting the
threat of emergencies of anthropogenic nature and preventing the transmission of unauthorized alarms. The research
methods of system analysis, graph theory, information theory were used to achieve this goal. Main results of the research.
In most cases the reason for emergencies is a disruption of the technological process. An integral part of the systems of
early detection of emergent situations are alarm systems. It's purpose is to notify operators about abnormal or emergent
situations through sending alarm signals. In the conditions of real industrial enterprises, most abnormal accidents of alarm,
including false and missed alarms, always hinder the judgments of operators. This leads to an errors in the assessment of
the situation and critical consequences finally. We can make a conclusion that the problem of improving resistance to inter-
ruption to signal processing and recognizing false signals is actual for the effective operation of enterprises and preventing
emergencies.

The primary signals and transmission channels may be affected by external and internal interference. It leads to distor-
tion of the signal and transmission of a false information. The problem of identifying false signals as the results of atmos-
pheric agents, human factors and failures are solved "manually" today and that is not rational. Therefore, the problem of
converting group of signals into one signal, its further transmission through a communication line and separation of signal
for detecting the source of the false message. This approach will provide an opportunity to improve the quality of data
transmission and the efficiency of automated systems of early detection of emergent situations on the whole.

Scientific novelty. The classic methods of digital discrimination discriminate when applied to identifying false alarms.
The transmitted signals should be known for correct identification. Under real conditions, signals may be distorted due to

93



NPOBNEMW IHOOPMALIMHX TEXHOOT I

interference with communication channels. Another limitation on the use of classical methods is the condition for perfect

synchronization of signals.

Thus, it is necessary to develop methods for processing signals and detecting false signals without existing restrictions
and taking into account incompleteness of data. This approach will improve the quality of data transmission and the effec-

tiveness of automated early detection systems in general.

Practical significance. Solving of the defined problem will give opportunity to increase the accuracy and reliability of the
parameters of the emergent situations monitoring systems. Early detection of such emergent situations is a guarantee of

prevention of man-made disasters at different levels.

Keywords: emergency situations, unauthorized alarm messages, automated systems.

Formulation of the problem. An analysis of the cur-
rent state of technogenic safety in Ukraine indicates that a
lot of objects with an accidents risk are present. These
accidents could lead to emergencies of a different nature.
There is a high risk of emergencies connected with acci-
dents with release or threat of release of hazardous chemi-
cals in Ukraine. It relates to the operation of 711 facilities.
Mentioned above facilities store or use in the production
activity more than 285 thousand tons of hazardous chemi-
cals, including 3 thousand tons of chlorine, 183 thousand
tons of ammonia and about 99 thousand tons of other
hazardous chemicals [1]. Among the objects that store or
use chemicals in their activities, the most potentially dan-
gerous are:

- production of explosives and disposal of unsuitable
ammunition;

- large-scale production of inorganic substances (min-
eral fertilizers, chlorine, ammonia, acids);

- oil and gas refineries;

- production of organic synthesis products;

- production using chlorine and ammonia;

- Warehouses with reserves of pesticides for agriculture;

- main ammonia and ethylene pipelines.

Considering the importance of protecting the popula-
tion and the environment from the emergencies at the
dangerous objects, the Cabinet of Ministers of Ukraine
developed and approved the Methodology for determining
the risks and their permitted levels for making statement of
being safe about dangerous objects, and also the thresh-
olds of hazardous substances [2] .

The automated systems for early detection of emergen-
cies and for alarms in the cases of emergencies are installed
at the dangerous enterprises. In the case of a threat or
emergency, the automated system should automatically

inform responsible persons about identified threat. The
responsible persons have to carry out certain actions to
prevent the emergency or minimize the negative conse-
quences in case of its occurrence [3].

Taking into consideration the state of technogenic safe-
ty and significant number of dangerous objects in Ukraine,
preventing emergencies and timely informing the respon-
sible persons about the threats of their occurrence is an
urgent problem. The guarantee of preventing man-made
disasters at all levels is the accuracy and reliability of moni-
toring systems parameters, as well as their early detection.

An integral part of mentioned systems of early detec-
tion of emergencies are the alarm systems. Their purpose is
to inform responsible persons by sending alarm signals
about abnormal or emergent situations. The most of ab-
normal alarms, including false alarms and missed alarms,
always hinder the judgments of operators in real conditions
at the industrial enterprises [4]. This leads to errors in the
assessment of the situation and can lead to critical conse-
quences. Thus the problem of improving resistance to inter-
ruption to signal processing and recognizing false signals is
actual for the effective operation of enterprises and pre-
venting emergencies.

Analysis of recent research and publications. The
reason for the occurrence of emergencies is mostly a viola-
tion of the technological process. The problem of recogniz-
ing false alarms is relevant for most of automated systems.
Particularly for security systems, fire safety systems, detec-
tion systems, radar systems in the military sphere, and
others [5-6]. False alarms are associated with information
exchange technologies and occur as a side effect of system
technologies and the process of notification [7].

The authors of paper [5] listed such causes of false
alarms as incorrect installation of sensors, improper setting
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of electronic blocks, etc. They propose to use the probabilis-
tic approach to determine the sensor’s resistance to inter-
ruption based on statistical data.

Signals are transferred from primary information source
in the form of GSM messages or radio signals both by
means of electrical signals or wireless communication
channel. The problem of signal transform and protection
from interference occurs.

Depending on the subject area, where the problem of
detecting and eliminating false alarms occurs and depend-
ing on the type of signal, it can be processed by different
methods. For example, in the paper [8] author proposed to
use conditional probabilities taking into account the levels
of false alarms and reliability in the framework of creating a
reliable engineering system.

There are adaptive, non-parametric, adaptively-
nonparametric and robust methods of resistant detection
and stabilization of false alarms level. In general they can
be divided into pre-detecting and after-detecting methods
for stabilizing false alarms [9].

In paper [10] author gives an algorithm to achieve con-
sistent probability of false alarms. It is based on the calcula-
tion of threshold value, which is a quantile of the distribu-
tion of maximum values.

Due to conducting an analysis of research papers devot-
ed to the problem of detecting false alarms, we can make a
conclusion that the developing methods for recognizing
false alarms is an actual problem and its solution depends
on the field of subject.

The aim of the study. The purpose of this research is
to analyze the problem of creating an automated system
for early detection of the threat of emergencies of anthro-
pogenic nature and prevent the transmission of unauthor-
ized alarms.

In order to solve the problem we have to investigate
the scheme of signals transmission from the sources to the
responsible person; characteristics of transmitted signals;
requirements for the system of message transmission and
requirements for data being processed.

Setting the problem of detecting unauthorized
alarms. The alert is made by transmitting signals from
measuring sensors to its respondents. The storage of data
from sources of primary information should include:

- Receiving data in the form of analog, discrete or coded
signals that include information about the current value of
controlled parameters and its reaching critical values, as well
as information related to the tripping of manual detectors;

- Receiving information from primary information
sources about their performance loss;

- Determining the ability of communication channels to
transmit signals from the sources of primary information
(sensors), depending on the source interface controlling the
lines of communication for breakage or closure, deviations
of the defined parameters, the presence of confirmation
from the DPI on the exchange of data, the reliability of the
data received from primary information source.

Recognition of discrete messages in the presence of in-
terference for coherent signal receiving is carried out under
the following conditions [10]:

1) the transmitted signals s;(X), i =1, .., mis com-
pletely known;

2) the communication channel has known parameters;

3) the interference n(x) has an additive character, has a
Gaussian probability density and a known spectral density
Gy, .

!

4) Synchronization of signals is ideal.
Then the real signal can be described by the model:

£(X) = s;(x) +n(x) (1)

where £(X) -measured vector that includes all possible
transmitted signals S;(X) (for a each signal s;(X) (m-1)
components of the vector () are zero). It is necessary to
provide the optimal difference of the signals s; (X) .

Analog signal processing can take place by making
them discrete.

Let's introduce the following designation

SU - a switching unit

UNU — Universal notification unit

LS — a loudspeaker

IE — inputs Extender

RD - reconciliation device

MA —manual alert

RF — radio feeder

PTN — a public telecommunication network

AA — an additional amplifier

Thus the signal transfer process can schematically be
described as it shown at the Fig. 1
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Fig. 1. Signal transfer process
In the process of collecting data concerning the current - Comparison of the current values of parameters re-

state of sources of man-caused hazards and natural hazards  ceived from the primary information sources with defined
from the primary information sources further stages iscar-  thresholds and creating appropriate messages in the case of

ried out: excess,
- Creating appropriate notifications in case of violations - Creating corresponding messages in case of violation
of the capacity of technical means of the system, (restoration) of communication with primary information
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sources, refusal (restoration) of primary information
sources performance,

- prohibiting the creation of a message in case of refusal
of the primary information sources or a violation of the
connection with it.

The primary information source signal is transmitted to
the receiving device, which processes the signals and
transmits information to the modem device from which the
data is transmitted to the central monitoring panel. The
primary signals and lines of communication may be affect-
ed by external and internal interference, which results in
distortion of the signal and transmission of a false message.
The problem of identifying false signals as the results of
atmospheric agents, human factors and failures are solved
"manually" today and that is not rational. The distance
between the primary information source and the remote
control can reach several kilometers in the conditions of
real industrial enterprises. Therefore, the problem of con-
verting group of signals into one signal, its further trans-
mission through a communication line and separation of
signal for detecting the source of the false message. This
approach will provide an opportunity to improve the quali-
ty of data transmission and the efficiency of automated
systems of early detection of emergent situations on the
whole.

Let's formulate the statement of the problem. Let N
sources (UNU, MA) transmit signals X1, X;.... X, to the
device (gas analyzer). It is necessary to convert the set of
signals {X;} into a group signal S:(t). The group signal
are transmitted through condensed channel to a device
with an additive interference "® and the receiver gets
the message from the device in separated form

Uy (t) =S:(t)+n(t) (2)

The task of the separation device is to divide the group

signal Uy () and convert it into a set of messages
Yi:Yorea Ya.

For this purpose device has to select a system of the
functions {S;} with will provide recovery of X; through Y;
due to received signal group Uy (t) .

As a result, the problem is to combine and separate sig-
nals.

97

It is necessary to use orthogonal signals in order to ex-
clude the possible influence of individual signals on each
other [10]. That is, for any pair of signals S;, S;, i jone
of the conditions must be fulfilled:

A
[si(@.©.1)8,(@01d=0
%

(3)

where T is the duration of the signal element, w - the
signal frequency, @ is the spatial angle of signal observa-
tion.

Discrete signals can be represented by a N-dimensional
vector X =(Xg, Xy ey XXy 1), Where x— the numeri-
cal value of the signal at the point / of the discrete frame.
The methods of transformation that allow reproducing the
output signals with sufficient accuracy with a smaller num-
ber of readings could be used in this case [13].

Conclusions:

1. An analysis of the current state of technogenic safety
in Ukraine shows that preventing emergencies and timely
informing the responsible persons about the threats of their
occurrence is an urgent problem.

2. Due to conducting an analysis of research papers de-
voted to the problem of detecting false alarms we have
made a conclusion that the main causes of false alarms as
incorrect installation of sensors, improper setting of elec-
tronic blocks, etc.

3. The purpose of analyzing the problem of creating an
automated system of early detecting emergencies of an-
thropogenic nature and preventing the transmission of
unauthorized alarms is set. Classical methods for recogniz-
ing discrete messages applied to the recognition of false
alarms have a lot of shortcomings. The transmitted signals
must be known. In real conditions, taking into account the
noises influencing the communication channels, transmit-
ted signals could be distorted or not transmitted. Re-
striction in application of classical methods is also a condi-
tion of perfect synchronization of signals.

4. The problem of detecting unauthorized alert mes-
sages where informing is conducted by transmitting signals
from measuring sensors to the respondents of the notifica-
tion were set.
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AnHoTauma. Lienbto JaHHoi paboTbl ABNAETCA aHanU3 npobnembl C03aHNA aBTOMATU3NPOBAHHOI CMCTEMbI PaHHETO
06HapyeHua yrpo3bl Ype3BbluaiiHbIX CUTyaLMil aHTPONOTEHHOTO XapakTepa 1 NpeoTBPaLLEHUA Nepefaul HecaHKLmo-
HIPOBAHHbIX CUrHANOB TPeBOry. [InA AOCTUXKEHWA 3TO LieNu NCNoNb30BaNNCh MeTOAbl UCCEA0BAHNA CUCTEMHOTO aHau-
33, Teopum rpaos, Teopun uHdopmauum. OCHOBHble pe3ynbTathbl UCCIeNOBaHNA. B GonbIMHCTBE CTyyaes MPUUNHOI
aBapUIIHbIX CUTYaLVil ABNAGTCA HapyLLEeHWe TeXHONOTMYeCKoro npoLecca. HeoTbeMnemoii YacTbio CMcTeM paHHero 06Ha-
PYXeHWA HeLITaTHbIX CUTyaLuil ABNAIOTCA CMCTeMbI CUTHANN3aLmu. Lienbio Takux cuctem ABNAETCA onoBeLLeHue onepato-
poB 06 aHOMaNbHbIX UMK aBapHiiHbIX CUTYaLMAX NOCPEACTBOM OTNPABKM CUTHANOB TPeBOTI. B ycnoBuAX peanbHbix npo-
MbILLEHHbIX PEANPUATHIA T0XKHbIE U NPONYLLEHHbIE CUTHAMbI NPENATCTBYHOT NPaBUIbHBIM CyXAeHUAM 0nepaTopoB. 310
NPUBOANT K OLLMOKAM B OLIEHKe CUTYaL/in U KpUTYECKIIM NOCeACTBUAM B KOHEYHOM uTore. MoXHO caenaTb BbiBOA, UTO
npo6nema noBbILLeHIA YCTOYNBOCTY K NPepbiBaHIK 06paboTKN CUrHaNoB 11 pacno3HaBaHUe NOXHbIX CUTHANOB aKTyaNb-
Ha AnA 3OPeKTBHON paboTbl NpeANpPUATIAR 11 NPeOTBPALLEHINA aBAPUIAHBIX CUTYaLMIA.

Ha nepBuyHble curHanbl 1 KaHanbl nepefayin MOryT BANATL BHELUHWE 11 BHYTPeHHe NoMeXu. IT0 NPUBOAWT K MCKa-
KEHUI0 CUrHana 1 nepefave NoXHoin uHGopmaumy. Mpobnema BbIABNEHNA NOXHBIX CUTHANOB Kak pe3ynbTaT BO3Aeil-
CTBNA aTMOCDepHbIX (aKTOpoB, uenoBeyeckix GakTopoB 1 0TKA30B PELIAETCA CErOAHA «BPYUHYIO», UTO He PaLlMOHaNbHO.
Mo3Tomy BO3HMKaeT npobnema npeobpa3oBaHNA rpynnoBoOro CUrHana B OAWUH CUrHan, JanbHeiilueil ero nepesaun no
NIVIHUN CBA3M W pa3feneHna CurHana Ana o0HapyXeHUs UCTOYHMKA NIOKHOTO Co06LeHua. Takoil NoaXoA AacT BO3MOX-
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HOCTb MOBBICUTb KAuecTBO Nnepesjauy AaHHbIX U 3OOEKTUBHOCTL aBTOMATU3NPOBAHHBIX CUCTEM PaHHEro 06HapyeHus
HELUTaTHbIX CUTYaLMil B LLeNOM.

HayuHaa HoBu3Ha. Knaccnueckine MeTozbl pacno3HaBaHNA LMGPOBLIX CO0BLLEHI MMET HeLOCTaTKK NP NpUMeHe-
HIM K MAeHTUGUKALMM NOXHBIX Tpesor. [lepeaBaeMble CUrHaNbl ANA NPaBUAbHONA MAEHTUPUKALMN JOMKHDI ObITb 13-
BeCTHbl. C yueTom Momex, BANAIOLMX HA KaHaMbl (BA3M, B PeaibHbIX YCIOBUAX CUTHaNbl MOrYT ObiTb MCKaxeHbl. Eule
O/HUM OrpaHNYeHreM NPUMeHeHIA KNnaccuyeckix MeToA0B ABAAETCA YUI0BIe AEaNbHOI CUHXPOHI3ALMI CUTHAMOB.

Takum o6pa3zom, HeobxoAuMo pa3paboTatb MeToabl 06paboTKI CUTHANOB 1 06HAPYKEHMA NOXHDBIX CUTHANOB, KOTO-
pble 6bl CHUMaNK orpaHNYeHNa, NPUCYLLIMe KNACcCMyeckinM MeTOJaM 1 yuuTbIBaNK HEMONHOTY AaHHbIX. Takoil NoaXoA AacT
BO3MOXHOCTb NOBbICUTb KauecTBO Nepefaun AaHHbIX 1 OPEKTUBHOCTb aBTOMATU3MUPOBAHHDIX CACTEM paHHero 06Hapy-
KEHUA HELUTATHbIX CUTYaLii B LENOM.

MpakTuueckoe 3HaueHue. PeweHie NOCTaBNeHHOI 3aau NO3BOANUT NOBLICUTb TOUHOCTH U JOCTOBEPHOCTL NapameT-
POB CUCTEM MOHUTOPMHIA YPe3BbIUAIiHBIX CTYaLWil. PaHHee BbIABIIEHME TAKIX BOSHUKAIOLLMX CUTYaLii ABNAETCA rapaH-
Tveil NpeoTBPALLEHNA TEXHOTEHHbIX KaTaCTPOQ Ha PasHbIX yPOBHAX.
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AHoTauia. MeToto CTaTTi € aHani3 npobnemi CTBOPEHHA aBTOMATU30BAHOI CUCTEMU PaHHBLOTO BUABNEHHA 3arpo3iu
HafI3BIYaIHUX CUTYaL|iil aHTPOMOTeHHOT0 XapaKTepy Ta 3anobiraHHA nepejayi HeCaHKLiOHOBAHMX TPUBOXKHIUX MOBIJOM-
NeHb. [InA focarHeHHA Liei MeTin 6y BUKOpUCTaHi MeTOAN AOCAIAKEHHA CUCTEMHOrO aHani3y, Teopii rpadis, Teopii iHdo-
pMaii. OCHOBHI pe3ynbTaTh ZOCAIMKEHHA. Y OINbLIOCTI BUNAAKIB NPUUYMHOK HAA3BUYAIHIX CUTYaLili € NOPYLUEHHA Tex-
HOMOriYHOro npoLecy. Hegia'eMHOI YaCTUHOI CUCTEM PaHHBOTO BUABJIEHHA HAA3BUYANHUX CUTYaLLiil € CMCTEMI CUTHANI-
3auii. Mpu3HayeHHs 3a3HaueHnX CMCTEM € CMOBILLEHHA OnepaTopiB NPo aHOMaNbHi a00 HaA3BMYaiHi CUTYaUl LWNAXOM
HaJCUNAHHA CUTHANIB TPUBOrK. B yMoBax peanbHUX NpoMUCIOBMX NiANPUEMCTB MOMUNKOBI Ta NPOMYLUEHi CUTHANM Tpu-
BOTI NepeLIKoAXatTb NPaBUAbHUM CYXKeHHAM onepatopis. Lle npu3BoAUTb 40 NOMMNOK B OLiHLI CUTYALiT Ta KPUTUY-
HUX HacniakiB. MoxHa 3pobuTi BUCHOBOK, L0 Npobnema MiaBULLEHHA CTIiKOCTI 40 nepepuBaHHA 06pOOKN CUrHaniB i
PO3Mi3HaBaHHA MOMUNKOBUX CUTHANIB € aKTyasnbHOW AN edeKTUBHOI poboTy NiANPUEMCTB | 3anobiraHHA HaA3BUYANHUM
uTyauiam.

Ha nepBuHHI CUTHanW i KaHanu nepesavi MoXyTb BMAWBATY 30BHILLHI Ta BHYTPILLHI nepewkoau. Lle npu3soauts Jo
CMOTBOPEHHA CMrHany i nepedaui xubHoi inpopmaii. pobnema BUABNEHHA NOMUNKOBIX CUTHANIB AK pe3yNnbTaT BNINBY
aTMOChepHIX ABWLL, NIOACHKUX GaKTOPIB Ta BIAMOB BMPILLYETbCA CbOTOAHI "BPYYHY", L0 He paLioHanbHo. ToMy BUHUKAE
npobnema nepeTBOPeHHA rpynoBoro CUrHany B OAUH CUrHan, ioro NofanbLlua nepegaya no NiHii 38'A3ky i nogin curHany
ANA BUABNEHHA [Kepena noMUAKoBOro NoBifomieHHA. Takuid nigxin AacTb MOXAMBICTb NOAINWKTYM AKICTb Nepedavi
[aHNX Ta eQeKTUBHICTb aBTOMATI30BaHNX CMCTEM PaHHBOTO BUABJEHHA HAA3BUYAHNX CUTYaLil B LinoMy.

HaykoBa HOBI3Ha. KnacuuHi meToau AuckpumiHavii LudpoBux noBigomneHb MaloTb HefoMiKu NPy 3aCTOCYBaHHI A0
ifeHTUdIKaLil nomunkoBmx TpuBor. llepesaHi curHanyu NoBUHHI 6yTI BifOMI AnA NpaBUAbHOI ifeHTUIKaLT. Y peanbHux
YMOBAX CUTHANM MOXYTb OYTU CNOTBOPEHI YHACNIAO0K NepeLUKog, L0 BAMBAKTb Ha KaHanu 3B'A3KY. IHLINM 0OMeXeHHAM
Ha 3aCTOCYBAHHA KNACUYHUX METOZIB € yMOBA JOCKOHANOI CUHXPOHi3aLyil curHanis.
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Takum unHom, HeobxigHo po3pobuTn metoam 06pobKN CUrHanie Ta BUABNEHHA XMOHUX curHanie 6e3 icHylounx obme-

eHb Ta BPaxoBYBa/Iv HEMOBHOTY AaHuX. Takiii niaxia AacTb MOXKIMBICTb NOMINLIMTY AKICTb Nepeayi JaHUX Ta epeKTUB-
HiCTb aBTOMATIU30BaHNX CUCTEM PaHHbOTO BUABNEHHA HAI3BUYAIAHUX CUTYaLlil B Linomy.

[TpakTiuHe 3HaueHHA. BupiweHHa noctaBneHoi 3afavi AaCTb MOMXMBICTb NIABULLMTY TOYHICTb | AOCTOBIPHICTb Napa-

METpIB CCTeM MOHITOPUHTY Ha CUTyaLiii. PaHHE BUABNEHHA BUHMKHEHHA HaA3BUYalHUX CUTYaLili € 3anopyKoto 3anobi-
FaHHA TeXHOTEHHUX KaTacTpod Ha PisHUX piBHAX.
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