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Abstract. Today, in the processes of delivery and distribution management, a large number of different information
technologies are used, including the motor transport dispatching control systems. Voice interaction processes play an im-
portant role in delivery processes and distribution management, which are being actively automated to improve efficiency,
save resources, etc. At the present stage of automation of voice control in organizational and technical systems, there is a
problem of timely adjustment, if necessary, of planned routes of motor transport, which is sometimes time-consuming, and
accordingly is the most grounded direction of voice interaction automation. In spite of the intensive development of motor
transport dispatching control systems when interacting with the driver, it is the voice information that requires formaliza-
tion in the case of automation of such systems. However, existing tools in the field of voice information formalization are
not yet adapted for the analysis of the speech of drivers in order to improve and facilitate their interaction with the dis-
patching system, which urges the topic of developing the means of formalizing voice information in motor transport dis-
patching control systems. The objective of the paper is to develop a means for formalizing voice information in motor
transport dispatching control systems. Research methods. The research is based on the main provisions of information
theory, theory of non-force interaction and software for the development of means of voice information formalization.
Research findings. The developed means of voice information formalization in motor transport dispatching control systems
allows the driver to not distract from driving and monitor road conditions and situation that can accelerate the delivery of
products in the process of distribution, as well as increase security level. The considered peculiarities of the use of the de-
veloped means of voice information formalization in motor transport dispatching control systems showed that the driver of
the motor vehicle, who will deliver the products in the process of distribution, and will face for the first time a means of
voice information formalization operating within the motor transport dispatching control system, should pre-check and, if
necessary, “learn” the system to recognize his voice commands from relevant contexts. Scientific novelty. The means of
voice information formalization in motor transport dispatching control systems which allows the driver to not distract from
driving and monitor road conditions and situation that, in contrast to existing ones, can accelerate the delivery of products
in the process of distribution, as well as increase security level was further developed. Practical significance. The developed
means of voice information formalization of in motor transport dispatching control systems allow increasing the efficiency
of management of the distribution process.

Key words: means of formalization, voice information, motor transport dispatch control system, distribution process.
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Problem statement. Today, in the process of delivery,
a wide range of information technologies such as RFID 1],
GPS [1, 2] and GSM [1] trackers, the loT [3] and “big data”
[4] principles are used in the application of dispatch control
systems for motor vehicles, applications on smartphones
[2], web-system for managing the supply chain [5], and
others are used in the motor transport dispatching control
systems.

Information technology in distribution management in
the application of motor transport dispatching control
systems has already been adequately developed to provide
the stages of receiving products and their safekeeping,
therefore, the stage of delivery of products to end custom-
ers is being actively developed. In particular, systems for
automation of building planned routes for motor transport
[6], TMS (transport management) systems and real-time
delivery monitoring are being developed.

Voice interaction processes play an important role in
distribution management, which are now actively auto-
mated to improve efficiency, save resources, etc. Voice
interaction is divided into direct and with the use of infor-
mation technology. Information technology in this context
can serve only as a means of communication, which can
produce an effect itself, but the best result can be obtained
through automation of voice interaction.

The voice information formalization in motor transport
dispatching control systems is associated with information
technologies in distribution management and is, to a large
extent, designed to provide stages of product receipt and its
safekeeping, but there is a problem with the stage of product
delivery to end customers, especially as regards to the so called
“last mile”, which is one of the most expensive and complicat-
ed in the organization of distribution. During delivery, there are
always some deviations from the plan, no matter how optimal
it was, such deviations in each case require adjustments to the
plan through communication with the dispatch operator.
Drivers-freight forwarders and couriers are more likely to start
delivering over and above the plan if communication with the
dispatch operator and plan adjustment are not simple and
effective. For a distribution problem, it can be difficult to pro-
vide permanent access to the Internet, since delivery can occur
to places/regions where even mobile GPRS Internet is not
available or it has too low data transmission rates for work
with sound.

Significant role in distribution management is played
by the voice interaction processes, whose automation can
improve the efficiency of the distribution system.

At the present stage of voice control automation in or-
ganizational and technical systems, there is a problem of
timely adjustment, if necessary, of planned routes of motor
transport, which can be time-consuming, and accordingly is
the most grounded direction of voice interaction automa-
tion.

Voice interaction automation for timely adjustment of
the routes planned for motor transport should complement
existing management automation tools in distribution
systems, such as real-time vehicle tracking using a GPS
track. The voice interaction automation system for storage
management existing in the distribution is too simplified
for use in delivery problems.

In spite of the intensive development of motor
transport dispatching control systems when interacting
with the driver, it is voice information that requires formali-
zation in case of automation of such systems. However,
existing tools in the field of voice information formalization
are not yet adapted to the analysis of the speech of drivers,
in order to improve and facilitate their interaction with the
dispatching system.

The means of voice interaction formalization in distri-
bution systems are not adequately developed. All this urges
the topic of developing the means of voice information
formalization in the systems of motor transport dispatching
control.

Analysis of recent research and publications.
Voice control already has a certain history of use in the
transport sector. The leading automotive companies in the
world, such as Ford Motor Company, BMW AG, Daimler AG,
aim to increase driver’s safety and comfort, thus creating
the ability to control on-board electronics by voice [7]. The
first such system, called Linguatronic, was presented by the
engineers of Mercedes in the S-Class car in 1996 [8]. It
implemented the voice control functions of the built-in
phone and directory, radio and (D player, as well as air
conditioning. Fiat, working jointly with Microsoft, devel-
oped a system with the driver-initiated Blue&Me system, in
which it was necessary to press the button on the steering
wheel before the start of the voice command. The BMW
engineers have also developed a driver-initiated system
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that was integrated with their iDrive on-board control
system. Honda, using the IBM ViaVoice speech recognition
system, provided the opportunity of GPS navigation control
for voice indication of the destination [9].

In addition, provided a sufficiently powerful system,
voice interaction with the driver can be used to maintain
dialogue while driving at night in order not to let the driver
fall asleep [10].

Studies were also conducted on the development of
airborne equipment voice control systems, but due to high
requirements for the speed and quality of recognition,
especially in the conditions of powerful noise and interfer-
ence, they have not yet been introduced [11].

The use of such partial voice control functions, which
enhance the driver’s comfort, should also have some posi-
tive effect. However, these functions do not provide optimi-
zation of the distribution processes.

In modern systems of automation of distribution, deliv-
ery and management of a vehicle fleet, the process of au-
tomation of building planned routes of motor transport is
well developed [6]. It includes the components of the to-
pology, the time parameters of the delivery point (time
windows of availability and time required to service the
point), the load of the motor vehicle, the number of availa-
ble vehicles, etc. However, the communication for timely
adjustment of the route in cases where the actual state of
affairs does not match the planned route anymore is time-
consuming. If these functions were implemented through
automated voice interaction, this would have the maxi-
mum effect for improving distribution management.

To manage the delivery of cargoes in distribution, the
stage of real-time monitoring the route of motor transport
is extremely important. This allows analyzing the driver’s
performance, as well as predicting certain objectionable
incidents.

GPS data of the vehicle route are used for such monitor-
ing [12,13].

Unfortunately, a GPS track alone is not enough for a
clear understanding of the state of affairs. The track only
shows that the driver was near the delivery point, but it is
not clear whether the delivery has been performed or has
been canceled for some reason. It is clear from the track
that at the current speed the driver lags behind the plan
and will not be in time for the next point, but the reason for
the lag and whether the driver will be able to make up for

the lost time is not clear. To obtain this information, addi-
tional communication between the driver and the dispatch
operator is required. But the phone call or, even worse, the
communication through a certain visual interface on the
smartphone takes some time and reduces the concentra-
tion of the driver's attention on the road, which can cause
an accident.

Therefore, it is necessary to have a system which would
allow revealing the necessary information in the driver’s
voice data and sending it to the dispatch operator in a
formalized form.

The most similar to the above-mentioned system is
Pick-by-Voice [14]. This is a system used in another area of
distribution management — management of warehouse
processes. Pick-by-Voice allows the sorter to receive voice
commands in turn in the following form: where, what and
in what amount to be sorted, as well as in the form of a
dialogue to report the need to repeat the task or go to the
next, and so on. This system allows freeing sorter’s hands
and eyes and, in general, increases his efficiency by 35%
[15].

Unfortunately, transport deliveries management re-
quires a more complex system than the existing Pick-by-
Voice capabilities, since it should have a significantly larger
range of commands needed for recognition. In advanced
urban freight distribution systems, time delivery windows
are an important parameter [16, 17]. This parameter im-
mediately introduces a whole range of additional infor-
mation to be transmitted from the driver to the dispatch
operator - how timely the delivery was made, how much
time was spent on each of them, lagging behind the plan
because of traffic jams or other unforeseen circumstances,
etc. Moreover, the system should provide real-time interac-
tion with the dispatch operator, and not to reproduce a
predetermined list of tasks.

Thus, the obvious task is to develop a means for formal-
izing voice interaction between the driver and the dispatch
operator to obtain the necessary information from the
driver in a voice form and to automate distribution man-
agement.

In the works [18, 19, 20] the model of voice interaction
of the driver in systems of motor transport dispatching
control and the formalization of voice information with
comparison of efficiency of two methods of voice interac-
tion formalization is offered.
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The objective of the study. On the basis of previous
studies [18, 19, 20], it is necessary to develop means of
formalizing voice information in the systems of motor
transport dispatching control.

Research findings. In order to use the developed
models, a mobile application for the Android platform was
created, since it is more widespread, and the cost of
smartphones on this platform is lower, which is important
to reduce the cost of system implementation.

The application is available free of charge in the Google
Play store and can be installed by any driver on his own
Android smartphone. The application is called Plannary Last
Mile.

Since the main way of managing an application is voice
commands, the visual interface of the application is simple
enough. In general, the interface consists of a settings
window (Fig. 1, ), the window with general information
about the route (Figure 2), driving directions (Figure 3),
route map (Fig. 4, b and ¢) and the window with the infor-
mation about the point (Fig. 4, a).

To successfully use the application, it must be regis-
tered on the system. The interface for the unregistered
device is shown in Fig. 1, a. Self-registration by the driver is
impossible, the system administrator shall register the
application and the device in the motor transport dispatch-

ing control system. Upon registration, the login and pass-
word shall be entered in the settings window (Figure 1, c).
In case of successful registration, the application will go to
the general route information interface (Figure 2), or, if the
route to the selected date does not exist, will report it (Fig.
1,b).

In addition to entering the login and password for reg-
istration in the system, the administrator can also set the
administrator password to prevent the driver’s access to the
settings of the application. The main purpose of this func-
tion is to prevent the driver from interfering with the work
of important components of the system, such as collecting
GPS data.

The general view of the route information interface is
shown in Fig. 2. This window shows the information such as
the full name of the forwarding driver, the model and the
vehicle identification number, the date of issue of the de-
livery route, etc. This window also shows the current and
final number of delivery points by different categories, such
as: total number of points in the route, number of arrivals
to the warehouse, current number of successfully and un-
successfully completed points, number of points to be
completed and predicted values on how many of them the
driver has time to complete on time, and to how many of
them he is late (provided normal transport conditions).

e} SELECT DATE  2018-12-27 e}

Application status
Not registred!

Register

SELECT DATE 20181227

Application status
There is no route for date
2018-12-27

<= Settings

1)

Features

Track GPS [ on |
Collect money

Disable notivications

for network and GPS [EosN
Administrator password

Navigation
® None
Google
Yandex

Route sheet mode
® By tasks
By points
Server
sngtrans.com.ua

Login:

Password:

a 6

8

Figure 1 - Application interface for unregistered device (a), for case when there is no route for the selected date (b)
and the settings window (c)
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- SELECT DATE  2018-12-27 o SELECT DATE  201812-27 . SELECT DATE 20181225
v\c 5 Mercedes Sprinter Vito Nyumnk Bnagumup Cepreesuy
= . AEOQB44EX Vehicle:
Appllcat.lon Status for date 2018-12-27 Mercedes Sprinter Vito
Driver: AE0B44EX
Nyuwk Bnagumup Cepreesmy Route details for date 2018-12-25 (outdated)
Vehicle: Total: 27
Mercedes Sprinter Vito Pebok 5 Route details
AEOB44EX Daie_ - Total: 32
for date 2018-12-27 Cancaled: 0 Depots: 2
Route details Rest: 0 Done: 29
Total: 27 S Canceled: 0
- in time: 0 Rest: 1
Depots: 2 - delay: 0 ; ;
Done: 25 in time: 0
Canceled: 0 Route sheet de|ay; 1
Rest: 0
Route map Route sheet
-in time: 0
- delay: 0 Start route Route map

Route sheet

a

8

Figure 2 - Interface of general information about the route (a, b), including with the mark of uncompleted points (c)

Driving directions window is shown in Figure 3. This in-
terface contains a table of delivery points in the required
order of their completion. The table contains the following
information about the points: the name of the point or
contact name, address, estimated time of arrival and the
estimated time of point service.

The rows of the table are highlighted with different
colours depending on the different point status such as:

warehouse, the point is successfully completed, the point is
marked as not completed or cancelled, the point is sched-
uled for completion and the forecast shows the risk of being
late to the point.

Clicking on any point of delivery, or when giving appro-
priate voice command, the window with the information
about the point is displayed (Figure 4, a).

= Route sheet

N2 | Point name

FM Logisite
Kapwi Poctwcnae Iropoewy O

Kapui Pocticnas Iropoaws ©OMN

s a Onexcadgpa o

1
2
3
4
5 |Mpeunwkiqa Onexcanapa Banepiisna
6 | 3rovHux Hatania Kpliena
7 |NpoSauai Onkra Mukonaipua G0N
8 |lopuwHcexa Hatanin Cepriisna
9 |Heaenina Oxcawna Anatoniisna ©OM
| 10 |MopywHcexa Hatanin Ceprilasa

11 |OciHues AHapii Biktoposuy GO
[ 12 |Beyypa Ceprif Onexcanapoewy ©ON
[ 13 |Pynexko Mukona Crenanoamny ©OMN

14 |M Q, Ap Bacs Bus GOT

15 |Tkauosa Oxcana Cemesiana $ON
| 16 |Nenexans lHHa Bonoaumupiena ©OMN
| 17 .CIHQHKCIBU Tetana Muxaanieda @O0
18 |Yrpiomos Aprem KOpincawy 0N
19 |Ancecexa Onexa MukonaiegHa

20 |Auoecexa Onexa MukonaieHa

a

< Route sheet

Arr Arrival

08:00:00
10:48:32
10:48:32
11:00:05
11:12:05
11:29:31
11:37:52
12:03:09
12:25:20
12:41:11
12:56:11
13:16:52
13:32:25
13:47:51
14:12:51
14:31:32
14:49:47
15:10:08
15:26:23
15:26:23

< poute sheet

S. time | Address N2 | Point name A
a0 Nypapkie, ayn. Hesane| 1 .FM Logisitc
(1] Kuis, Byn.Mywkincoxa, 2 (b Caitnana M @0n [
(1] | Kuia, n)’.’|.|-|ywmllc.hxa.. 3 |Baxin Onexcanap ©ON [
12 |Kuis, eyn. pv 4 |€ Kartepuna O ®on
12 .Klr!'lﬁ_ n','n.\-le:]ﬁnnnapv. 5 |Hepenina Okcana AHatoniieHa DON [
0 .Kr.lc. oyn Yepeonoapy 6 |MpoSauan Onera MukonaisHa G0N
12 .Kmn_ myn Aumuonuun. 7 | Ocinues AHapin Biktopossy GO
12 Kuig, nn Nesiecexa,8 E. ] I'pm-.;lpuu D‘rmncau,ﬂp.Dnemanpﬂum
12 Kuis, Byn. KpyTwid yael] 9 |Croonkid Poman Bonaavmuposiwy ©OMN
12 :KVIB. syn.f.Toncror 0.1‘ 10 |Creonkin Poman Bonoguauposwd ©0N
12 Kuin, pyn Caxcarancee| 11 |CTeonxin Poman Bonogumuposwy ©OMN
12 .Kw'a. Byn CYFIKOBH_}J'!. 12 |K Knia E ©on [
12 Kuim, np.Nesitpodnon| 13 |Mypawesxo Ceitnada Muxonaiexa $ON
12 .Kv.m_ np.NMesitpodnor| 14 |Kotosa Okcana Bonogumwpiena |
12 .Kws. npoe. !'Iannexs—c:-u. 15 |Beuypa Cepria Onexcasgponiy $OMN
12 |Kuis, syntiop 2| 16 | repacumenko Anapin Bac @on
12 .KI‘I!. ayn Binopyceraz 17 |Heckopon Hatania Mukonaiska ®ON
o Kiim, oyn. Tarapcoka, 3 18 |CennAp TeTana BlkTopiana $ON
o .KV.'IB. syn.MNonsywoea, | 19 [Cegnap TF"{ﬁHa Bikropiesa ©ON
0 Kuis, yn.MNonaywoea, || 20 |Mapas Knin Mukonaiaxa ©OM
6 8

Figure 3 -Interface of the window of the driving directions (a, b), including with the mark of the non-completed point (c)
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This interface contains the following information about
the delivery point: identification number, delivery point
name and contact name, address of the point, time within
which the delivery to the point should be completed (for
example, in case of delivery of goods to an individual before
the beginning of the working day, this may be from 7:00 to
9:00) and the projected time of unloading. In addition, the
interface shows the weight, volume and cost of the deliv-
ered goods, as well as any comments from the client or
manager regarding this point.

The interface of the map of the route is shown in
Figure 4, b and c. This window is a map showing the

[e™ Tasket <™ RiaptepgTa KapTe
ID: 0000614800 Q Q
Point: FM Logisitc 20 Q
Address: [Oynapkis, Byn. He: > Q

Contact person:

Time window:

Service time:

Weight: 0.0
Volume: 0.0
Amount: 0.0
Price:

Cancel status

Show on map

delivery points and the possible route between them in
a different colour. The point colour depends on the de-
livery status, and matches the colour in the driving di-
rections table.

An alien application, such as Google Maps, Yandex
maps, or others, can be used to navigate to the point. The
application for navigation can be selected in the settings
window (Figure 1, ). When the corresponding voice com-
mand is received, the navigation will automatically begin
for the address specified in the point information, and upon
arrival at the destination the interface will return to the
previous window.

10:56 = = {) v 4 085%

|«® Route map

ay

Figure 4 - Interface of the information about the point (a) and the route map (b), including with the mark of uncompleted
points (c)

As one can see from screenshots of the mobile applica-
tion interface of the means of voice information formaliza-
tion, most of the windows are informational in nature and
are intended to show additional information in the process
of voice control of the system.

Nevertheless, the main functions of changing between
the windows of the software and navigation are duplicated

in the form of touch buttons, which allows for a more fault-
tolerant interface.

For the driver who will deliver the products during the
distribution process, and will deal with a means of voice
information formalization operating as part of the system
of motor transport dispatching control for the first time, a
training course on the operation of this system during

10
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which he will need to teach this system to recognize his
personal voice with appropriate specific words or com-
mands will be integrated. The use of such means of voice
information formalization aboard the vehicle allows ex-
tending the driver's performance in the process of distribu-
tion, providing and increasing the level of security.

Interactive interface in the system of voice infor-
mation formalization allows the driver to talk with the
vehicle (technical means), create requests, receive infor-
mation and instructions, solving the tasks of delivery of
products, as part of the system of motor transport dis-
patching control.

The accuracy of the driver's speech recognition is
largely determined by the quality and stability of his
pronunciation. Therefore, training information system is
used for the preliminary training of drivers in the voice
interface of this voice information formalization system
with motor vehicles dispatching control. The resulting
problem of pronunciation is of interest due to the large
scope of practical application in various fields. In this case,
there is a problem of variation of verbal communication of
drivers for different carriers of the national language and
is closely connected with it the problem of independent
assessment of the quality of their pronunciation. There is
an obvious contradiction in the very formulation of the
task: one who is taught with insufficient language train-
ing at the moment and limited opportunities in the pro-
cess of self-education should approach its pronunciation
to some standard that it is poorly imagine. This contradic-
tion is successfully overcome in the proposed system of
formalization of voice information with control over the
movement of motor vehicles based on the criterion of
minimum information inconsistency - based on pho-
nemes. In this approach, the availability of a reference
pronunciation is ensured through the use of not one, but
several "standards”, which include the best samples of
pronunciation from one or even several drivers who have
successfully completed training earlier. Such a system for
the formalization of voice information is able to memorize
the best pronunciation by the driver of words and evalu-
ate the quality of the subsequent proclamation of the
same words in relation to these best words for the driver,
and not only in relation to the default standards applied
by the ideal driver (announcer). This system of voice for-
malization of supervisory control the movement of vehi-

cles to assess the quality of pronunciation used test of
distinguishing different sounds that can be made using
one of the known methods of automatic speech recogni-
tion - speech recognition accuracy pofonemnoho.Sama
driver is largely determined by the quality and the stabil-
ity of his pronunciation. Therefore, for the preliminary
training of drivers in the voice interface of this system of
formalization of voice information with control over the
movement of motor vehicles used information system
training. The resulting problem of pronunciation is of
interest due to the large scope of practical application in
various fields. In this case, there is a problem of variation
of oral speech of drivers for different carriers of the na-
tional language, and the problem of independent assess-
ment of the quality of their own pronunciation closely
connected with it. There is an obvious contradiction in the
very formulation of the problem: one who is taught with
insufficient language training at the moment and limited
opportunities in the process of self-learning should ap-
proach with his pronunciation to some standard that he
poorly imagines. This contradiction is successfully over-
come in the proposed voice information formalization
system of motor transport dispatching control based on
the criterion of minimum information inconsistency -
based on phonemes. In this approach, the availability of a
standard pronunciation is ensured through the use of not
one, but several “standards”, which include the best sam-
ples of pronunciation from one or even several drivers
who have successfully completed training earlier. Such a
system for the formalization of voice information is able
to memorize the best pronunciation by the driver of
words and evaluate the quality of the further pronuncia-
tion of the same words in relation to these best for the
driver words, and not only in relation to the default
standards introduced by the ideal driver (announcer). At
the same time, testing differentiation of sounds, which
can be accomplished using one of the known methods of
automatic speech recognition— phonemic — is used for
assessing the quality of pronunciation in the system of
voice information formalization with motor transport
dispatching control.

Conclusions. The developed means of voice infor-
mation formalization in motor transport dispatching con-
trol systems allows the driver to not distract from driving
and monitor road conditions and situation that can acceler-
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ate the delivery of products in the process of distribution, as
well as increase security level.

The considered peculiarities of the use of the devel-
oped means of voice information formalization in motor
transport dispatching control systems showed that the
driver of a motor vehicle, who will deliver products in

the process of distribution, and will deal with a means of
voice information formalization operating within the
motor transport dispatching control system for the first
time shall pre-check and, if necessary, learn the system
to recognize his voice commands from relevant con-
texts.
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PO3POBJIEHHA 3ACOBY ®OPMAJII3ALII FO1I0COBOI IHOOPMALII
B CUCTEMAX ANCNETHEPCbKOIO KOHTPOJIIO 3A PYXOM ABTOTPAHCIOPTY

HAWAbOHOB IBan Muxaiinosuy
acnipaHT KuiBcbKmil HauioHanbHWi yHiBepcuTeT imeHi Tapaca Llesuenka ORCID: 0000-0002-2498-6375; E-mail: 1604102018@ukr.net

AHoTauia. Ha cborogHi y npouecax J0CTaBKM | ynpaBRiHHi ANCTpUbYLi€to 3aCTOCOBYETHCA 3HAUHA KiMbKICTb pi3HOMa-
HITHUX iHpOpMALLiAHUX TEXHONOTIR, Y TOMY YMQNi, | 3aCTOCYBAHHA CUCTEM AUCNETYEPCbKOro KOHTPOIIO 33 PyXOM aBTOTpaH-
CMopTy. 3HauHY ponb y Npouecax AOCTaBKYM Ta ynpaBRiHHI AUCTPUOYLi€0 BiAirpaloTb npoLecu ronocoBoi B3aEMOogii, AKi
3apa3 aKTUBHO aBTOMATU3YIOTbCA ANA NiABULLEHHA edeKTUBHOCT, 36epexeHHA pecypcis Towwo. Ha cyyacHomy eTani aB-
TOMaTm3aLii ron0coBoro ynpaeniHHA B OpraHi3aLiiiHo-TeXHIYHUX CUCTeMaX icHye npobnema (BOEYACHOrO KOPUryBaHHA B
HeoOXifHMX BUNaZKax NAaHOBMX MapLLPYTiB PyXy aBTOTPAHCNOPTY, L0 iHKOAM NPU3BOAUTL A0 AOCTATHLO BENNKMX BUTPAT
Yyacy Ha KOMYHiKaLito, i BiANOBIAHO € HalibinbLu 06rPYHTOBaHUM HaNPAMOM aBTOMaTU3aLii ro10CoBOT B3aemopii. He auB-
NAYNCL HA IHTEHCUBHWIA PO3BUTOK CUCTEM JUCNETYEPCLKOrO KOHTPOIO 33 PYXOM aBTOTPAHCNOPTY NPy B3aEMOfii i3 BOgi-
€M, Came roiocosa iHdpopmavia notpedye Gpopmanizauii y BunajKky npoBefeHHA aBTomaTtu3aLii Takux cuctem. lpote
icHytoui 3acobu B cdepi popmanizauii ronocosoi iHpopMaLlii MoKu He NPUCTOCOBAHI ANA aHani3y MOBNEHHA BOAIB, 3 Me-
TOI0 NOKPALLeHHA Ta NoAeriueHHA iX B3aEMOAIT 3 ANCNeTYepCbKor CUCTEMOIO, L0 pobuTb Temy po3pobku 3acobis popma-
Ni3auii ro10coB0i iHdpopmaLii B cuctemax AnCneTuepcbKoro KOHTPONHO 3a PYXOM aBTOTPAHCNOPTY akTyanbHow. MeTa cTatTi
nonArae y po3pobui 3acoby GpopmanisaLii ronocosoi iHhopmaLii B cuctemax MCNeTyepcbkoro KOHTPOMIO 3a PyXoM aBToT-
paHcnopty. Metoau JocnimxeHHA. loCniZKeHHA FPYHTYIOTHCA Ha OCHOBHUX MONOMKEHHAX Teopii iHdopmaLii, Teopii Hecu-
NOBOI B3aemopji Ta nporpamHoro 3abesnedyeHHa ana po3podbku 3acobi dpopmanisauii ronocooi iHdpopmadii. OCHOBHI
pe3ynbTaTin focnimKeHHA. Po3pobneHuit 3acib popmanizavii ronocooi iHdopmavii B cuctemax ancneTyepcbKoro KOHTpo-
N0 33 PYXOM aBTOTPAHCMOPTY A03BONAE BOAII0 He BiBONIKATUCH Bif yNpaBNiHHA aBTOMObINEM i CNiAKYBaTy 3a JOPOXKHi-
M1 YMOBaMM Ta 06CTAHOBKOI0, LU0 1A€ 3MOTY NPUCKOPUTI AOCTABKY NPOAYKLi B npoLieci AMCTpUOYLT, a TaKoX NiABULLUTY
piBeHb Ge3neku. Po3rnaHyTi 0cobnMBOCTi BUKOPUCTaHHA po3pobneHoro 3acoby ¢opmanizauii ronocosoi inpopmauii B
CMcTemMax AUCNETYEPCbKOr0 KOHTPOK 3a PyXOM aBTOTPAHCNOPTY MOKa3a/u, Lo BOAi aBTomo6inA, Akuii byae 34iACHI0-
BaT! [OCTaBKY NPOAYKLIT B npoLieci ANCTpubyLii i BnepLue 3iluToBXHETbCA i3 3acobom dpopmanizavii ronocosoi idpopmauii,
Lo Ai€ B pamKax CUCTEMI ANCMIETYEPCbKOr0 KOHTPONIO 3a PyXOM aBTOTPAHCNOPTY, HeOOXiAHO nonepeaHbO NepeBipuTy i
npn noTpebi AOHABYMTI CMCTEMY PO3Mi3HABATI IOTO FONOCOBI KOMAHAM 3 BiANOBIAHUX KOHTEKCTiB. HaykoBa HOBM3Ha.
Habys noganbLuoro po3BuTKy 3aci6 popmanisauii ronocooi iHpopmaLii B cuctemax AUCNeTYEPCbKOro KOHTPONH 3a py-
XOM aBTOTPAHCMOPTY, AKUIA L03BONAE BOAI0 He BiABONIKATUCH BiJ YNPaBNiHHA aBTOMOOINEM i CNiJKYBATH 3a JOPOXKHIMM
yMOBaMU Ta 06CTaHOBKOI0, LL10, HA BiZMiHY Bif iCHylouMX, Aa€ 3MOry NPUCKOPUTY AOCTABKY NPOAYKLIi B NpoLeci ANCTpU-
Oywii, a TakoX migBuUWMTK piBeHb be3nekn. pakTnuHa 3HauMmicTb. Po3pobnennii 3acib dopmanisauii ronocooi iHGop-
MaLii B cucTeMax AUCNeTYepCbKoro KOHTPOAI0 33 PYXOM aBTOTPAHCNOPTY A03BOAE NiABNLLMTY e)EKTUBHICTb YNpaBAiHHA
npouecom auctpubyuii.

Knroyoei cnoea: 3aci6 gropmanizayii, 2010co8a iHgopmayis, cucmema ducnemuyepcoko20 KOHMPOIIO 3a PyXom asmom-
paxcnopmy, npoyec oucmpubyuii.
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PA3PABOTKA CPEACTBA ®OPMAJIN3ALUN FOJI0OCOBON UHOOPMALUNA
B CUCTEMAX ANCNETYEPCKOIO KOHTPOJ1A4 3A ABUXKEHMEM ABTOTPAHCIMOPTA

HAWAEHOB UBan Muxaiinosuy
acnupaHT KueBckuil HaumoHanbHbIi yHuBepcuTeT umenm Tapaca LLeBuenko ORCID: 0000-0002-2498-6375; E-mail: 1604102018@ukr.net

AnHoTauus. Ha ceroHa B npoLieccax A0CTaBKI 1 ynpaBaeHUn ANCTpUbYyLmeit NpUMeHAETCA 3HaUUTENbHOE KoNNyec-
TBO Pa3HO00pa3HbIX NHOOPMALMOHHDBIX TEXHOMOMA, B TOM YnCIe U NPUMEHEHNe CUCTEM ANCNETYEPCKOr0 KOHTPONA 3a
[BWKEHNEM aBTOTPAHCMOPTA. 3HAUMTENbHYI0 POib B MPOLeCcax AOCTaBKM U ynpaBaeHun AucTpubyumeli urpatot npowec-
Cbl FONIOCOBBIX B3aNMOJEICTBNUIA, KOTOPbIe Ceiyac aKTMBHO aBTOMATU3MPYHTCA ANA NOBbIWEHNA IGEKTUBHOCTI, COXPa-
HeHe pecypcoB 1 Tomy nogobHoe. Ha coBpemMeHHOM 3Tane aBTOMaTI3aLMi ro0COBOr0 yNpaBneHna B OpraHn3aLnoHHo-
TEXHUYEeCKIX CUCTeMaX CyLLecTByeT npobnema (BOeBPeMEHHOr0 KOpPeKTUPOBaHNA B HEOOXOAMMBIX ClyyasX NNaHOBbIX
MapLUpyTOB ABWXKEHWA aBTOTPAHCMOPTA, MHOTAA NPUBOANT K AOCTATOYHO HOMbLUNX 3aTPaT BPeMeHM Ha KOMMYHMKALMIO,
N COOTBETCTBEHHO ABNAETCA Hanbonee 00OCHOBAHHbIM HanpaBNeHWeM aBTOMATM3aLMK FONOCOBOA B3aUMOAENCTBMA.
HecmoTpA Ha MHTEHCMBHOE Pa3BUTME CUCTEM AUCMETYEPCKOTO KOHTPONA 3a ABUKEHNeM aBTOTPaHCNOpTa Mpu B3aumo-
[eiCTBIN C BOAUTENEM, UMEHHO FoN0coBaA MHdpopmauna TpebyeT Gopmanu3auum B cyyae npoBeseHNA aBTOMATU3aLUK
Takux cuctem. OHaKo CyLlecTBytoLLMe CpeacTBa B chepe popmani3aLyum ronocoBoi MHGopMaLMn Noka He npucnocobne-
Hbl 1A aHanu3a peun BOAUTENE, C Lieblo YNYYLIeHUA 1 06neryeHna ux B3aumMoaeincTBuA ¢ ANCNETYepCKoil CUCTEMON,
4yTO leNnaeT Temy pa3paboTku CpeAcTB popmanu3aLmm ronocoBoil MHopmaLumu B CUCTeMAX JUCNETYEPCKOTO KOHTPONA 3a
[IBIKEHNEM aBTOTPAHCNOPTA akTyanbHoi. Llenb cTaTbi 3aknioyaetca B pa3paboTke cpeAcTBa Gopmann3awim ronocoBoli
NHGOPMALNKM B CACTEMAX ANCMNETYEPCKOTO KOHTPONA 3a IBMXKEHMEM aBTOTpaHcnopTa. MeToabl uccnefoBanua. ccneno-
BaHWA OCHOBLIBAKTCA HA OCHOBHDbIX MONOXEHMAX TeOpUM UHOOPMALIMK, TEOPUN HECUNOBBIMM B3aUMOAEIACTBUA U NpO-
rpamMmmHoro obecneyeHua Ana paspaboTki cpedctB dopmanusauuu ronocoBoin MHGopmaumn. OCHOBHble pe3ynbTatbl
nccnenoanna. Paspabotau cnocob Gpopmanusauiui ronocoBoi MHPopMaLUN B CUCTeMaX ANCNETYEPCKOTO KOHTPONA 3a
[BVKEHNEM aBTOTPAHCMOPTA NO3BOAAET BOAUTENIO He OTBNEKATbCA OT YNpaB/eHNA aBTOMOOMNEM 1 CNefuTb 3a J0POX-
HbIMM YCIOBUAMM 1 0OCTAHOBKOI, YTO MO3BONAET YCKOPUTb AOCTaBKY NPOAYKUWM B mpoLiecce AnCTpubyumMn, a Takxe
MOBbICMTb YPOBEHDb 6e30MacHOCTU. PaccMOTpeHbl 0C06EHHOCTH UCNONb30BaHKA Pa3paboTaHHOTO CPeACTBA popManm3aLmm
rof10CoBOM MHPOPMALNK B CUCTEMAX ANCNETYEPCKOTO KOHTPOAIA 3a IBMXKEHIEM aBTOTPAHCNOPTA NOKa3ani, YTo BOAUTENHO
aBTOMOOMAA, KOTOPbIA OyAeT 0CyLLeCTBAATL A0CTaBKY NPOAYKUMM B NpoLecce AMCTPUOYLIN 1 BniepBble CTONKHETCA (0
(penctBoM GopManu3awin ronocoBoit MHGopMaLum, AeiCTBYIOLLEN B pamKkax CUCTeMbl AUCNETYEPCKOro KOHTPONA 3a
[IBIKeHeM aBTOTPaHCNopTa, Heo6X0AMMO NpeBapUTeNbHO NPOBEPUTL U NPY HEOOXOAUMOCTY OYUUTb CUCTEMY pacno-
3HaBaTb ero roocoBble KOMaHAb! U3 COOTBETCTBYIOLNX KOHTEKCTOB. HayuHas HOBI3Ha. [lonyunn fanbHeillwee passutume
CPeACTBO GOpManu3aLMn ronocoBoi MHGOpMaLLAN B CUCTEMAX AUCNETYEPCKOTO KOHTPONA 3a AABUKEHMEM aBTOTPAHCNOP-
Ta, KOTOPbIil NO3BONAET BOAUTENNIO He OTBAEKATbCA OT ypaBNeHUA aBTOMOOUNEM 1 CeAUTb 33 AOPOXKHBIMIA YCTOBUAMN U
00CTaHOBKOMA, B OT/INYMeE OT CyLLeCTBYHOLLMX, NI03BONACT YCKOPUTb JOCTaBKY NPOAYKLMI B NpoLecce AUCTpubyumm, a Tak-
e NoBbICMTb YpoBeHb be3onacHocTy. MpakTiyeckas 3HauumocTb. PazpaboTaH cnocod dpopmanmsaumm ronocoBoil MHGo-
pMaLuK B CMCTEMaX ANCNETYEPCKOTO KOHTPONA 3a ABUKEHWEM aBTOTPAHCMOPTa NO3BONAET MOBbICUTL 3YPEKTUBHOCTL
yNpaBneHna NpoLeccom AUCTpubyLum.

Kniouesole cnosa: cpedcmeso gopmanuzayuu, 2010C08a8 UHPOPMAyus, cucmema oucnemyepckozo KOHMpPOSA 3a 08U-
XeHuem agmomparcnopma, npoyecc ducmpubyyuu.
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Abstract. Context and objective. The article shows that the original Skein hash algorithm, which was developed as part
of the competition for the new standard SHA-3 of the National Institute of Standards and Technology USA (NIST) and was
one of five finalists can be modified to improve its operation efficiency in systems with multicore processors, which are used
in almost all modern desktop and mobile devices. Analysis of the few publications that dedicated to such improvement of
the original algorithm shows that all the authors focus on improving efficiency by optimizing the algorithm computations
parallelization because computing speed was one of its main weaknesses. The simplification the original algorithm was not
considered before and became the main purpose of the article.

Research methods. Analysis of the original algorithm showed that the basic premise for the modifications is flexibility
for adjusting to build a hash function, particularly hash function is based on block encryption algorithm with adjustable
block size. Block size and key are fixed, but they do not determine the size of the original hash function string, which com-
plicates the method of attack, based on finding the key length. Alternating nature of the output line allows you to make
hash function very flexible: it is possible to use a hash function and applications in devices with limited memory. Including
mobile devices.
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Results. Modification for Skein based on the fact that the original algorithm is assumed that the hash process can be
represented as a multilevel tree structure. The basic idea is that the message on the first hashing level is divided into blocks,
for each of the blocks calculated parameters for the second and higher levels become the input values for the next level.
A significant simplification has been proposed no speed up the algorithm — use the only single-level hash that actually
means abandoning the use of tree structure calculations.

Hash function based on the modified algorithm is implemented with the use of the programming language Python.
Test results according to NIST SP 800-22 standard for set of 1,000 files with hash function results showed the percentage of
files that have been tested successfully from 98.0 to 99.6% that indicates that the hash function under consideration meets
random and pseudorandom generator integers and hash functions conditions.

The scientific novelty and practical significance. It is the first time then simplification of the structure for Skein hash al-
gorithm calculations effectiveness improvement was proposed and it was shown that the hash function based on a simpli-
fied algorithm comply NIST SP 800-22.

Keywords: hash functions, Skein, statistical methods of analysis of hash functions.

Introduction. indicated that the choice was extremely difficult and each
Cryptographic hash function is an essential and common  of the finalists had their advantages and disadvantages.
tool used to perform a variety of tasks: authentication, verifi- ~ Accordingly, each of the abovementioned algorithms can
cation of data integrity, file protection, generation of associa-  be used for further development and implementation.
tive arrays, finding duplication in a series of data sets, gener- Based on experts prediction [5] fourth generation hash
ation of unique identifiers for data sets etc. Hash functionisa  algorithms is not expected until 2030, but the issue of
function that converts the arbitrary input data set to the  implementation and testing of existing hash functions and
output fixed size bit length string. The latter and simplicity of  their modifications is a topical research direction.
hash functions calculation are of their two main practical Skein is one of the promising hash algorithms and as
advantages. There are developed many hash algorithms with ~ mentioned earlier in 2010 was in the top five in the compe-
different properties (bit, computational complexity, crypto- tition NIST [6]. The main feature of this algorithm is to
graphical secure etc.). The best-known algorithms to obtain  obtain optimal performance when working with critical
hash values are MD5, SHA, RIPEMD, TIGER [1]. applications that require customized implementations
In general, hash algorithms are such that it is almost efficiently on multicore processors. Given the fact that
impossible to find two messages with the same hash value.  almost all modern computer systems are equipped with
But it is impossible to completely avoid this, because it can  such processors the generation and study of the Skein
results in collisions that denotes to forming the same  algorithm modifications are promising.
strings as a result of hash functions with different input Studies on the implementation of the Skein algorithm
data [1]. In the early 2000s the cryptanalysts revealed the  was carried out in most cases in the areas of its computa-
possibility of collision in such algorithms as MD4, MD5, and  tion parallelization. Specifically, the authors [2] created a
SHA-0 [2, 3]. Moreover, in is known the published method  separate thread for each branch of calculations and
for finding collisions using SHA-1 algorithm. showed that the effectiveness of the algorithm imple-
Even though the new generation of standardized SHA-2  mentation in Java and C did not differ. The authors of [7]
hash algorithms was ready to replace SHA-1, in late 2007  showed that it is possible to effectively calculate the hash
NIST decided to start a 4-year global process of developing  value by parallelization of computations using a special
a new hash algorithm, so called Standard SHA-3, which was  tool «PLUTO». In general, in [5] it was indicated that in
developed through public competition [4]. In 2010 the 5  the implementation of this algorithm computation speed
finalists were determined: BLAKE, Grostl, JH, Keccak and ~ was one of its main weaknesses. As seen from the above
Skein. The results of a comparative analysis of the proposed ~ works the authors did not consider the possibility of im-
algorithms can be found, for example, in [5, 6]. Keccak  proving performance by simplifying the implementation
algorithm was chosen for the new standard and in [6] itis  of the original algorithm.
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The objective of the study. o Threefish. Threefish is the tweakable block cipher
Consider all the above mentioned, the objective of  at the core of Skein, defined with a 256-,512-, and 1024-bit
the article is to propose, implement and verify modifica-  block size.

tion for Skein algorithm. To achieve the objective fol- e Unique Block Iteration (UBI). UBI is a chaining
lowing scientific and technological tasks must be set-  mode that uses Threefish to build a compression function
tled: that maps an arbitrary input size to a fixed output size.

- proposals generation for Skein algorithm modifica- e Optional Argument System. This allows Skein to
tions, which should be based on consideration of the prin-  support a variety of optional features without imposing any
ciples of its construction; overhead on implementations and applications that do not use

- software implementation for hash function based on  the features. An extra set of arguments allows Skein maintain
the modified algorithm; a set of additional features that allow you to use not only as

- testing the implemented hash function. Skein hash function (such as encryption algorithm) without

Modified Skein hash function algorithm. significant changes in the source code implementation.

The general structure of the Skein algorithm. Principles UBI and Threefish are independent and can be used
of this algorithm, its structure, analysis of its cryptographic  separately.
security are described in detail in [5, 6, 8-11], so let’s con- When used as a hash function, the message type is the
sider only general information. only optional input type used. The output of configuration

Skein main advantage is that it provides an opportunity ~ UBI becomes a precomputed initial chaining value. This is
to build a hash function with parameters that can be ad-  the simplest use of Skein. With the variable output size it
justed. Hash function is based on block encryption algo-  becomes a drop-in replacement for almost any existing
rithm with adjustable block size. Block size and key are hash function.

fixed, but they do not determine the size of the hash func- Algorithm modification. To simplify the original algo-
tion output string, which complicates the attack methods  rithm, consider some functions in more detail.
based on finding the key length. Alternating the output Tweak function is presented as a description of individual

string allows you to make hash function very flexible: it is ~ components-bytes in original algorithm. It was designed as an
possible to use a hash function in devices with limited  auxiliary one for the values generation, which is formed as a

memory, including mobile devices. unique unit for each 128-bit string. Tweak Fields indicated in
Skein has three components [8]: Fig. 1[5], and their description specified in Table 1.
128 120 112 96 [0
V
’ " Type ‘ TreeLevel reserved Position
t First | BitPad ¢
Final

Figure 1 - The fields in the Tweak value

Tweak function takes as input the original message, hash  The basic idea is that the first level hash message is divided
tree level, type of Tweak and value lists for the respective into blocks, each block is calculated from UBI, on the second
blocks which are converted into binary form. Based on this  and higher levels of UBI the values are used as input pa-
input parameters a string to be form in the manner specified  rameters. Block size and number of required levels specified
in Fig. 1. The following string is converted to decimal form.  in Tweak and Configuration_string function, which is de-
The function returns the number in decimal form. scribed below.

In the original algorithm it is assumed that the hashing Implementers of tree hashing have a number of decisions
process can be represented as a multilevel tree structure.  to make. There are three parameters to choose: the leaf node
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size, the fan-out, and the maximum tree height. For efficien-
¢y, a larger leaf node size and fan-out is better; it reduces the
number of nodes and thus the overhead. But large leaf nodes
and high fan-out make some uses less efficient.

To speed up the algorithm a significant simplification
has been proposed — use only single-level hashing that
actually means abandoning the use of tree structure calcu-
lations.

Table 1
The fields in the Tweak value
Name Position Description
Position 0- 95 bits The number of bytes in the string processed so far (including this block)
Reserved 96-111 bits Reserved for future use, must be zero
TreeLevel 112-118 bits | Level in the hash tree, zero for non-tree computations
BitPad 119 bit Set if this block contains the |a§t byte of an input whose length was not an inte-
gral number of bytes. 0 otherwise.
Type 120-125 bits | Type of Tweak (key, block configuration, messages, etc.)
First 126 bit Set for the first block of a UBI compression
Final 127 bit Set for the last block of a UBI compression

Configuration_string function in original algorithm is
presented as a description of individual components-bytes.
It was designed as an auxiliary for the formation of values

string configuration. According to the proposed modifica-
tion of certain bytes are assigned fixed value (see last col-
umn of Table. 2).

Tabnuys 2
The Fields in the configuration value
Offset The number of Name Description Descri.pti(')n modi-
bytes fications
0 4 Schema identi fi er Constant -
4 2 Version number - -
6 2 Reserved Reserved bytes filled with zeros -
Converted to bytes additional
8 8 Output length parameter ToBytes, defines the -
desired length of hash sum
16 1 Tree leaf size enc. Size of tree leaf zero
17 1 Tree fan-out enc. Tree branching zero
18 1 Max. tree height The maximum level of the tree zero
19 13 Reserved Reserved bytes filled with zeros -

An implementer that needs the hash function to pro-
cess data at a very high data rate can use a leaf node size of
a few kilobytes and a maximum tree height of 2. This al-
lows multiple processors to each work on its own leaf node,
with one processor doing the second level of the tree. In-
creasing the leaf node size makes this more efficient, but it
increases the amount of memory needed for buffering, and
will tend to increase latency.

19

Limiting the tree height is useful when memory-limited
devices are involved. When computing a tree hash incre-
mentally, the implementation must store data for each
level of the tree. Limiting the tree height allows a fixed
allocation of memory for small devices.

Thus, modifications of the algorithm consist of two
simplifications:

- abandoning the use of multi-level hashing,
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- several bytes in Tweak and Configuration_string have
fixed values and do not depend on the size of the incoming
message.

Software implementation of hash function based on the
modified algorithm. The above-mentioned changes are
implemented using software programming language Py-
thon. Graphical interface was created that allowed to
choose a text file with message, for which the hash function
value was calculated. Hash result is displayed in a separate
GUIfield and recorded in a separate file.

Preliminary analysis of hash function execution indi-
cates that changing even one character in the initial report
led to changes in the value of the final sequence, which is
one of the requirements for hash functions in general.

Complete performance testing for modified algorithm
has at least two stages:

1. Compliance Testing for statistical input and output
data applicable to cryptographic hash functions. This must
be done because simplification could lead to malfunction of
the algorithm.

2. Implementation effectiveness testing. In particular,
calculation speed comparison with known counterparts.
This phase will be conducted in a separate study, because it
is time-consuming, as can be seen, for example, in [12, 13].

Compliance Testing for statistical input and out-
put data.

Hash function assessment methodology. The NIST STS
800-22 tests package. The basis for the software implemen-
tation of statistical tests in this work is NIST SP 800-22
«A Statistical Test Suite for Random and Pseudorandom
Number Generators for Cryptographic Applications» [14].

NIST SP 800-22 highlights aspects of selection and
testing of random and pseudorandom generators for
integers and hash functions. It was suggested during the
competition for the new US national standard block en-
cryption which was used for the analysis of statistical
properties of the candidates for the new block cipher. Test
suite contains 15 statistical tests that are designed to test
the hypothesis of randomness for binary sequences of any
length. All tests are focused on detecting various defects
of randomness.

Files from the NIST SP 800-22 with a programming code
can be found at NIST web-site. This code is written in the
programming language Cand in [15] observed its following
imperfections:

1. Incorrect implementation of the statistical test suite.
Because test suit was compiled during testing without any
revisions in the source code and was tested on reference
sequences that were delivered with the test, it does not
guarantee the absence of errors and impropriety in the
code. During testing process there were error messages
associated with the release of calculated values beyond
significance limit. Although these errors were observed
only in some samples (usually low accuracy calculations),
they could in some way influence the overall test results.

2. Incorrect programming code implementation. Alt-
hough the authors of the studies were carried fullest extent
to study the reliability and reproducibility of research re-
sults relevant for code, it does not exclude errors in the code
(for example, relating to incorrect alignment of data types)
that lead to distortion and deterioration for test results.

3. Imperfection of statistical methods. Statistical methods
imperfection include the preposition that sequence under
analyzes considered to be the general sample from which the
user must select a partial sample. In some cases, partial sample
properties differ from those of a general sample.

4. The use of tests for hash functions has its own specif-
ic. Tests that have been developed are used for binary se-
quences, while the majority of hash functions calculate
hash in hexadecimal, octal and other numerical systems.
Changing the number system can affect statistics for input
sequence.

Because of the above-mentioned drawbacks the im-
plementation of selected tests in the programming lan-
guage Python became in this work a separate task and
among the 15 tests proposed by NIST 8 most often used
test were chosen for the implementation to study hash
function under consideration. Thus, in this paper were
implemented the following tests:

1. The Frequency (Monobit) Test,

2. Frequency Test within a Block,

3. Tests for the Longest-Run-of-Ones in a Block,

4. The Linear Complexity Test,

5. The Serial Test,

6. The Approximate Entropy Test,

7. The Cumulative Sums Test,

8. The Cumulative Cusums Test.

For some tests implemented in the suite, it was as-
sumed that the size of the sequence length n is large (on
the order of 10° to 107). For such a large sample were ap-
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plied asymptotic methods. Most tests can be used for
smaller values of n. However, when applying for smaller
values of n asymptotic methods would be unacceptable and
they should be replaced exact distributions that are usually
difficult to calculate.

Hash function test results. To assess the quality Skein-
based hash functions a sample of 1000 files containing the
results of hashing was tested.

Test binary matrices test and Maurer statistical test
were not used for testing, since the minimum length of
input sequences for these tests to be 38,912 bits and
387840 bits, respectively, and estimation of the time re-
quired to execute these tests showed significant duration.

Test results indicate the almost complete absence of
deviation for sequences which were generated by simpli-
fied version of Skein hash function.

Table 3
Hash function testing results
The percentage of files that have
Type of test passed the test
The Frequency (Monobit) Test 98,6%
Frequency Test within a Block 99,6%
Tests for the Longest-Run-of-Ones in a Block 98,9%
The Linear Complexity Test 98,4%
The Serial Test 98,1%
The Approximate Entropy Test 98,0%
The Cumulative Sums Test 99,4%
The Cumulative Cusums Test 99,3%

Conclusions.

Further development of algorithms for hash functions
associates with both the generation of new and improve-
ment of existing algorithms.

It is shown that the Skein algorithm is one of the algo-
rithms on which basis high quality hash functions can be
build, and further development of the implementation
feasibility for this algorithm lay in simplification of some
features that make up the structure of the original algo-
rithm. In particular, the following simplifications were
proposed in this work:

- abandoning the use of multi-level hashing,

- several bytes in Tweak and Configuration_string have
fixed values and do not depend on the size of the incoming
message.
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AHoTaujif. AKTyanbHICTb Ta MeTa CTaTTi. Y CTaTTi N0Ka3aHo, L0 OpuriHanbHIi anropuTMm rewuyBanHs Skein, skuii 6yB po-

3po6nenuil B pamkax KOHKYpCy Ha HoBwiA craHaapT SHA-3 HawioHanbHoro iHcTuTyTy crangapri i TexHonoriii CLUA (NIST) i 6ys
OAHUM 3 N'ATY iHanicTiB MOXe OYTV MOANPIKOBaHO ANA NiABULLEHHA edeKTUBHOCTI ioro poboTy B cuctemax 3 baratoagep-
HUMU NPOLeCOpamK, AKUMI KOMMNAEKTYIOTbCA NPAKTYHO BCi CyYacHi HACTINbHI Ta MOGinbHI NpUCTpoi. AHani3 HeuncneHHIx
nybnikawiit, AKi NpUCBAYEHi PO3BUTKY MOXKNMBOCTEN OPUriHANILHOrO anropuTMy, NOKasye, Lo BC aBTOPU 30CepekylTb
yBary Ha nifBULLEHHi e$eKTUBHOCTI BUKOHAHHA anropuTMy LUAAXOM ONTUMI3aLii po3napanentoBaHHA 06uncneHb, AKi ckna-
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JaloTb CTPYKTYpy anroputmy. Mpn uboMy came WBMAKICTL 06uMCIEHb NPy iMANeMeHTaLii Liboro anroputMy 6yna opHieto 3
0CHOBHIX i10r0 HeZoniKiB. CNpoLLeHHsA OpUriHANBHOMO anropUTMY paHilLe He po3riAaanach, Lo CTano MeTok CTaTTi.

MeToau gocnigxeHHA. AHani3 opuriHanbHOro anropuTMy BUABHB, Lo 6a30B0K0 NepesyMOBO 3aNpoNOHOBAHOI MO-
ANQiKavii € Te, Wo BiH Aa€ MOXNUBICTb NOOYAYBaTM reww-QyHKLt0 3 napameTpamu, AKi MOXHa HanawToByBaTu. lew-
dyHKUiA OyayeTbCA Ha OCHOBI 6710KOBOTO anropuTMy LUNGPYBAHHA 3 perynboBaHUM po3mipom 6moky. Poamipu 6roky Ta
Knioya € GikCoBaHMMI, ane BOHI He BIU3HAYaKTb PO3MIp BUXIAHOTO pAAKa rew-GyHKLi, o YCKNaAHIOE MeTOAM aTak, AKi
IPYHTYIOTbCA Ha 3HAXOAXKEHHI AOBXIHY KSt0Ya. 3MiHHNIA PO3MIp BUXIAHOTO PAAKA A03BONAE 3p0OUTH rew-QYHKLo ayxe
THYYKOK: 3'ABNAETHCA MOXANBICTL BUKOPUCTOBYBATY relL-QYHKLiI0 Y AoAaTKax Ta NPUCTPOAX 3 0OMeXeHUM 06CArom
nam’aTi. 30kpema Ha MobinbHIUX NPUCTPOAX.

PesynbTatin. 3anponoHoBaHo MoaudikaLito Skein 3acHOBaHY Ha TOMY, LLIO B OPUTiHANbHOMY anropuUTMi nepesbayaerbes,
L0 NpoLec relyBaHHA Moxe ByTi npeacTaBneHuin y BUrNAAi baratopiBHeBoi AepeBonogibHoi cTpykTypu. OcHOBHA ifeA
MONAra€ y TOMY, LU0 Ha NepLIOMY PiBHi reLyBaHHA NOBiOMEHHA Po36UBAETLCA Ha OMI0KK, ANA KOXHOIO 3 6110KiB 06unato-
€TbCA BifNOBIHI NapameTpy, Ha AAPYromy Ta BULLIX PIBHAX BXe OTPUMAHi 3HAUEHHA LX NapameTpiB BUKOPUCTOBYIOTbCA Y
AKOCT BXifHUX. [InA npuLLBMALLIEHHA poboTh anroputmMy OyNo 3anponoHoBaHe CyTTeBE CMPOLLEHHA — BUKOPUCTAHHA NuLLe
OfIHOPIBHEBOrO reLlyBaHHS, L0 GaKTYHO 03HAUaE BiMOBY Bifj 3aCTOCYBaHHA AepeBonogibHoi CTpyKTypu 06umncieHb.

leww-QyHKLI0, AKA 3aCHOBaHA Ha MOANDIKOBAHOMY anropuTMi, peaizoBaHo i3 BUKOPUCTAHHA MOBYM NPOrpamyBaHHA
Python. PesynbTatyn TectyBanHa BignosiaHo fo craHaapty NIST SP 800-22 Ha Bubopui, Aka cknaganaca 3 1000 dainis 3
pe3ynbTaTaMu rewyBaHH#, NoKa3anu BiacoTok daiini, AKi NpoiLLNy TecTyBaHHs, Big 98,0 40 99,6%, Lo CBIAYMTL NPO Te,
L0 peani3oBaHa reww-GyHKLiA Ha OCHOBI MOANPIKOBaHOro anroputma Skein Bignosiagae BUMoram 4o BUNAAKOBIX i NCeB-
AOBUNAZKOBYX reHePaTopiB LiNMX YiCen Ta reww-QyHKLii.

HaykoBa HOBI3Ha Ta MpaKTUYHA 3HAYMMICTb. BnepLue 3anponoHoBaHO NPULIBMALINTI eEeKTUBHICTb iMnaeMeHTaLi
anropuTMy rewwyBaHHaA Skein WAAXOM CNpOLLEHHA CTPYKTYpyU 06uMCneHb Ta NOKa3aHO, WO rewl-GyHKLiA 3aCHOBaHA Ha
cnpoLeHomy anroputmi ignosigae crangapty NIST SP 800-22.
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PEAJIN3ALNA U TECTUPOBAHUE X3LWW-OYHKLUN HA OCHOBE
MOANONLNPOBAHHOIO AJIFOPUTMA SKEIN

AHHoTaumA. AKTyanbHOCTb U Leb CTaTbi. B cTaTbe NoKa3aHo, UTo OpUrMHANbHbIA anropuT™ XewwnpoBaHus Skein,
KoTOpblii Obin pa3paboTaH B pamkax KOHKypca Ha HOBblil cTaHAapT SHA-3 HaumoHanbHOro WMHCTMTYTa C(TaHAApTOB U
TexHonoruit CLUA (NIST) u 6611 0fHUM 13 AT QUHANMCTOB MOXKET ObITb MOANGULMPOBAH ANA NOBbILLEHNA 3OOEKTUBHOCTN
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ero paboTbl B CMCTeMax ¢ MHOT0AZEPHbIMIA NPOLLeCCOPaMM, KOTOPbIMI KOMMNEKTYIOTCA NPaKTUYeCKN BCe COBPEMEHHbIe
HaCTONbHbIE 1 MOBUAbHbIE YCTPOIACTBA. AHANU3 HEMHOTOYNCIIEHHBIX NY6NNKALMIA, NOCBALLEHHbIX Pa3BUTIK BO3MOXHO-
(Teil OpUrHANBHOTO anropuTMa, NoKasblBaeT, YTo BCe aBTOPbI COCPEAOTOUEHbI HA NOBbILIEHNM SOPEKTUBHOCTY BbINON-
HeHWUA anropuTMa nyTem ONTUMW3ALNM PacnapaniennBaHuA BbIYNCIEHNIA, KOTOPblE COCTABNAKT CTPYKTYpY anroputma.
[pu 3TOM UMEHHO CKOPOCTb BbIYMCIEHIIA NPX UMANIEMEHTaLK 3TOr0 anropuTMa Obina 0AHON 13 OCHOBHDBIX €ro Hefjo-
(TaTKOB. YNpOLLeHue OpUriHanbHOro anropuTMa paHee He paccMaTpuBanach, YTo CTano Lenblo cratbit.

MeToabl uccnegoBaHna. AHanu3 OpUrMHanbHOro anropuTMa BbIABIA, YTO 0a30BOM NPeAnoCbIIKON NPeanoXeHHoN
MOANGUKaLMM ABNAETCA TO, UTO OH JAeT BO3MOXKHOCTb MOCTPOUTD Xew-QYHKLMI0 C MapaMeTpamit, KOTOpPble MOXHO
HaCcTpanBaTh. Xew-(yHKLNA CTPOUTCA Ha OCHOBE 6/10YHOr0 aNropuTMa WIdPOBaHKA C perynnpyembim pasmepom 6oka.
Pa3mepbl 610Ka 1 Kntoya ABNAITCA GUKCMPOBAHHBIMI, HO OHIN He ONpeAenslT pa3mep UCXOAHON CTPOKN Xelu-GyHKLMN,
YTO YCIOXKHAET METO/bI aTaK, OCHOBAHHbIX Ha HAX0XKAEHUM ANMHbI KNtoua. llepemeHHbIi pa3Mep UCXO[HON CTPOKM Mo3-
BOJIAET CAeNaTb XeLU-QYHKLK 0ueHb r1OKol: NOABNAETCA BO3MOMXHOCTb MCMONb30BATb XeLU-QYHKLIAK B NPUAOKEHNAX 1
yCTPOIACTBAX C OrPaHMUYEHHbIM 00beMOM NaMATH. B yacTHOCTY, Ha MOBUNBHBIX YCTPOIACTBAX.

Pe3ynbtartbl. [lpeanoxeHa moaudukaumna Skein oCHoBaHHaA Ha TOM, UTO B OPUTMHANILHOM anroOpUTMe NPOLecC Xeluu-
POBaHNA MOXeT ObiTb NpeACTaBNeH B BUAE MHOrOYPOBHEBOI APeBOBUAHOI CTPYKTYpbl. OCHOBHAA MAeA 3aKNiyaeTca B
TOM, YTO Ha NEPBOM YPOBHE XeLINpOBaHMA CoobLieHne pa3dbuBaeTca Ha ONOKM, ANA KaXKAOro u3 610KoB ncuncnaeTca
COOTBETCTBYIOLLME NapaMeTpbl, HA BTOPOM U BbICLUNX YPOBHAX yXe MOyYeHHble 3HaUeHNA 3TUX NapaMeTpoB UCNONb3y-
H0TCA B KauecTe BXOAHbIX. [InA ycKopeHUA paboTbl anroputma Obino NpeanoxeHo CyLecTBeHHoe YnpoLLeHne — UCnonb-
30BaHue TObKO OAHOYPOBHEBOTO XeLLMPOBaHNA, UTO GAKTUUECKI 03HAUAeT 0TKA3 OT NPUMeHeHUA ApeBOBIUAHON CTPYK-
TYpbl BbIUMUIEHMWIA.

Xeww-QyHKuMA, KOTOpas 0CHOBaHA Ha MOANQULMPOBAHHOM anropuTMme, Gbina peann3oBaHa ¢ MCMONb30BaHNEM A3bIKa
nporpammupoBaHna Python. PesynbTatbl TecTupoBaHuA B cooTeTcTBMM o cTaHAapTom NIST SP 800-22 Ha Bbibopke,
coctoAweii n3 1000 Gpaitno. ¢ pe3ynbTaTaMm XeLUMpoBaHUA, NOKa3any NPOLEHT Gaitnos, KOTOPble NPOLLAN TeCTUPOBaHUe,
01 98,0 10 99,6%, uTO CBMAETENbCTBYET 0 TOM, UTO Peanu30BaHHaA Xewl-PyHKLNA Ha OCHOBE MOANGULIMPOBAHHOTO aNro-
putma Skein cooTBeTCTBYeT TpeHOBAHMAM K CTyYaliHbIM 11 NICEBAOCTYYAlHbIM FeHepaTopam Yncen u Xewl-GYHKLMAM.

HayyHaA HOBM3HA W MPaKTMYeCKkaa 3HaUMMOCTb. BnepBble NpeanoxeHo yckoputb IPGEKTUBHOCTL UMNEMEHTALIN
anropuTMa xewwnpoBanua Skein nyTem ynpoLLeHuA CTPYKTYpbl BbIUMCIEHMIA U MOKA3aHO, UTO XeLl-(YHKLMA 0CHOBAHA Ha
ynpoLyeHHom anroputme cootsetcTByeT craHaapty NIST SP 800-22.

Kntoyeesie cnoea: xeuw-gyHkyuu, Skein, cmamucmuyeckue MemoObl GHANU3A Xew-PyHKYUU.
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Abstract. The purpose of the article. The purpose of the article is to improve the method of collaborative filtering with
implicit feedback by combining the characteristics of the consumer and his behavior to improve the efficiency of building
recommendations in cases of lack or insufficient information about consumer preferences.

Research methods. Collaborative filtering methods with implicit feedback used in the process of sales personalization.

The main results of the research. The problem of improving the method of collaborative filtering with implicit feedback
for personalizing sales in the recommendatory subsystem in the e-commerce system, taking into account the characteristics
of the consumer and the characteristics of his behavior when choosing goods and services, is considered. The importance of
using additional contextual filters to improve the quality of recommendations received is shown. It is shown that the exist-
ing hybrid methods of collaborative filtering take into account separately the characteristics of the consumer or the charac-
teristics of the domain. At the same time, in situations of “cold start” for personalizing sales, there is a practical need to
build recommendations taking into account changes in the interests of users of different demographic groups. Hybrid
method of collaborative filtering was improved. The main idea of the improved method is to complement the algorithm of
collaborative filtering with implicit feedback, taking into account the attributes of the user, as well as the dynamics of
changing his interests. The method uses as input data information about purchases without user ratings and with the date
of purchase, as well as demographic information about the user. This information can be obtained from other subsystems
of the e-commerce system. The result of the method is a refined list of recommended purchases for the user. This list corre-
sponds to the age group of the user and the context-sensitive sequence of changes in his interests.
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Scientific novelty. The method of collaborative filtering with implicit feedback has been improved by taking into ac-
count additional features of users, as well as changes in consumer interest over time.

Practical significance. In practical terms, the proposed method allows to increase the relevance of the recommendations
when personalizing sales to the user in the recommender subsystem in the e-commerce system. Experimental verification
showed an increase in the effectiveness of the recommendations received according to the AUC criterion. The improved
method can also be used in the promotion of promotional offers in social networks.

Keywords: collaborative filtering, implicit feedback, recommendation subsystems, personalization of sales,

e-commerce.

Problem statement.

Recommendation systems are designed to form the
most relevant list of consumer goods and services in e-
commerce systems [1]. They use the similarity between the
characteristics of the goods that the consumer chooses, or
between the characteristics of consumers to form a list of
recommendations. Ratings or information about user selec-
tion are considered as feedback. In the first case, an explicit
feedback is used, and in the second case it is implicit [2].

Such systems provide the possibility of personalized
consumer choice in a large number of alternative options
and lack of consumer detailed knowledge of goods or ser-
vices [3].

Personalization of products and services in recommen-
dation systems has been widely used in search engines and
e-commerce, for example, in Amazon stores and Netflix
streaming services [4, 5].

Recommendation systems that forms list of the con-
sumer-friendly products and services are mainly based on
collaborative filtration and content filtering methods [1, 3].
In the first case, the recommendations are based on the
similarity of consumers, and in the second - the goods. To
improve the effectiveness of the basic approaches, hybrid
methods are also used, taking into account the semantic
characteristics of the product and the context of the choice
of the consumer [6, 7].

However, in the lack of information about consumer or
incomplete product information, existing hybrid approach-
es do not always allow us to form relevant recommenda-
tions. This indicates the relevance of the problem consid-
ered in this paper.

Analysis of recent research and publications.

One of the basic and most common algorithms for con-
structing recommendations that take into account the
similarity of consumers is collaborative filtration (CF). This

algorithm allows you to recommend products and services
that have received high ratings by other users with similar
preferences and interests [2].

A user profile is determined based on a set of ratings as-
signed to different products and services. These ratings can
be recorded explicitly, that is, based on the results of user
replies or implicitly, as a result of analysis of its interaction
with the advisory system [1].

The rating can be represented by unary (only relevant
elements), binary (which distinguishes between good and
bad elements) or more generally as a numerical value on
the corresponding final scale.

Existing methods of collaborative filtration do not solve
a number of similar issues of issuing recommendations in
non-typical conditions. These include, in particular, the
problems of cold start, spam attacks, inconsistency of con-
sumer interests, and scalability [8].

The problem of a cold start is due to the complexity of
providing advice to new users, information about which
was only recently introduced in the recommendation sys-
tem. The users have not yet chosen and appreciated a suffi-
cient number of products, so the recommendation system
cannot predict their interests [6].

Initial ratings are used to solve this problem, that is, the
system forces the user to first evaluate a particular set of
goods. However, this creates inconvenience to the user.
Also, these primary ratings may lead to erroneous recom-
mendations, as consumer responses do not always reflect
their interests. The cold start issue also affects new prod-
ucts, as they will not be in the list of recommendations until
sufficient users have been rated [8].

The problem of spam attacks occurs when unscrupulous
consumers mislead the recommendation system [1, 8].

The issue of user inconsistency (or Gray Sheep problem)
occurs if there are users whose opinions are not consistently
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consistent or inappropriate with any group of people. Such
consumers do not benefit from the use of the advisory
system [9].

The problem of scalability arises as a result of finding
recommendations for the entire database of consumer
ratings. This does not allow for personalization of recom-
mendations.

Hybrid methods integrating collaborative filtration with
user profile analysis are used to solve a set of problems. [6]
A more generalized approach proposed in [7, 10] relates to
the consideration and generalization of the context of
consumer choice.

To clarify the recommendations, associative rules are
also found, and they form a list of goods and services using
these [11, 12].

However, these methods do not allow solving the prob-
lem of the formation of recommendations in the absence of
detailed information about the consumer.

To solve this problem it is necessary to combine infor-
mation about the user and his behavior when choosing
goods and services, that is, taking into account not only the
properties of objects, but also the temporal aspect. Tem-
poral characteristics are used in the construction of
knowledge bases [13, 14], as well as the formation of rec-
ommendations using these knowledge bases [15].

This indicates the importance of completing the collab-
orative filtration method taking into account the temporal
characteristics of the consumer and the product.

The aim of the study.

The purpose of the article is to improve the method of
collaborative filtering with implicit feedback by combining
the characteristics of the consumer and his behavior, and to
increase the effectiveness of constructing recommenda-
tions in cases of lack or insufficient information about con-
sumer preferences.

To achieve the research objectives are solved the fol-
lowing tasks:

— to substantiate the possibility of obtaining additional
data on the consumer taking into account the structure of
e-commerce systems;

— formalize additional characteristics of consumers and
goods that may affect the resulting recommendations;

— to supplement the method of collaborative filtration
on the basis of taking into account the characteristics of the
consumer and his preferences.

Presentation of research material.

E-commerce is a form of trade in which the selection
and ordering of goods is carried out through computer
networks, and settlements between the buyer and the
supplier are carried out using electronic documents and / or
payment methods.

Therefore, the e-commerce system combines a number
of subsystems that control internal processes and interact
with customers:

— ERP-subsystem, which is intended to control the state
of the warehouse and movement of goods and money;

— PIM - subsystem of content support for goods and
categories of goods;

— CRM - subscriber interaction seller with customers;

— Service desk - automation module for customer re-
quest processing;

— Cost accounting module;

— Recommender subsystem.

The presented structure of the e-commerce system
makes it possible to conclude that the Recommender sub-
system may use additional data about the consumer and
goods received from other subsystems in addition to pur-
chasing information.

Input data of the developed method is:

— Data about the purchase of goods;

— Consumer data for which recommendations are being
generated.

Data on purchases of goods are presented in the form of

an ordered table: P ={p, } .

Each item in this table contains information about the
selected product, the consumer who chose the product, and
the date of purchase:

€U,

P« :{ dk}v (1)

where & - the goods or services chosen by the consum-

er; U consumer data; ¢ - the date of purchase.

Each purchase is displayed as a separate item in this ta-
ble.

Product information can also be detailed using addi-
tional attributes, such as the name and product group, the
physical characteristics of the product (size, resolution,
weight, etc.), etc.
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E={e}, e={le,n,c,A}, @

where le, - the unique product code in the
e-commerce system; N, - the name of the product; C, -
the price of the goods; A = {a} - additional attributes of

the goods.
Every consumer U; €U in the advisory system has

the following demographic characteristics:

ujz{ldj,nj,Dj}, (3)

where Id - the unique consumer code in the recom-
i _ the
registration name of the consumer; D; = {djm} - addi-

mendation system (or e-commerce system);

tional attributes of the consumer.

Additional attributes of the consumer include at least
the year of birth, gender and region of residence. The year
of birth and sex is usually set when forming a consumer
profile in the e-commerce system. The region or city of
residence is usually determined automatically.

Djz{bj,gj,rj}, (3)

M ={M,},M, c ExU :¥(e,u,) e M,3d,,d

where Grins O - they determine the time interval
for which the preferences of the consumer are considered
to be unchanged.

Representation (4) shows that the input data can be fil-
tered in the temporal aspect, for example according to the
seasonal preferences of the consumer. Only topical pur-
chases can be selected.

The temporal aspect should also be taken into account
when filtering goods based on the proximity of consumer

M, ={(e,,u)}:a, e A, A=A
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where bi - data on the year of birth of the consumer;

9 - human sex; . place of residence of the consumer.

Recommendations are formed for a specific customer,
which has characteristics (3) and (4).

In this paper, the construction of recommendations
based on implicit feedback is considered., That is, the input
data only contains information about the fact of purchases
and do not contain the ratings given by the consumer.

The main idea of the proposed hybrid method of col-
laborative filtering with implicit feedback is to filter out
irrelevant input data, taking into account temporal and
object characteristics.

Temporal characteristics specify changes in the interests
of consumers in time. Such changes can be cyclic, one-time
or permanent.

Cyclical changes are related, for example, to the sea-
sonal selection of goods. One-time changes occur in cases
of single external influences. For example, increasing the
availability of transport in the remote area may change the
range of goods in demand in this city.

Permanent changes are characteristic of areas related
to the creation and use of computer technology, technolo-
gy, computer games, and the like. Also, such changes are
typical for choosing things based on fashion trends.

In general, the input data can be represented as a set of

pairs (€;,U;) fora specified time interval.

<

min —

d <d (4)

max !
interests. Obviously, the demand for certain groups of
goods depends on the age of the consumer:

M, ={(&;,u;)} : by, <b; <b

(5)

max !

b

min ? ~max

where b - determine the age of the consumer

with the eastern interests of goods and services.
Similarly, input data can be detailed according to con-
sumer attributes and attributes:

(6)
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M, ={(e.u)}:d,eD,D,cD, (7

where @ - the attribute of the goods; A - a set of
attributes defining a group of goods for consumer
choice; d,, - attribute of the consumer; D, - set of

attributes defining a group of consumers; A - set of
attributes of all goods; D - the set of attributes of all

consumers.
The improved method involves the following steps.
Stage 1. Selection of a subset of input data for consum-
er attributes:

M@ :{(ei,uj)}: Vu,vmd, €D’|d; €D, (g)

*

Where d,, - the attribute of the target consumer; D.

- a subset of attributes that characterize the target group of
consumers.

At this stage, consumers are selected in the target
group with properties similar to the consumer for whom
the recommendations are made.

Stage 2. Selection of a subset of input data for attrib-
utes of goods. At this stage, the selection of such goods, the
properties of which are similar to the properties selected by
the target consumer is carried out:

MP ={e.u):MP <M, vevsa, eA (Vs a e A, (9)

where @, - the attribute of the product chosen by the

A a subset of attributes that charac-

target consumer;

terize the target group of goods; &, - the attribute of the
product from the target group.

Data filtering in the second stage is performed only if
the consumer has selected at least one item. Therefore, for
the cold start situation, this stage is optional, unlike filter-
ing according to the customer.

Stage 3. The subset of input data by temporal charac-
teristics of the consumer is selected.

Selection at this stage is performed according to the ex-

pression (5). The date range [0isPrac ] is based on the

input data using the configuration parameter € :
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boin =b; =81, by =0 +5;.

(10)

max

The result of the phase is a subset of input data
M|(3) c Ml(Z)-
Stage 4. The subset of input data by temporal charac-

teristics of the product is selected. Selection at this stage is
performed according to the expression (4). The temporal

interval [d,,; e ] is determined on the basis of the

input data using a configuration parameter €, similar to
the previous step.

The result of the phase is a subset of input data
MI(4) c MI(S)-

Stage 5. Collaborative filtering with implicit feedback is
used to build recommendations. The input subsetis M @,

At this stage, there are latent factors that connect users
and goods. Recommendations are formed using these
latent factors.

The result of this phase is the recommended list of

products Ex < E that may be of interest to consumers

with the characteristics specified in the input data.

The developed method was tested on the data on the
sale of goods in the Internet stores in the UK.

To evaluate the proposed method, we compared the re-
sults of traditional collaborative filtration and the improved
hybrid method using the area under the ROC (Receiver
operating characteristic) indicator — AUC.

The Receiver operating characteristic is an indicator
used to assess the quality of a binary classification. It repre-
sents the ratio between the proportion of correctly classi-
fied objects from the total number of sign attributes and
the proportion of mistakenly classified, not relevant attrib-
utes.

The AUC reflects the area that is limited by the ROC
curve and the axis of the fraction of false positive classifica-
tions. The value of the indicator is less than 0.5 indicates
that the classifier inverts the results, that is, it works with
the exact opposite. The value of indicator 0.5 demonstrates
the unsuitability of the selected classification method. The
quality of the classification depends on the AUC value.

In the course of an experimental verification, 2 calcula-
tions of the AUC for the sample with regard to the filtration
were performed.
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The first calculation was carried out using traditional
collaborative filtration, the second - taking into account the
temporal characteristics of the goods.

The results of the experiments are as follows. With tra-
ditional filtration AUC = 0,872 . When filtering using

temporal characteristics of goods AUC = 0,881. Thus,

even without taking into account the characteristics of the
consumer, the quality of the recommendations increases.
Conclusions.

a practical need for constructing recommendations taking
into account the combination of attributes of users and
goods.

The result of the work is the improved method of col-
laborative filtering with implicit feedback, which takes into
account additional signs of users and goods, including
temporal ones.

The difference between the proposed methods consists
in generalization of several methods of filtration. This syn-

ered. It is shown the importance of using additional filters
to improve the quality of the recommendations.

during personalization of sales, especially in the "cold start"
situation, do not allow giving recommendations of high
accuracy. Therefore, in the case of new consumers, there is

thesis makes it possible to combine the benefits of each
method to increase the effectiveness of providing recom-
mendations.

In practical terms, the proposed method allows to in-
crease the relevance of the recommendations when per-
sonalizing sales to the user in the Recommender subsystem
in the e-commerce system.

The problem of hybrid collaborative filtration is consid-

[t is shown that the methods of collaborative filtration
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YAOCKOHAJIEHHA METOAY KOJIABOPATUBHOI OITbTPALYII
I3 YPAXYBAHHAM XAPAKTEPUCTUK CNTOXKUBAYA ONA NEPCOHANISALYT
PEKOMEHZALIIW B CUCTEMI E-KOMEPLII

AHoTauia. Meta cTatTi. MeTolo CTaTTi € yA0CKOHaNeHHs MeToay konabopaTuBHOI QinbTpaLlii 3 HEABHMM 3BOPOTHUM
3B'A3KOM LUNAXOM KOMOIHYBaHHA XapaKTepUCTUK CNOXIBAYa Ta Oro NOBeAiHKM AA NiABULLEHHSA epeKTUBHOCTI Nobyao-
BI peKoMeHJaLliil y BUNajikax BiAcyTHOCTi abo HeOCTaTHBOI KinbKOCTi iHdopmavii npo BnogobaHHA CnoxmBaya.

Metoau pocnimxenHa. Metogn konabopatusHoi inbTpail 3 HeABHUM 3BOPOTHUM 3B'A3KOM peKOMEeHAALiHNX CUC-
Temax.

OcHOBHi pe3ynbTaTit AocniaKeHHA. Po3rnaHyTo npobnemy yaockoHaneHHA MeTody KonabopaTueHoi GinbTpauii 3 Hea-
BHiil 3BOPOTHIUM 3B'A3KOM ANA nepcoHani3aLii npoAaxis B pekomMeHAaLiiiHoT nigcucTemi B CUCTEMI eNeKTPOHHOT Komepuii
3 ypaxyBaHHAM XapaKTepucTUK CNoXuBaya i 0cobnuocTeit iioro noBediHki npyu Bubopi Tosapi Ta nocnyr. MpeactaBneHo
BaXNBICTb BUKOPUCTAHHA J0JATKOBIX KOHTEKCTHIX GiNbTpiB ANA NiABULLEHHA AKOCTI OTPUMAHNX pekoMeHgaLii. Moka-
3aHO, LLO icHytoui ribpuaHi MeToan KonabopaTuBHOI PinbTpauii BpaxoBYKTb OKPEMO XapaKTepUCTUKN CNOXKUBaya abo
XapaKTepuUCTUKM NpeaMeTHOi 06nacTi. Y Toil Xe yac B CUTyaL|isx «x0N0AHOT0 CTapTy» ANA NepcoHani3avii npoaaxis icHye
npakTyHa notpe6a B NobY/A0BI pekoMeHAaLili 3 ypaxyBaHHAM 3MiH iHTepeciB KOpUCTYBaUIB Pi3HIX AemMOrpadiuHnx rpyn.
YnockoHaneHo ribpuaHuit metog KonabopatusHoi dinbTpauii. OCHOBHA ifieA BAOCKOHANEHOro MeToay NONAraE B A0NOB-
HeHHi anroputmy KonabopaTneHoi GinbTpavyii 3 HeABHUM 3BOPOTHIM 3B'A3KOM 3 ypaxyBaHHAM aTpMOYTiB KOPUCTyBaya, a
TaKoX AMHAMIKM 3MiHI il0ro iHTepeciB. B AKoCTi BXiAHUX AaHUX MeTOA BUKOPUCTOBYE iHPOPMALito MPO NOKYMKY i3 3a3Ha-
YeHHAM ix AaTi Ta 6€3 peilTHTIB KOPUCTYBAUIB, a TaKOX A0AATKOBY iHPOPMaLito Npo KopuctyBaua. Lia indopmauia moxe
0yTv OTpuMaHa i3 Apyrux MifCcUCTeM CUCTEMU enekTPOHHOI Komepuii. Pe3ynbTaTom po60TH MeTOAY € YTOUHEHWI CMCOK
peKoMeHZ0BaHNX MOKYNOK Ana Kopuctysaya. Llei cnucok BignoBigae BikoBil rpyni KOPUCTYBaya i KOHTEKCTHO-3aNeXHOK
NOCiA0BHOCTI 3MiHI OO iHTepeciB.

HaykoBa HOBM3Ha. Y0CKOHaneHo MeToA konabopaTnBHOi GinbTpavii 3 HEABHUM 3BOPOTHIM 3B’A3KOM LLAAXOM Bpaxy-
BaHHA [0ATKOBYX 03HAK KOPUCTYBAYiB, @ TAKOX 3MiHU iHTepecy CnoxuBauis y yadi.

[pakTyHa 3HaYMMiCTb. B NpakTMYHOMY NAaHi 3anponoHOBaHMIA METOA A03BONAE 30iNbLUMTY peNneBaHTHICTb pe-
KOMeHAaLii npyu nepcoHani3avii NpoAaxis AnA KOPUCTYBaya B peKOMeHAALiHIIA NifCcMCTeMi B CUCTeMi eleKTPOHHOI
Komepuii. EKcnepumeHTanbHa nepesipka nokasana niABuLIEHHA eeKTUBHOCTI OTPUMAHNX peKOMeHAaLi 3rifHo 3
kputepiem AUC. BaockoHaneHuit MeToZ MoXe BUKOPUCTOBYBATUCA TAKOX NPU NPOCYBaHHI peknamHuX npono3utiin B
COLianbHUX Mepexax.

Kntoyoei cnosa: konabopamusgHa ginempayis, HesgHUl 360pomHili 38’430k, pekomeHOAyitiHi nidcucmemu, nepcoHani-
3ayi npo0axy, eneKmpoHHA KOMeEpPYiiA.

32



#24 (2018)

NELMHCKNIA Bnapumup Anekcanaposuy
KaHANAAT TEXHUYECKIX HAYK, IOLEHT, XapbKOBCKMI HALMOHANbHDIil yHUBEPCUTET PaZIMOINEKTPOHNUKM,
JOLEeHT Kadepbl porpamMmHoil MHxeHepun, ropop XapbkoB, YkpanHa; ORCID: https://orcid.org/0000-0002-8690-5702;
volodymyr.leshchynskyi@nure.ua

NELNHCKAA Upuna AnekcaHapoBHa

KaH[uMAaT TEXHUYECKUX HayK, 0LeHT, XapbKOBCKUIl HALMOHANbHbIl yHUBEPCUTET PaZNOINEKTPOHNKH,
JIOLEHT Kadeapbl MporpaMMHOil UHXeHepun, ropoa XapbkoB, Ykpaua; ORCID: https://orcid.org/0000-0002-8737-4595;
iryna.leshchynska@nure.ua

YCOBEPLUEHCTBOBAHUE METOZIA KOJIABOPATUBHOW OUJIbTPALIUA
CYYETOM XAPAKTEPUCTUK NOTPEBUTENA AJ1A NEPCOHAJIN3ALINA
PEKOMEHAALIMA B CUCTEME E-KOMMEPLIUW

AnHoTtauus. Lenb ctatbu. Llenblo cTaTby ABNAETCA YCOBEPLIEHCTBOBAHME METOAA KONABOPaTUBHON GUIbTpaLMN ¢
HesIBHO 00paTHOI (BA3bI0 NyTeM KOMOMHUPOBAHWA XapaKTePUCTUK MOTPeOUTeNa u ero noBefeHns AnA MoBbilLEHNS
IQOEKTMBHOCTU NOCTPOEHNA PEKOMEHAALMIA B CyyanX OTCYTCTBUA WAN HEZOCTAaTOUYHOTO KONMYECTBA MHGOpMALMN O
npeanouTeHNAX NoTpebuTens.

MeToabl uccnenoBaus. MeToabl KonnabopaTuBHO GUABTPALMN C HesABHOI 06PATHOI (BA3bI0 B MPOLIECCe NEPCOHa-
NM3aLUN NPoda.

OcHOBHble pe3ynbTaTbl UCCIeoBaHUA. PaccMoTpeHo nMpobnemy YCoBepLUEHCTBOBaHUA MeTofa KosnabopaTuBHoil
dunbTpaLmm ¢ HesABHOI 06PaTHOIA (BA3BIO ANA NEPCOHANM3ALMI NPOAAX B PEKOMEHAATENbHOI NOACUCTEME B CUCTEME
NEKTPOHHOIT KOMMEPLIAM C YYETOM XapaKTePUCTUK NOTPeOUTENS 1 0CODEHHOCTE! ero NoBEAEHNS NPU BbIGOPE TOBAPOB 1t
yanyr. Moka3aHa BaXHOCTb MCMONb30BaHIA AOMONHUTENbHBIX KOHTEKCTHBIX GUABTPOB A1A MOBbILUEHNS KauecTBa nony-
YeHHbIX peKoMeHAaLmit. Toka3aHo, UTo cylLecTBYyioLLMe TUOPUAHbIE METOAbI KONNAO0paTUBHON GUAbTPALIM YUUTbIBaKOT
OTAENbHO XapaKTePUCTUKI NOTPEOUTENA AN XapaKTEPUCTIKI NPpeAMETHOIA 06MacTy. B T0 e BpeMa B CUTYALMAX «XONOA-
HOTO CTapTa» IS MepCOHANU3aLMN MPOAaX CyLIeCTBYET NPAKTUYeCKan NOTPeOHOCTb B MOCTPOEHMU PeKoMeHAALMii ¢
YUETOM M3MEHEHNil NHTEPecoB MoNb3oBaTeNel Pa3nyHbIX AeMorpaduueckux rpynn. YCoBepLIEHCTBOBAH TUOPUAHDIN
MeToz KonnabopaTuHoii dunbTpauuu. OCHOBHAA WAeA YCOBEPLIEHCTBOBAHHOrO MeTOAA 3aKMIOUaeTcA B AOMONHEHIM
anropuTMa KonnabopaTuBHON GUALTPALMK C HEABHOI 0OPaTHOIA (BA3bIO yUeTOM aTpuOYTOB MOAb30BaTeNs, a TaKkKe
MHAMUKV CMeHbI €70 MHTEPECOB. B KauecTBe MCXOAHBIX AaHHbIX METOA MCMONb3yeT MHHOPMALWIO O MOKYNKax 6e3 peii-
TUHIOB MO/Ib30BaTeNeli U C yKa3aHeM JaTbl MOKYMOK, a TaKKe Aemorpaduueckyto MHGopMaLmio o nonb3oBatene. 31a
UHOOPMALMA MOXET ObITb MonyueHa U3 APYruX NOACUCTEM CUCTEMbI MEKTPOHHON KoMMepLyu. Pe3ynbTatom paboTbl
MeTO/a ABNAETCA YTOUHEHHbII CUCOK PEKOMEHO0BAHHbIX MOKYNOK AA NMONb30BATENS. ITOT CMNCOK COOTBETCTBYET BO3-
PacTHoli rpynne Nonb30BaTeNs I KOHTEKCTHO-3aBUCUMOI NOCEA0BATENbHOCTU M3MEHEHINA €70 UHTEPECOB.

HayuHas HoBWM3Ha. YCOBEPLUEHCTBOBAH METOZ K0NabopaTuBHON GUAbTPALMM C HEABHON 00paTHOI CBA3bIO MyTeMm
yueTa JOMONHUTENbHBIX NPU3HAKOB NMONb30BATENEIA, @ TaKKe U3MEHEHUA UHTEpeca NOTpebuUTeNeli BO BpeMEHMU.

MpaKTuyeckas 3HaUMMOCTb. B NpakTMuecKoM NnaHe MpeAnoXeHHblii METOR NO3BONAET YBENMUUTL PENEBAHTHOCTD
PEKOMEHZALMIA MPY NepCOHANN3aLMN NPOAAX ANS MONb30BaTENA B PEKOMEHAATENbHON NMOACCTEME B CACTEME dMIeK-
TPOHHOI KOMMepLMI. IKCNepUMEHTabHaA NPOBEPKA NOKa3asna NoBbilLEHNe SPHEKTUBHOCTU NONYUEHHbIX peKOMeH/a-
Uit cornacro kputepuio AUC. YcoBepLIEHCTBOBAHHbIiA METO/} MOXET UCNONb30BATbCA TakxKe NPy NPOABIKEHNN PeKnam-
HbIX NPEANOKEHU B COLMANbHBIX CETAX.

Kntoyeevle cnosa: konnabopamueras gunempayus, Hes6Has 00pamHas C83b, pekoMeHOameslbHble NOOCUCMeMbl,
NepPCoHANU3ayUs NPOOax, 31eKMPOHHAS KOMMeEPYUS.
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Abstract. The purpose of the article. The purpose of the article is to develop a technology for the support of manage-
ment decisions in the conditions of uncertainty based on the probabilistic output in the temporal knowledge base. The
technology provides an increase in the effectiveness of organizational management at the tactical and strategic levels of
the organizational hierarchy.

Research methods. Methods of decision-making support, methods of probabilistic inference in the knowledge base.

The main results of the research. The problem of construction of managerial decisions in the conditions of uncertainty is
considered. This problem is related to the discrepancy between the practical need for management decision making using
knowledge bases and the capabilities of existing knowledge-based methods that use only causal relationships. An analysis
of the structure of the process of preparation of management decisions was made. It is shown that the general structure of
the process of making managerial decisions involves a consistent solution to the tasks of preparing and implementing a
solution. When solving the task of preparing a solution, a set of possible managerial decisions is formed. The task of realiza-
tion of the decision involves its choice and implementation. Structuration of temporal dependencies in the structure of the
management solution is performed. The method of generalization of temporal dependences is developed. The technology
of management decision support using the temporal knowledge base is suggested. The developed technology allows you
to build many alternative managerial decisions in the form of controlling impacts or the corresponding sequence of states
of the control object with the estimation of the probability of implementation of each of the alternatives of management
decisions. The resulting set of alternative management solutions is a complex management solution and may be associated
with a certain level of organizational hierarchy. This provides the opportunity to form a comprehensive management solu-
tion both at the level of individual units and at the organizational level as a whole.

Scientific novelty. The method of generalization of temporal dependencies is proposed, which, based on the transfor-
mation of the input temporal rules at the level of separate control actions and taking into account the hierarchy of context
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artifacts, enables to construct rules for a given level of the context hierarchy. The technology of support of managerial deci-
sions as sequences of actions on the basis of probabilistic output in the temporal basis of knowledge is proposed.

Practical significance. Technology provides more effective management decisions in uncertainty due to the choice of
the most probable sequences of control actions by the decision maker.

Keywords: management decision, decision support, temporal dependence, temporal knowledge base.

Problem statement.

The process of making managerial decisions is carried
out in conditions of uncertainty at the strategic and tactical
levels of enterprise management. This process consists of a
consistent solution to the tasks of finding and selecting and
implementing solutions. In solving the first problem, it is
necessary to identify an abnormal situation and formulate a
set of alternative solutions to get out of this situation. This
task is labor-intensive due to the need to build possible
solutions in the absence of complete information on the
state of the object of management. It is decided taking into
account the knowledge of the decision maker. Therefore,
knowledge-based approaches are used to support manage-
rial decisions. According to the above mentioned approach-
es, a logical output in the knowledge base is used to form
the set of alternatives to managerial decisions. The mana-
gerial decision includes an algorithm for executing control
actions that has temporal characteristics, that is, the terms
of execution, the duration of individual actions, and so on.
This testifies to the urgency of developing methods and
technology to support managerial decisions based on the
output in the knowledge base, taking into account the
temporal aspect of management decisions.

Analysis of recent research and publications.

In tactical decision support systems modeling and
knowledge-based approaches are applied at the tactical
level of organizational management. The latter implies the
use of logical derivation in knowledge bases [1]. Tradition-
ally, such knowledge bases contain causal relationships. To
remove these dependencies, communicative methods [2]
are used, which are intended to transform the implicit
knowledge of experts by default [3]. Deleting such
knowledge requires a lot of time and additional checks for
inconsistency. An alternative approach to decision support
is the seizure and use of built-in knowledge [4]. This makes
it possible to continuously replenish the BR in an automat-
ed way [5].
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However, existing approaches to using embedded
knowledge are focused on information retrieval and infor-
mation systems [6] and do not include temporal dependen-
cies. At the same time, such dependencies determine the
sequence of processing the constituents of the control
object - artifacts and, therefore, are important in construct-
ing a managerial decision as a sequence of control actions
[7].

Thus, there is a discrepancy between the need to for-
mulate managerial decisions using knowledge bases and
the capabilities of existing knowledge-based methods that
use only causal relationships.

The aim of the study.

The purpose of the article is to develop a technology to
support management decisions under uncertainty on the
basis of probabilistic output in the temporal knowledge
base for improving the effectiveness of organizational
management at the tactical and strategic levels of the
organizational hierarchy.

To achieve the goal, the following tasks are solved:

- analysis of the structure of the process of preparing
management decisions;

- structuring of temporal dependencies in the structure
of management decision;

- development of the method of generalization of tem-
poral dependencies;

- formation of information technology supporting
management decisions using developed methods and
models.

Presentation of research material.

The proposed technology integrates a number of mod-
els and methods developed by the author [8-11]. It is based
on a generalization of the process of making managerial
decisions.

The general structure of the decision-making process
involves the consistent solution of the tasks of preparing
and implementing the decision (Fig. 1).
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Fig. 1 - Generalized decision-making process

When solving the problem of preparing a solution, a
set of possible managerial decisions is formed. Prepara-
tion of solutions consists of identifying a problem situa-
tion. Initially, the collection of data on the status of the
organizational system. The result is context-sensitive
data patterns that allow you to identify a problem situa-
tion. Then a set of alternative managerial decisions is
being made. At this stage, the criteria for evaluating
these decisions, the set of alternative solutions in the
form of ordered sets of actions, as well as the estimation
of each of these decisions by the determined criterion,
are formed.

The task of implementing the solution involves the
choice and implementation of the solution. The choice of
rational or limited-rational decision is performed by the
ODA according to the defined evaluation criterion and the
existing restrictions.

The implementation of the solution consists in its im-
plementation (coordination and implementation), the

evaluation of the results, as well as the analysis of the cause
of the problem situation.

To solve the problems are:

-Data characterizing the state of the organizational
system;

- Formalized explicit knowledge about objects and
processes of management, for example, their models;

- Informal knowledge about context-dependent pat-
terns of functioning of the object of management; such
knowledge reflects the experience of staff and depends on
the level of the hierarchy in the organizational structure of
the enterprise.

The analysis of the process of making managerial de-
cisions makes it possible to make such conclusions. First,
for the decision maker to make effective decisions, it is
necessary to have a set of pre-prepared and evaluated
criteria for management decisions. Secondly, the prepa-
ration of a spectrum of all possible managerial decisions
for the problem situation, as well as the identification of
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data patterns and this situation is carried out under and implementing managerial decisions at tactical and
uncertainty and therefore requires considerable re- strategic levels of management. This indicates the im-
sources. portance of using knowledge-oriented decision support
Thus, recognizing the problem situation and forming  with the ability to quickly replenish the knowledge base
a set of possible management decisions in this situation  with the personal knowledge of the performers.
is a "bottleneck" of the considered process, which de- The structure of a management decision in the form of
termines the relevance of their automated support. In  a context-dependent sequence of control actions, between
this case, it is necessary to take into account the uncer-  which there are temporal and contextual dependencies, is
tainty not only about the values of the parameters of the ~ shownin Fig. 2.
organizational system as an object of management, but The managerial decision LI, includes a sequence of
also on the management process. The second compo-
nent of uncertainty relates to the use of ODA and per-
formers of informal personal knowledge when selecting

control actions that corresponds to the transitions between
the states of the control object.

— 0 i FAV SR N N | I.J J
1_[,— = <ui’1)“')ui,j+11'“1uaim> ‘U - 1:;’j+1,11?j+1 - <Sj’sj+1 >’ (1)

Each permissible conversion can be used in one or more
alternative management options. Then, if we know a few

variantsIL;, then we can form weighted temporal de-

i g .
where %;;,; - management action ¢ - managerial de-
csion; ;7. - f- state of the object of management, in

. : . i
the implementation ; - management decision; 7. -

N _ pendences R, ={r7.,} for each managerial decision.
transition between the states of the control object.

Subsequently, these dependencies can be used to build
On the set of states S={S,—} a subset of allowable .\, managerial decisions LI

transitions between states is given [T = {W;n} CSxS8,
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Fig. 2 - Temporal dependencies in the structure of management decision
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That is, the general approach to maintaining manageri-  use these rules to construct new alternate sequences of
al decisions based on temporal dependencies is to formu-  control actions. The result of support is a comprehensive

i . . L .
late rules 1;'}; for known decision variants, and to further ~ Management solution in the form of:

-/\/lu :(S:{SO'{Sj}’Saim}'H:{Hi}’R’L)’ (2)

where R={R} — set of temporal rules; | -evalua- The input method of the method is the set of arti-

. 0
tion of temporal rules that determines their weights for ~ facts (elementary objects) Af " that correspond to the
given transitions between states § . current level of the hierarchy of the context of executing
Fach state is characterized by a set of attributes ~actions on the control object.

k k This level of hierarchy can be set, for example,
S. =4Ja; i . i
! { ‘} for which values ¢; are given. Each of the through one of the levels of organizational manage-

attributes specifies the properties of elementary objects  mant. This level defines the appropriate set of artifacts.
that are part of the control object. According to IBM termi- So, the definition of a specific unit causes a set of arti-

nology, such objects are called artifacts. facts belonging to this unit: documents, equipment,
Temporal rules, as shown in Fig. 2, specify the relation- peformers, etc.
ship between the states of the object of management in The method includes the following steps:

general, or for a subset of properties of these states.
In [11], the temporal type rules X (NeXt) for the se-
quence of control actions, F (Future) for actions between

which there are other actions, as well as context-sensitive , )
rules of the type U (Until), are proposed and used. At this stage, the artifacts that belong only to the

The proposed technology uses the above-mentioned subset Af° specified in the input data are selected. For
management decision structure, the temporal rules, proba- ~ €xample, if an employee performs work in several divi-
bilistic derivation methods [9, 10] and is based on the sions of an enterprise, then only the artifacts with which
method of maintaining management decisions under con-  he works in the unit Af ® will be selected.

Stage 1. Selection of a subset of artifacts Af ™ that
determines the states of an object of management at a
given level of the context hierarchy Af °.

ditions of uncertainty based on temporal knowledge. This stage is performed in the case when the list of
The method of support of managerial decisions takes artifacts in the input data is not explicitly defined.
into account the level of organizational hierarchy based on Stage 2. Selection of a subset of states §* of the

the use of the results of the method of generalization of
temporal dependencies.

The method of generalizing temporal dependencies allows
you to construct rules for a given level of the context hierarchy.

control object for a subset Af . The condition for selec-
tion of states S™ is as follows:

* * . k * ool ak gl o *
S ={so,{sj},saim :val es]Ja) =a‘,a, caf,,af, c Af } 3)
where @' — attribute of the artifact af . The purpose of this stage is to combine rules from the
Step 3. Formation of the rules of the type X (NeXt Ic(;]\:\i: :Z\\,,Z:S of the hierarchy into one rule at a given hierar-

for the specified level of the context hierarchy.
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Step 3.1. Converts the rules of type F (Future) to
rules of type X' in the case if the initial and final states
are set at the level Af°.

Step 3.2. The combination of sequential rules X into
one rule X is performed for the case if the intermediate

states do not correspond to the level Af°.
Stage 4. Formation of the F (Future) rules for the

specified level of the context hierarchy.
This step is performed similarly to step 3.2 and differs
only with the type of rules.

Step 5. Formation of rules of type U (Until) for the

specified level of the context hierarchy.

At this stage, rules are set with contextual conditions
only for a given level of the context hierarchy.

Stage 6. Calculate the weight of the received rules.

The method of supporting managerial decisions in-
cludes the stages of analysis of the current situation and the
formation of a comprehensive management solution.

At the stage of the situation analysis, the selection of

the sequence of states that led to the current state S;, the

formation or selection of temporal dependences for this
sequence of states, the comparison of the weight of the
received dependences with the total weight of the tem-
poral rules corresponding to the alternative management
decision, that is, the alternative sequence of control actions,
is performed. By comparison, the presence or absence of an
atypical (abnormal) situation is detected. It is believed that
the situation is abnormal in the case of a significant devia-
tion of the weight of the temporal rules. Since the weight
of the temporal rules is determined depending on the
likelihood of their use, this stage allows you to distinguish
between unlikely situations. Such situations are considered
as abnormal at the next stage.

At the stage of forming a complex managerial decision
on the temporal knowledge base, the rules are selected
taking into account the specified level of the context hierar-
chy. Using these rules creates a set of alternative sequences
of actions, which is part of a comprehensive management
solution. Each sequence is evaluated based on the weight
of the temporal rules that it describes.

In the case that the current situation is abnormal, the

temporal dependences for the state S; are formed at sub-
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sequent stages. After an optional semantic verification, the
resulting dependencies are added to the database.

The technology of support for managerial decisions
based on the probabilistic inference in the temporal
knowledge base as inputs uses information about the cur-
rent state of the control object. The technology includes the
following steps.

Stage 1. Analysis of the current state of the control ob-
ject, taking into account the temporal dependencies.

At this stage the verification of the typical or non-
typical of the current state is performed using the method
[8]. The main idea of the test is to compare the weight of
the temporal rules for the current and alternative state
sequences. The current sequence of control actions has led
to the current state of the control object. Alternative se-
quences reflect the possible successful implementation of
managerial decisions.

In the case of a typical current state of implementation
of other stages of technology is unnecessary. Stage 1 will be
cycled every time a new state occurs.

If the current state is non-standard, then a new man-
agement solution needs to be implemented.

Stage 2. Verification of the organizational hierarchy
level.

At this stage, the choice of probabilistic method is per-

formed. In the event that the condition Af = Af° is

fulfilled, you must go to step 3. Otherwise, the transition to
step 4 is performed.

Note that the implementation of the above condition
indicates the choice of a detailed solution that reflects all
operations on the processing of artifacts at the level of
individual performers.

If the condition is not fulfilled, then the solution is
formed at a given level of the organizational hierarchy.

Stage 3. Formation of a detailed integrated manage-
ment solution using the method [9].

After completing this stage, you will be transitioning to
step 6.

Stage 4. Specification of temporal rules for a given level
of the hierarchy.

This stage is preparatory to the formation of a compre-
hensive management solution and involves a generaliza-
tion of temporal dependencies for a given level of the hier-
archy considered by the above method.
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Stage 5. Formation of a comprehensive management
solution for a given level of the hierarchy by the method
[10].

Stage 6. Semantic verification and selection of man-
agement decisions.

At this stage, from an ordered subset of decisions that
were formed as a result of probabilistic output, decisions
whose semantics does not correspond to the subject do-
main are excluded.

Conclusions.

The proposed method of generalization of temporal
dependencies implements the transformation of input
temporal rules at the level of separate control actions into
rules for a given level of the context hierarchy, taking into
account the hierarchy of context artifacts, which makes it
possible to construct a hierarchy of managerial decisions
according to the organizational structure of the control
object.
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PO3POBKA IHOOPMALIINHOI TEXHOJOTI MIATPUMKU YNPABJIIHCbKUX PILLEHD
HA OCHOBI IMOBIPHICHOIO BUBOAY B TEMIMOPAJIbHI/ BA31 3HAHb

AHoTauia. Meta cratTi. MeToto TaTTi € po3pobKa TexHONorii NATPUMKIA YNpaBAiHCLKUX PilleHb B YMOBaX HEBU3HA-
YeHOCTi Ha OCHOBI AIMOBIPHICHOrO BMBOAY B TeMMopanbHiii 6a3i 3HaHb ANA NiABULLEHHA e(EKTUBHOCTI OpraHi3auiiiHoro
yNPaBNiHHA HA TAKTUYHOMY Ta CTPATEriyHOMY PiBHAX OpraHisaviiHol iepapxil.

MeToan gocnigxenHA. Metoau niaTPUMKN NPUIAHATTA pilLeHb, METOAN IMOBIPHICHOT0 BUBeieHHA B 6a3i 3HaHb.

OcHOBHI pe3ynbTaTin AocniakeHHA. Po3rnanyTo npobnemy nobynoBw ynpaBRiHCbKUX pilleHb B YMOBaX HEBU3HAYEHO-
cTi. L|a npobnema noB’A3aHa i3 HeBiANOBIAHICTIO MiXK NpaKTUUHOK NOTPe60 GOPMYBAHHA YNPaBAIHCLKMX pilleHb 3 BUl-
KOPUCTAHHAM 0a3 3HaHb Ta MOXNUBOCTAMM iCHYIOUMX 3HAHHA-OPIEHTOBAHUX METOZIB, L0 BUKOPUCTOBYIOTH fULLe npu-
YMHHO-HACNIKOBI 3aNeXHOCTi. BUKOHAaHO aHani3 CTpyKTypu npoLecy NiaroToBKI YNpaBRiHCbKNX pileHb. lokasawo, Wwo
y3araibHeHa CTpyKTypa npoLecy NpUIiHATTA YyNpaBRiHCbKNX pilleHb Nepeabayae NocifoBHe BUPILIEHHA 3aau MiAroToB-
K Ta peanizauii pileHHs. Mpu BUpiLLeHHi 3aJayi NiATOTOBKIA PilleHHA BUKOHYETbCA GOPMYBAHHA MHOXUHI MOXKINBUX
yNpaBRiHCbKNX pilleHb. 3afava peani3avii pileHHsa nepefidayae ioro BMbIp Ta iMnnemeHTaLito. BUKOHaHO CTpyKTypu3a-
Liilo TeMNOPaNbHIX 3aNeXHOCTeN y CTPYKTYPi ypaBAiHCbKOro piueHHA. Po3pobneHo MeTop y3aranbHeHHA TeMnopanbHuX
3aNexHoCcTel. 3aNpoONOHOBAHO TEXHOMONiK MIATPUMKM YNPaBIHCbKUX pilleHb 3 BUKOPUCTAHHAM TeMMOpanbHOi 6a3u
3HaHb. Po3po6neHa TexHoMOriA A€ MOXNMBICTb NOOYAYBATI MHOXWHY aNbTePHATUBHIX YNPABAIHCbKNX PilLeHb Y BUTNA-
Ai nocnigoBHoOCTeN ynpaBnaynx Aiil abo BiANoBIAHUX NOCTIAOBHOCTEN CTaHIB 06'€KTY yNpaBiHHA 3 OLIHKOI0 HMOBIPHOCTI
peani3avii KOXHOro i3 anbTepHATUBHIX BapiaHTIB YNpaBAIHCbKNX pilieHb. 0TpUMaHa MHOXMHA aNbTepHATUBHUX BapiaH-
TiB YNPaBNiHCbKMX pilleHb CKNafa€e KOMNAeKCHe yNpaBiHCbKe pilleHHA Ta Moxe OyTi 3B'A3aHa i3 BU3HAUEHUM piBHEM
OpraHi3auiiiHoi iepapxii. Lie ;ae MOXANBICTL copMyBaTH KOMMNEKCHE YNPaBRiHCbKe PilLeHHA AK HA PiBHi OKpeMuX Mig-
pO3ZiNiB, TaK i Ha piBHi OpraHisadii B Linomy.

HaykoBa HOBM3Ha. 3anponoHOBaHO METOZ y3araNbHeHHA TeMNopanbHIUX 3aNeXHOCTel, AKUI Ha 0CHOBI NepeTBOPeH-
HA BXiJHMX TeMMOpaNbHUX NPaBN Ha PiBHI OKPeMIX YNpaBAAKYNX Aili Ta 3 ypaxyBaHHAM iepapXii apTedakTiB KOHTEKCTY
[1a€ MOXNUBICTb NOOYAyBaTI NPaBIUNa ANA 33AaHOTO PIBHA KOHTEKCTHOI iEpapXii. 3anponoHOBaHO TEXHONOTi0 NIATPUMKM
yNpaBRiHCbKNX piLLieHb AK MOCTIROBHOCTEN Aiil HA 0CHOBI IMOBIPHICHOTO BUBOAY B TeMMOpabHiil 0a3i 3HaHb.

[pakTnuHa 3Haunmictb. Po3pobneHa TexHonoris 3abe3neuye Oinbl edekTUBHE NPUAHATTA YNPaBAIHCLKNX pilLeHb B
YMOBaX HeBIU3HAUeHOCTi 33 paxyHOK BIOOPY HailbinbL iIMOBIPHUX NOCNIA0BHOCTE YyNpaBAAYNX Aiil 006010, L0 NpUIiMaE
piLLieHHs.

Kntoyoei cnosa: ynpasnincoke piteHHs, niompumka nputiHAMMA piieHs, MemMnopanbHa 3anexHicms, memnopansHa
6a3a 3HaHe.
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PASPABOTKA MHOOPMALIMOHHON TEXHONOT U NOAAEPKKU
YMPABJIEHYECKNX PELUEHUA HA OCHOBE BEPOAATHOCTHOI O BbIBOJA
B TEMIMOPAJIbHOW BA3E 3HAHUN

AnHotaums. Lenb cratbn. Lenblo cratbn ABNAeTCA pa3paboTka TeXHONOMM NOAAEPXKKI YNPABAEHYECKIX peLleHuli B
YCNOBUAX HeonpeJeneHHOCT! Ha 0CHOBE BEPOATHOCTHOrO BbIBOAA B TemMnopanbHoli 0a3e 3HaHWil. TexHonorna obecneuu-
BaeT NoBbILLeHNA 3OYEKTUBHOCTM OPraHU3aLMOHHOTO YIPABEHNA HA TAKTUYECKOM I CTPaTernyeckomM ypoBHAX OpraHu-
3aLIOHHOI nepapxum.

MeTozbl nccneposanna. Metoabl noAAEPXKKM NPUHATUA PeLLeHuil, MeToAibl BEPOATHOCTHOO BbIBOJA B 0a3e 3HaHMIA.

OcHOBHble pe3ynbTaThbl MCUIef0BaHMA. PaccMoTpeHa npobnema nocTpoeHna ynpaBneHyeckinx peLleHnii B yCnoBusAX
HeonpegeneHHocTy. [laHHaA npobnema (BA3aHa C HECOOTBETCTBMEM MeXJy NPaKTUYecKoil NoTpebHOCTbI0 GOpMIMpOBa-
HUA YNpaBneHYeckuX PpeweHnii C WCNoNb30BaHWeM 0a3 3HaHWA 1 BO3MOMKHOCTAMM CyLLECTBYIOLUMX 3HaHMe-
OPVEHTUPOBAHHbIX METOZ10B, UCMOMb3YHOLLKMX TONbKO NPUYMHHO-CIEACTBEHHbIE 3aBUCMMOCTI. BbINONHeH aHanu3 CTpyK-
Typbl MpoLecca NOAFOTOBKM ynpaBneHueckux peluenuit. MokasaHo, uto 0600LieHHas CTPYKTypa npouecca NpUHATUA
ynpaBneHyeckux peLueHnii npeanonaraeT nocieoBaTeNbHOe peLleHme 3aay NOATOTOBKY U peanu3auum pelenns. lpu
peLLeHnn 3aJ1a4n NOAr0TOBKI PeLLeHNa BbIMONHAETCA GOPMUPOBaHIE MHOXECTBA BO3MOXHBIX yNpaBNeHueCKuX peLue-
HWiA. 3a4aua peanu3aLnm peleHna npesycMaTpuBaet ero BbIbop 1 UMnaemeHTaumio. BbinonHeHa CTpyKTypusauns Tem-
MopasbHbIX 3aBUCUMOCTEN B COCTaBe ynpaBneHueckoro pelenua. Paspabota metod 0606LeHna TeMnopanbHbIX 3aBU-
cumocreit. lpesnoxeHa TexHonornA NOAJEPXKN ynpaBfeHueckux peLleHinii ¢ NConb30BaHneM TeMnopanbHoil 0a3bl
3HaHuil. Pa3paboTaHHas TexHONornA no3BOAAET NOCTPOUTb MHOMXECTBO aNbTePHATUBHBIX yNPaBNEHYeCKUX peLeHnii B
Bide Nocef0BaTeNbHOCTEl YNPaBAAIOLMX BO3AEICTBINA UM COOTBETCTBYIOLMX NOCIEA0BATENbHOCTEN COCTOAHMIA 00b-
eKTa ynpaBeHna C OLeHKOI BEPOATHOCTI peanu3aLini Kaxaoro 13 anbTepHaTUBHbIX BapUaHTOB YNpaBReHYeckux peLue-
Huit. [TonyyeHHOe MHOXECTBO aNnbTepHaTUBHbIX BapUaHTOB ynpaBNeHuecknX peLleHnii CoCTaBnAeT KOMNeKCHoe ynpas-
NeHYeCKoe peLLenme i MOXeT ObiTb (BA3aHO C ONpefieNIeHHbIM YDOBHEM 0praHu3aLMOHHON nepapxvi. 3T0 JaeT BO3MOX-
HOCTb COOPMMPOBATL KOMMNEKCHOE ynpaBfieHyeckoe pelleHne Kak Ha ypoBHe OTAeNbHbIX MOApasfeneHuil, Tak U Ha
YPOBHE OpraHu3aLym B LENOM.

HayuHas HoBu3Ha. lTpeanoxeH metoq 0606LeHna TeMnopanbHbIX 3aBUCUMOCTEN, KOTOPbIA Ha 0CHOBE Npeobpa3oBa-
HUA BXOZHbIX TEMMOPAbHbIX MPaBUN HA YPOBHE OTAEMbHbIX YNPaBAAILLNX AACTBUIA 11 C YYETOM Hepapxum apTepakToB
KOHTEKCTa JaeT BO3MOXHOCTb MOCTPOUTH NPaBina AnA 3aaHHOM0 YPOBHA KOHTEKCTHOI nepapxiu. lpeanoxeHa TexHo-
NornA NOAREPXKKIN YIPABNEHYECKUX PELLeHII KaK NoU1ef0BaTeNbHOCTe AeACTBUI Ha OCHOBE BEPOATHOCTHOIO BbIBOAA B
TeMNOpaNbHblil 6a3e 3HaHMWi.

MpakTnyeckas 3HaunmocTb. TexHonorna obecneunBaet bonee IQdpeKTUBHOE NPUHATUE yNpaBNEHUECKNX peLLeHuil B
YCNOBUAX HeonpefeneHHoCT! 3a cyeT Bblibopa Hanbonee BePOATHLIX MOCTUAOBHOCTE YNPABAALNX AeACTBUI NULOM,
MPUHUMAIOLLUM peLLeHNs.

Knioyesbie cnosa: ynpasnenyeckoe pewierue, noddepxka NPUHAMUS peuwieHul, MeMnopanbHas 3agucumocms, mem-
NnopanbHas 6a3a 3HaHUU.
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Abstract. The main purpose of the higher education system is the professional training of highly qualified specialists in
accordance with the social order. Therefore, it is the professional activity of specialists that sets and defines the goals of
studying all academic disciplines, and hence the content, structure and forms of the corresponding educational activities of
students preparing for future professional work. In this context, of great importance is the formation of a variable part of
the curriculum specialty. The variable part provides an opportunity to expand and (or) deepen the knowledge and skills
determined by the content of the basic disciplines, allows the student to gain in-depth knowledge and skills for successful
professional activity and (or) to continue professional education in the master's degree. The disciplines of the variable part
of the curriculum of the specialty must meet a number of indicators: the importance of the discipline in the system of train-
ing of specialists in this profile; the content of the discipline material (scientific level, depth of presentation); methodical
level of presentation (logic of material placement, clarity of presentation) and others.
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Since Universities and experts of this profile of professional activity are scattered throughout Ukraine and it is not al-
ways possible to collect them in one place, proposed to use the Internet survey system to collect the necessary expert as-
sessments with their subsequent processing.

The article proposes an approach to the formation of the content of academic disciplines of the University using a sys-
tematic approach that reflects the main didactic indicators of the educational process. The proposed approach to the for-
mation and optimization of the variable part of the curriculum of the specialty is universal to solve such problems in various
fields of human activity. There are no restrictions on the number of experts, indicators of the quality of the studied objects.
The main problem is the multi-criteria nature. When a small number of criteria, this problem solved on the paired domi-
nance of the criteria as shown in this article. With a large number of criteria proposed to use a linear convolution. At the
same time, the use of the Internet survey system allows you to connect a wide range of experts to increase the confidence
probability of the optimality of the results.

Keywords: optimization, training plan, Internet survey, expert estimations, linear convolution, the Pareto set.

Problem statement. The education system in Ukraine  demic disciplines of the University from a single system
has entered a period of fundamental changes, character-  positions, reflecting the main didactic indicators of the
ized by a new understanding of the goals and values of  educational process. In this sense, it is necessary to create
education, awareness of the need to move to the wide-  universal targets for different subjects, forms of presenta-
spread use of computer technology for the formation of the  tion of theoretical material and models of its assimilation, a
material of academic disciplines of the University. system of criteria for objective control and evaluation of

According to the national program "Education Ukraine of ~ knowledge of the student. This paper proposes one of the
XXI century" the main goal of the higher education systemis  solutions to this problem.
the professional training of highly qualified specialists in In addition, it is important to optimize the curriculum of
accordance with the social order. Therefore, it is the profes-  the specialty. This gives the opportunity to expand and (or)
sional activity of specialists that sets and defines the goals of ~ deepen the knowledge, skills and abilities determined by the
studying all academic disciplines, and hence the content,  content of the basic disciplines, allows the student to gain in-
structure and forms of the corresponding educational activi-  depth knowledge and skills for successful professional activi-
ties of students preparing for future professional work. That  ty and (or) to continue professional education in the master's
is why research aimed at the study of professional activity ~ degree. The disciplines of the curriculum of the specialty
and the development of a "portrait" of a specialist of a par- ~ must meet a number of indicators, such as: the importance of
ticular profile are now of particular importance. The practical ~ discipline in the system of training of specialists in this pro-
result of such studies was the creation of qualification charac- ~ file; content of the discipline material (scientific level, depth
teristics of specialists with higher education. The characteris-  of presentation); methodical level of presentation (logic of
tics describe the main activities of the specialist, his function-  material placement, clarity of presentation) and others.
al responsibilities, the requirements for his training. Prepara- The most preferable method for the formation and op-
tion of qualification characteristics is an important step in  timization of such a plan is the method of expert assess-
solving the problem of formulating the goals of training and ~ ments [5]. In this case, the optimal qualitative composition
determining the content of his professional activity of disciplines curriculum will be the result of collective work

In this context, of great importance is the problem of  of experts in the field of future activities of students of this
formation informative content of academic disciplines in  specialty, and specialists of higher education with high
the field of selected specialties. Currently, there are many ~ competence in relation to the selected indicators of quality
works devoted to the study of this problem, in particular [1-  of academic disciplines
3]. However, due to the specifics of the subjects studied, Since Universities and experts of this profile of profes-
most of them are highly specialized. Nevertheless, it is  sional activity is scattered throughout Ukraine and it is not
possible to approach the formation of the content of aca-  always possible to collect them in one place, it is proposed
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to use the Internet survey system to collect the necessary
expert assessments with their subsequent processing by
the method proposed below.

Form of presentation and model of learning. There
are four forms of presentation of educational material corre-
sponding to different levels of abstraction in the description:

—  Phenomenological (descriptive) level;

Analytical and logical level;
Mathematical level;
Axiomatic level.

The form of presentation of educational material de-
pends on the specific subject area. However, for any of the
above forms, a universal model for the development of
educational material is proposed. This model of educational
material shows the sequence of the study of all topics and
the logical links between them [4].

At the initial stage of designing the training course, the
training material planned for study divided into separate
training elements.

In the model included the relationship matrix of the se-
quence and logical relationships of the educational ele-
ments, the sequence of learning topics, count logical links
of training elements.

The construction of the model carried out in four stages:

—  Formation of the matrix of priority relations of
educational elements;

—  Building a sequence of learning elements of edu-
cational content

—  Formation of the matrix of logical connections of
educational elements;

—  Construction of a graph of logical connections of
educational elements.

The size of the square matrix of relations of sequence
and logical relations of elements equals to the number of
training elements. First, empty matrices are constructed,
and their rows and columns numbered according to the
number of training elements (see Fig. 1 and Fig. 2). Then
the matrix cells filled with zeros and ones row by row.

1 2 3 4 5 6 7 8 9 10 z
1 1 1 1 1 1 1 1 1 1 1 10
2 0 1 0 0 1 1 1 1 1 1 7
3 0 1 1 0 1 1 1 1 1 1 8
4 0 1 1 1 1 1 1 1 1 1 9
5 0 0 0 0 1 0 1 1 1 1 5
6 0 0 0 0 1 1 1 1 1 1 6
7 0 0 0 0 0 0 1 0 0 0 1
8 0 0 0 0 0 0 1 1 0 0 2
9 0 0 0 0 0 0 1 1 1 0 3
10 0 0 0 0 0 0 0 1 1 1 3
Fig. 1. Relationship matrix of the sequence of training elements
1 2 3 4 5 6 7 8 9 10
1 0 1 1 1 0 0 0 0 0 0
2 0 0 0 0 1 1 0 0 0 0
3 0 1 0 0 1 1 0 0 0 0
4 0 1 1 0 0 1 0 0 1 0
5 0 0 0 0 0 0 0 0 0 0
6 0 0 0 0 1 0 1 1 1 1
7 0 0 0 0 0 0 0 0 0 0
8 0 0 0 0 0 0 1 0 0 0
9 0 0 0 0 0 0 1 0 0 0
10 0 0 0 0 0 0 1 0 0 0

Fig. 2. Matrix of logical connections of educational elements
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Fig. 3. Sequence of learning elements

When filling in the cells of the matrix, the sequence
relationships analyze the sequence relationship between
the two training elements. The unit put in the cell if the
training element specified in the row number studied
after the training element specified in the column num-
ber. The opposite relation of precedence denoted by zero.
All cells of the main diagonal of the matrix of sequence
relations filled with units. Matrix cells that are symmetric
about the main diagonal must have opposite values.
Therefore, the analysis of the pair sequence relations
carried out only for the lower left or for the upper right
triangle of the matrix, filling its remaining part on the
anti-symmetry property. When filling in the matrix of
logical connections we must put the unit in a cell, if the
educational topic specified in the row number logically

linked with the educational topic in column number.
Drawing up a matrix of logical relations is convenient to
conduct on the basis of the matrix of priority relations by
excluding units from those cells for which there are no
logical, reference links between the elements (Fig.1,
Fig.2). The process of filling in the matrices is advisable to
conduct, having before the eyes of the texts with educa-
tional material for all educational elements. The analysis
of the content of the educational material allows reveal
more objectively the pair relations of priority and logical
connections between educational elements.

Not only objective but also subjective factors of the ex-
perts have an impact on the form of matrices of priority
relations and logical connections, and, consequently, on the
form of presentation of educational material.

Fig. 4. Graph of logical connections

The sequence of studying the elements in the training
procedure is determined in the process of processing the
matrix of priority relations, summing up the coefficients of
each row of the matrix. The totals recorded in the column
to the right of the matrix (Fig.1). The values of the sums
indicate the sequence numbers of the corresponding train-
ing elements in the list of the sequence of study of the

training material (Fig.1, in Fig.3). Logical connections of
educational elements displayed for clarity in the form of a
directed graph (Fig. 4). A graph builds on the matrix of
logical connections of educational elements.

The edges of the graph logical connections indicate the
reference links between the educational elements. For ex-
ample, the link between of a training element 2 and training
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elements 5 and 6 (Fig.4), shows that in order to master the
content of the training material from the training element 2,
it is necessary to first study the material of the training ele-
ments 5 and 6. The model of development of the educational
material determines the sequence of its presentation in the
learning system, variants of the trajectories of its study,
logical connections in the construction of hypertext. The
complete graph of logical connections constructed similarly
to the complete matrix of logical connections.

Optimization of curricula of specialties. Let there
be N academic disciplines offered for inclusion in the curric-
ulum of the specialty, M - the number of experts inter-

viewed via the Internet, a specific discipline (training
course) will be designated through ki (i =1,_N).

We must select L disciplines (L < N ) that meet the
selected quality indicators J, (L < N ).

By the Internet survey system enters the experts ‘as-
sessments in the table of academic disciplines' grade
grades (table. 1).

Here ri:'( - rank (assessment) of the i-th discipline (i=1,
. .N) of j-th expert (=1,...,M) by k-th quality indicator
(k=1,...Q). The rank is a natural number in the accepted
score scale.

Table 1
Assessments of experts
Quality indicator J, Jo
iscipline k, Ky k, k, Ky
Expert
I 1 Q Q Q
11
91 r-1N r11 r12 r-1N
rn 1 Q Q Q
21
92 r2N r21 r22 r2N
I 1 Q Q Q
M1
3M rMN er r-M 2 rMN
1 1 Q Q Q
The sum of the Z Z Z . Z Z
ranks ' § ' ? "
=1
Average rank [ T° T° I

The sum of ranks and the average rank are determined according to the formulas:

Kk

1
Kk _
r =

M

2:;.@; (1)

k
2 Q)
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Without losing the generality of the result, let us as-
sume that we have 7 academic disciplines, which as a result
of ranking the experts ' assessments on the indicators of the

Jiks >k >k, >k >k, >k >k,

J, ik > K, >k >k, >k, >k >k,

The meaning of inequalities (3) and (4) lies in the pair
preferences of one discipline in relation to another within
the chosen quality indicator.

It known that the correctness of the expert estimates
obtained during the processing depends on the consistency

k

content of the material (J;) and the methodological level of
presentation (J,) formed the following system of inequali-
ties relative to the average rank of the discipline:

3)

(4)

of the expert group. To assess the consistency of the ex-
perts, we calculate the variance coefficient of concordance
for the selected quality indicators [6]:

where

k
o _the average rank score on the k-th indicator

k

T the index of related ranks in the ranking of the j-th expert, which is defined as:

_ 125"
MZ(Ns_N)_MZ';ilTJ'k ) ¥
s =205 %) (©)
i=1  j=1 .
1 —k
=2 7
H;

T =zl(hg ~h,)) (8)

p= .

where: H; - number of groups of equal ranks of the j-

th expert; hp - the number of equal ranks in the p-th group
of related ranks when ranked by the j-th expert.

If W* > 0.7 the expert group considered to be work-
ing in a coordinated manner. Otherwise, the group of ex-
perts must restructure.

In addition, it is useful to distinguish between experts
by the degree of competence and the importance of their
views, i.e. it is necessary to rank the experts themselves.

50

When ranking, each of them is assigned a rank of signifi-
cance from 1 (the most influential expert) to M (the least
influential expert). The opinion of each expert is taken in

the calculations with a coefficient proportional to1/M;,
where M; - the rank of the j-th expert (j =1, M ).
To assess the relationship of ranked disciplines of train-

ing courses, we calculate the Spearman rank correlation
coefficient [7]:
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p=1

If the value is close to one, it characterizes the linear av-
erage relationship between the rankings on the indicators
under consideration.

For the two indicators considered in our case, this suggests
that the disciplines that have received a high assessment of the
content, are highly rated on the methodological level.

Then we perform the ordering of subjects on two
quality indicators, the highlighting from the inequali-

1

T N°—N

6S

ties (3) and (4) consistently dominating subset of (Pa-
reto set). For clarity, we give a graphical interpretation
of this approach. For ratios (3) and (4) in Fig.5 aca-
demic disciplines are presented according to table. 1.
with a central point, the coordinates of which are de-
termined by the place of the discipline among the
disciplines under consideration, according to its aver-
age rank.
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Fig. 5. Graphic interpretation of rank correlation of academic disciplines

Assume that the quality indicators Jyand J; are equal,

J=J,+J,

i.e. the total quality indicator is defined as:

(10)

In this case, the vector of change J in the quality index passes at an angle 45° (Fig. 5). Then, as can be seen from fig.
5, the Pareto set for the whole set of disciplines includes only one discipline K . Excluding discipline from consideration,
we again highlight the set of Pareto, which includes two discipline each of these is more effective than any other in both
respects, but they are incomparable, because for J; K, > K, ,butfor J, Kk, >K;.

Continuing this procedure, we get the following chain of

K > (kky) > (k) >k, > K,

preferences of academic disciplines:
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Hence, if, for example, we need to choose 5 out of 7 ac-

ademic disciplines, the disciplines Ks and K, excluded
from consideration. If you need to select 4 courses, in addi-

tion k5 and k4 , we must exclude one of the k3 or k7
that can be done by the introduction of an additional indi-
cator. It should note that with this approach, with a large
number of indicators and disciplines, the task of forming
the optimal variable part of the curriculum of the specialty
is significantly complicated, which is associated with the
analysis of the hyperspace of quality criteria.

In the case of a multi-purpose problem, it is neces-
sary to find a solution that belongs to the intersection
of sets of optimal solutions to all one-objective prob-
lems. However, this intersection is usually an empty
set, so we should consider the so-called negotiating set
of effective solutions (Pareto optimality). The optimali-
ty criterion of the Italian economist V. Pareto used in
solving such problems, when optimization means im-
provement of some indicators, that others do not get
worse.

Q

‘]i =Zﬂ’|kEik

k=1

where A —weight coefficients of importance of the k-th
criterion in the evaluation of the i-th discipline, which from
table 1 are defined as

ﬂ’lk = Nk:1Q
Q2
i=1 k=1
with
Q
> A =14
k=1

Taking into account the integer ranking of criteria,
which leads to a large range of estimates spread, it is
proposed to use a convolution of the relative values of
the criteria of i-th disciplines relative to their maxi-
mum and minimum values for a more accurate assess-

We can distinguish the following main methods for
solving multi-criteria optimization problems:

1) Optimization by one criterion, which recognized as
the most important, while other criteria play the role of
additional restrictions;

2) Convolution of many criteria to one by introducing
expert weights for each criterion in such a way that the
more important criterion gains higher weight;

3) Ordering of a given set of criteria and sequential op-
timization for each of them (this approach is the basis of
the method of successive concessions) [8].

The most common of these methods is the second
method, which uses a linear convolution of criteria at each
level of the hierarchy. In our case, we can distinguish two
levels of hierarchy. At the lower level is formed on the basis
of table 1 criterion of assessment by experts of the i-th
discipline on the k-th criterion. Let's denote it as Ey. Table 1

shows, what Ej= Tik . Then the criterion of the upper level
for the evaluation of the i-th discipline on the set of criteria
of the lower level will have the form:

(12)
(13)
i)
(14)

ment [7,9]. The convolution method consists in solving
the problem of minimization of a linear combination
with non-negative weighting coefficients denoting the
importance of the k-th criterion and satisfying the
condition (13):
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(Eikmax — Eik)

] Q
Ji= z Ai
k=1

(E

Further, according to the obtained (12) values of the
upper level criteria, we rank the list of disciplines in de-
scending order and select the specified number of disci-
plines in the variable part of the curriculum of the specialty.

Conclusion. This article propose to approach the
formation of the content of academic disciplines of the
University with a single system positions, reflecting the
main didactic indicators of the educational process. In
this sense, it is necessary to create universal targets for
different subjects, forms of presentation of theoretical
material and models of its assimilation, a system of
criteria  for objective control and evaluation of
knowledge of the student. The paper propose a univer-

REFERENCES:

—_

Kharkov humane University» - Kharkiv, 2000. — Vol. 6, 59-64.

o NN

ik max

53

(15)

- Eikmin) .

sal approach to optimizing the curriculum of the special-
ty, based on the methods of expert assessments, and
which can be used to solve such problems in various
fields of human activity. At the same time, there are no
restrictions on the number of experts, quality indicators
and studied objects. The main problem is the multi-
criteria nature of the problem solved. With a small num-
ber of criteria solved on the pair dominance criteria as
shown in this article. With a large number of criteria
proposed to use a linear convolution. At the same time,
the use of the Internet survey system allows you to
connect a wide range of experts to increase the confi-
dence probability of the optimality of the results.

N.V.Sharonova Informatization of higher education and information support of education quality management system. «Scientific notes of

A.F. Manako, E.M. Sinica Information technologies in education Control systems and machines. 2017. - N° 2, 46-57

Sergeeva T. Novye informacionnye tehnologii i soderzhanie obucheniya / T. Sergeeva // Informatika i obrazovanie. , 1991. — Ne1. - S.3-10.
Solovov A.V. Proektirovanie kompyuternyh sistem uchebnogo naznacheniya: uchebnoe posobie. - Samara: SGAU, 1995

Nejlor K. Kak postroit ekspertnuyu sistemu. — M.: Energoatomizdat, 1991. — 286s.

Dobrov G.M. i dr. Ekspertnye ocenki v nauchno-tehnicheskom prognozirovanii. Naukova Dumka, 1974. - 160s.

Beshelev S.L., Gurvich F. G. Matematicheskie metody ekspertnyh ocenok. — Statistika, 1980. — 263 s.

Podinovskij V.V., Gavrilov V. M. Optimizaciya po posledovatelno primenyaemym kriteriyam. M., “Sov. radio”, 1975, 192s.

A.1Orlov Expert assessments. MGTU name's N. Bauman. - 2009. Part 2011,



NPOBJIEMU IHOOPMALIMHUX TEXHOOT I

CTEHIH Onekcanpp AppukaHoBuy
[JlokTop TexHiuHux Hayk, npodecop, Kadeapa TexHiuHoi kibepHeTukm. HauioHanbHmil TexHiuHNIA yHiBepcuTeT YKpaitn
«KuiBcbKuit noniTexHiuuii incuTyT imeni Irops Cikopcbkoro» np. Mepemoru, 37, m.Kuis, Ykpaita., 03056,
E-mail: alexander.stenin@yandex.ru

TKAY Muxaiino MapTuHoBuy
Kanauaat TexHiuHux Hayk, npodecop Kadeapu TexHiuHoi KibepHeTuKI, Kadeapa TexHiuHoi KibepHeTUKN
HavuioHanbHuit TexHiuHWIA yHiBepcuTeT YKpaiHu «KuiBCoKUI NOAITEXHIYHMIA IHCTUTYT imeHi Iropa Cikopcbkoro»
np. Mepemoru, 37, m.Kuiig, YkpaiHa., 03056, E-mail: mm.tkach77@mail.com

IY6CbKUIM Anppiit Mukonaiiosuy

KaHANAAT TexHiuHUX Hayk, Kadeppa TexHiuHoi kibepHeTukm, HawioHanbHuil TexHiHWI YHiBepcuTeT YKpaiHu
«KuiBcbKuit noniTexHiuHuii incuTyT imeni Iropa Cikopcbkoro» np. Mepemoru, 37, m.Kuis, Ykpaita., 03056,
E-mail: andrew.qgubskiy@gmail.com

IUMTIKOBA Ipuna l'eHHapiiBHa
KaHANAAT TEXHIYHUX HAYK CTapLLIA HAyKOBMIA CNIBPOBITHUK
[HCTUTYT TenekomyHikaLiit i rnobanbHoro iHpopmaviitHoro npoctopy HAH Ykpaitn,
YokoniBcokuii 6ynbBap, 13, 1. Kues Ykpaita, 03186, E-mail: irinashitikova@gmail.com

IHOOPMALIAHI TEXHONOT I ®OPMYBAHHA KOHTEHTY HABYAJIbHUX
AUCUMNIUH | ONTUMI3ALIT HABYAJIbHOI O MJIAHY CMELIAJIbHOCTI

Anotauis. OCHOBHOI0 MeTOH CUCTeMI BUMLLOI OCBITY € NpodeciliHa NiarotoBKka daxisLiB BULLOI KBanidikaLii B Biano-
BIIHOCTI 3 CoLianbHUM 3amoBAeHHAM. Tomy, came npodeciliHa BiANbHICTb GaxiBLiB 3a/a€ i BU3HAYAE LiNi BUBYEHHA BCiX
HaBY/IbHIX AUCLUMNAIH, @ 3HAYUTb | 3MICT, CTPYKTYpY | OpMM BIANOBIAHOT HABYANBHOI AIANBHOCTI CTYAEHTIB, AKi roTy-
HTbCA A0 MailbyTHBOI NpodeciiiHoi poboTi. Y LbOMY KOHTEKCTi BenuKe 3HaueHHA HabyBae GOpMyBaHHA BapiaTUBHOI
YACTMHM HaBYANbHOIO NaHy CnewianbHOCTi. BapiaTuBHa yacTiHa [a€ MOXNMBICTb Po3LKMpeHHA Ta (abo) nornubneHHa
3HaHb, YMiHb i HABMYOK, BU3HAUEHNX 3MiCTOM 0a30BUX AUCLNNAIH, [O3BONAE CTYAEHTY OTPUMATI NOrNNONEH] 3HAHHA i
HaBUYKI AN ycniHoi npodeciiiHoi aianbHocTi Ta(abo) AnA npoaoBxeHHA npodeciiiHoi ocBiT B MaricTpatypi. Aucuunni-
HW BapiaTUBHOI YaCTUHW HABYANbHOIO NAaHy CNeLianbHOCTi MOBUHHI BiANOBIAATY LinoMy pAafy NOKa3HWMKIB, TakuX AK:
BaXNUBICTb AUCLMNAIHN B CUCTEMI MiATOTOBKN GaxiBLiB AAHOr0 Npodinto; 3MICTOBHICTb MaTepiany ANCLMNAIHYN (HAYKOBWIA
piBeHb, FMOMHA BUKNaZy); METOAMYHIIA piBeHb BUKNAZAY (N0riKa po3MiLLeHHA maTepiany, ACHICTb BUKNaAY) Ta iHLwi.

Ockinbku By3u, ae € naHa cnevianbHicTb, i dpaxiBui-ekcnepTin sanoro npodinio npodeciinHoi AiANbHOCTI po3KMaaHi no
BCill YKpaiHi i He 3aBXau € MOXNUBICTb 3ibpaTh iX B 0AHOMY MicLi, NPONOHYETLCA BUKOPUCTOBYBATU CUCTEMY IHTepHeT-
ONUTyBaHHA AnA 360py HeobXifHMX eKCNePTHUX OLIHOK 3 HaCTYMHOH iX 06po6Kolo.

Y cTatTi nponoHyeTbCA NiAXia A0 GOPMYBAHHA KOHTEHTY HaBYANbHUX ANCUMNAIH BY3Y 3 EANHUX CUCTEMHIX MO3MLA,
L0 Bif0bpaXKaloTb OCHOBHI AMAAKTMUHI MOKAa3HMKI HABYaNbHOTO NpoLiecy. 3anponoHoBaHMiA miaxia Ao GopmyBaHHA Ta
ONTMMi3aLyii BapiaTUBHOI YaCTMHN HaBYANILHOIO NAHY CNeLiaNbHOCTI HOCUTb YHiBepCanbHuii XapakTep i Moxe 6yTu BUKo-
PUCTaHWIA ANA BUPILLEHHA NOAIGHNX 3aBAaHb B pi3HNX chepax AiAnbHOCTI ntoanHK. [pu Ubomy HeMae 0bMexeHb Ha Kinb-
KiCTb eKcnepTiB, MOKa3HMKIB AKOCTI Ta AOCNiAKYBaHMX 06'eKTiB. [onoBHa npobnema nonArae B baratokputepianbHoCTI
PO3B'A3yBaHOI 3a4avi. [lpu HeBeNUKOMY YN KpUTepiiB BOHA BUPILLYETHCA HA OCHOBI MAPHOT JOMIHAHTHOCTI KpUTepiiB
Tak, AK Lie N0Ka3aHo B AaHii ctatTi. [pu Bennkomy Yncni Kputepiie NPONOHYETLCA BUKOPUCTOBYBATIA MiHiiAHY 3ropTKy. Mpu
LIbOMY BUKOPUCTAHHA CUCTEMN IHTEPHET-ONUTYBaHHA J03BONAE NIAKNIOYMTY LMPOKe KONO (axiBLiB-ekcnepTiB AnA nia-
BULLEHHA J0Bipy0i IMOBIPHOCTI ONTUMANbHOCTI OTPUMAHUX Pe3ynbTariB.

Kniouosi cnosa: onmumizayis, HagyaneHuti naax, IHMepHem-onuUMyBaxHs, eKCnepmHi OUiHKU, JIHIUHA 320pmKd,
MHOoXUuHa lTapemo.
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NHOOPMALIMOHHBIE TEXHOJIOTMN ®OPMUPOBAHNA KOHTEHTA YYEBHbIX
ANCUUTUTUH N ONTUMU3B AL YHEBHOTIO NMNJIAHA CNELUAJIbHOCTA

AHHoTaumaA. OCHOBHOIA Lieblo CuCTeMbl BbiCLLero 06pa3oBaHuA ABNAETCA NPodeccMoHanbHadA MOAroTOBKa cnewma-
NUCTOB BbICLLUEN KBaNUUKALMM B COOTBETCTBUN € COLMANBHBIM 3aKka3oM. [103TOMy, IMeHHO NpodeccnoHanbHasa aeaTenb-
HOCTb CNELMANNCTOB 3aJ1a€T U ONpeSeNnseT Lenu n3yyeHus Bcex yuebHbIX AUCLMNANH, @ 3HAUUT U COfePXaHIe, U CTPYKTY-
Py, 1 GOpMbI COOTBETCTBYIOLLIEIT Y4eOHOI AeATeNbHOCTY CTYAEHTOB, FOTOBALLMXCA K OyayLueii npodeccnoHanbHoli paboTe.
B 310M KOHTEKCTe 60nbLUOe 3HaUeHNe NprobpeTaeT GopMupoBaHIe BapUaTUBHOI YacTh yuebHOro NnaHa cneumuanbHoCTy.
BapuatnBHas yacTb aeT BO3MOXHOCTb paclumpeHus u (unn) yrnybneHua 3HaHWiA, yMeHniA 1 HaBbIKOB, onpeaensemblx
cofiepkannem 6a30BbIX AUCLUNANH, NO3BONAET 00YUaKOLLEMYCA NONYUUTb YTY6NeHHble 3HAHMA 1 HAaBbIKK ANA YCNeLHON
npodeccnoHanbHol AeaTenbHOCTH M(uan) AnA NpoAomKeHNa NpodeccoHanbHoro 06pasoBanma B Marucrpatype. Jucuy-
MNWHbI BAPUATUBHOI YacTit yuebHOro NNaHa CnewmanbHoCT AOMKHBI 0TBEYATh LeNoMy pay nokasaTeneid, Takux Kak:
BaXHOCTb AUCLMNAMHBI B CUCTeMe NOATOTOBKY CMIeLManicToB JaHHOT0 Npoduna; cofepaTeNbHOCTb MaTepuana aucuy-
NNUHbBI (HAYYHbIIt YPOBEHb, FNY6MHA U3N0XeHNA); METOAMUECKMIl YPOBEHD M3N0XeEHIA (MOTKa pa3MeLLeHUA MaTepuana,
ACHOCTb M3NOXKEHNA) U ApyTLe.

Mockonbky BY3bl, rae ecTb AaHHaA CNeuManbHOCTb, U CNeLManuCTbl-3KCepThbl AaHHOro npoduna npodeccMoHanbHoi
LeATeNbHOCTI pa3bpocaHbl No Bceil YKpauHe U He BCeraa ectb BO3MOXKHOCTb C0BpaTh UX B OAHOM MecTe, NpeanaraeTca
ncnonb30BaTh cuctemy iHTepHeT-onpoca Ana cbopa HeobXoAMMbIX IKCMEPTHBIX OLEHOK C nocneaytoLLeli ux 06paboTKoil.

B cratbe npeanaraetca nogxod K GopMupoBaHIK KOHTEHTa yuebHbIX AucuunanH BY3a ¢ efuHbIX CUCTeMHBIX MO3ULMIA,
OTPaXaloLLMX OCHOBHbIE AVAAKTUYECKMe MoKasaTenn yuebHoro npouecca. MpeanoxeHHblit noaxoa K GopMMpoBaHmio 1
ONTVMU3ALNM BApUATUBHOI YacTIn yuebHOro NnaHa CreLmanbHOCTI HOCUT YHUBEPCAbHbIiA XapaKTep 1 MOXeT ObITb UCNONb-
30BaH 1A peLueHna nogobHbIX 33y B pasnnuHbIx chepax AeATeNbHOCTY YenoBeka. py 3ToM HeT orpaHinueHnii Ha Konu-
YecTBO IKCNEepPTOB, NOKa3aTeneil kauecTBa 1 NCaIedyeMbix 00beKToB. [naBHaA npobnema COCTOUT B MHOTOKPUTEPUANbHOCTY
petwaemoii 3aaaun. Mpn HebONbLIOM YMCe KpUTEPUEB OHA PELUAeTCA Ha 0CHOBE NapHOI AOMUHAHTHOCTU KpUTepHeB Tak,
KaK 3T0 N0Ka3aHo B AaHHOI cTaTbe. [pu 6onbLLIOM Yncie KpUTepUEB NpeanaraeTca UCNoNb30BaTh NHeliHyt BepTKy. Mpy
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3TOM WCMONb30BaHue cuCTeMbl HTepHeT-onpoca no3BoadeT NOAKNIYUTL LWNPOKUIA KPYr CeLnanicToB-KcnepTos Ais
NOBbILLEHWA JOBEPUTENbHOI BEPOATHOCTI ONTUMANLHOCTY MONYYEHHbIX Pe3yNbTaToB.

Knroyegebie cnosa: onmumu3sayus, y4e6Heili naaH, HmepHem-onpoc, 3kcnepmHele 0UeHKU, IUHeUHAA (8epmkd, MHO-
xecmeo [lapemo
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Abstract. Cooperative behavior is understood as a community of agents who decide to cooperate to reduce the average
weighted fines to solve a task or achieve a certain goal, in our case, synchronize the lightning.

The problem of forming cooperative behavior is intensively investigated in modern scientific literature on the use of
multi-agent systems, for example, for distance learning, management of organizational systems, the construction of
various virtual organizations and communities, management of distributed computing, management of public institutions
and socio-economic processes, and others.

In this paper an actual theme of optimal policies in games with local interaction is considered, the stimulating training
of multiagent systems in gaming is considered.

The purpose of this work is to consider the method of constructing a system with local interaction of agents based on
the task of "synchronization" with the help of the Markov model of stochastic game.

The research method is a computer program for modeling a task using the Q-method of training. Formation of
coalitions in multiagent systems is formulated as a competitive or cooperative task of assigning an object to one of the
clusters. The problem of solving such problems is the theory of games, and in the conditions of uncertainty the theory of
stochastic games. In this regard, from the scientific and practical point of view, the use of stochastic game methods for the
formation of coalitions under conditions of incomplete information is relevant. The decision of the stochastic game is to find
policies for agents that maximize their winnings to provide a certain collective balance of interests for all players. To find
optimal players' policies under uncertainty, we will use the method of stimulating learning.

The result is a developed game model that provides a dynamic MAS self-organization, which manifests itself in the
rhythmic change of pure agent policies that mimic the light effects of the colony of fireflies. A characteristic feature of the
considered game self-organization is locally defined information about the policies of the behavior of neighboring agents,
which as a result of learning leads to global coordination. policy of all agents.
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The scientific novelty of the obtained results consists in the development of a gaming model, the effectiveness of the
game self-organization of the MAS policies for solving the decision-making problem in systems with co-operative behavior
of agents under uncertainty has been determined. The repetition of the values of the characteristics of the game in various
experiments with unique sequences of random variables confirms the reliability of the results.

Results can be used in practice to model the dynamics of social processes, management of social Internet services in the

Internet and others.

Key words: multiagent system, stochastic game, adaptive gaming method, Q-method.

Introduction. Core functionality of most modern
information systems (IS) is based on strictly programmed
algorithms. Due to unforeseen environmental influences on
such systems, stability of operating modes may be affected,
which may lead to various types of emergency situations. In
order to prevent critical states, distributed IS software
should consist of interacting autonomous modules, be
intelligent, able to independently monitor changes in the
state of the environment and make right in-time decisions.
The IS agent is an autonomous software module with
elements of artificial intelligence that is able to make
decisions on its own, interact with the environment, other
agents and user while solving the task. Interaction of IS
agents is carried out within the computer network. A
population of computer network agents that solve a
common task is called the multi-agent system (MAS).

The work of MAS [2, 3], as a rule, is carried out in a state
of uncertainty about the state of the environment, decision-
making and the actions of other agents[4]. In connection
with this policy of conduct, agents must be adaptive due to
the ability of agents to self-study. Among methods of
teaching in conditions of uncertainty methods based on
incentives [5, 6] showed the best results since they do not
require a mathematical model of the environment and
provide a possible decision directly in the learning process.
The basis of encouraging training incude mechanisms of
reflex behavior of living organisms with the nervous system.
An effective method of encouraging learning is the marking
of Q-learning [7], which performs the numerical
identification of the characteristic system of a dynamic
system in the state of action space. As the characteristic
feature used, uses the functional expected remuneration.

Compared to single-agent systems, the structure,
operation and research of multi-agent Q-learning methods
are significantly complicated. Due to the collective
interaction of agents, the stationary environment is
translated into non-stationary. States changes of the

environment and the value of the wins of each agent
depends on the actions of other agents. In the general case,
the MAS agent can not achieve the maximum winnings
which is equal to its winnings in a single-agent system. The
optimal benefits of agents must be balanced and meet the
criteria of benefit, equity, and equilibrium. So, instead of
scalar maximizing the benefits of a single-agent system, the
criteria for vector maximization of MAS wins are introduced,
for example Nash equilibrium, Pareto efficiency or others.

Under conditions of use of Q-learning methods MAS
there is an iterative construction of the system of
characteristic Q-functions in the space of state-action, and
the growth of the elements of these functions is carried out
in the direction of achieving their collective equilibrium.

The purpose of the work is to construct an iterative
method of incentive training for solving a stochastic MAS
game under uncertainty. In order to achieve the goal, it is
necessary to develop a multi-agent stochastic game model,
determine the criteria for collective equilibrium, the
method and algorithm for solving the game problem.

In order to create an MAS it is necessary to perform
preliminary research on the basis of mathematical models
that enable to study the dynamics of the system under
uncertainty conditions, to construct the policies of the
behavior of agents that provide optimal parameters for the
functioning of the system. Taking into account the
peculiarities of the subject area, namely, multi-agency,
uncertainty of the decision-making environment,
antagonism or competition of goals, communicative,
coordination of actions, adaptive strategies of agents, for
the construction of MAS models we use the mathematical
apparatus of the theory of stochastic games [6, 7].

The solution to a stochastic game is to seek out strategies
of agents that maximize their winnings so as to provide a
certain collective balance of interests for all players. To search
optimal strategies of players in conditions of uncertainty we
will use the method of encouraging learning.
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The object of research is the processes of self-
organization of multiagent systems under uncertainty,
aimed at achieving the coordinated work of the constituent
elements of multiagent systems due to the properties of
self-study and adaptation, which results in the fact that the
distributed system of elements functions as a coherent
harmonious organism.

The subject of this work is a stochastic game model of
the self-organization of multi-agent systems, which
provides a balance of the values of payment functions of
the team of players and is manifested in the achievement
of coordinated strategies of agents.

The purpose of the work is to build a gaming model of
self-organization of multi-agent systems to support
decision-making under uncertainty. This goal is achieved by
solving next problems: developing a mathematical model
of multi-agent stochastic game; development of self-
learning method and algorithm for solving stochastic
game; development of software for simulation of stochastic
game; analysis of the results and recommendations for
their practical application.

To achieve the goal, it is necessary to analyze and solve
the following problems: collective development and
decision making; ensuring coordination and cooperation in
the IAU; exploration of the states of the MAS functioning
environment; definition of optimal structural organization
of MAS; development of methods and means of multi-
agent training; development of methods, languages and
means of communication agents. The research method is a
computer program for modeling a task. The research
method is a computer program for modeling a task.

The ideas of the article P.0. Kravets [1] "The game
model of self-organization of multi-agent systems" were
used, which considers the main properties of the MAS and
the connection of the task of "simulating the synchronized
rhythmic glow of colony of fireflies" from MAS. The purpose
of modeling is to determine the conditions and
mechanisms of local coordination of agents, for the self-
organization of MAS. To do this, we need to solve the
following tasks: build a model of the game, develop a
method and algorithm for solving, and execute computer
simula tion software to identify the coordination and self-
organization of the MAS.

speaker predator 1 predator 2
O we 'O _@O@
O ,O O predator 3

prey

O

o O

o

agent 2

O

agent 1

O

agentl

O

agent 2

O

b4

adversary

O

agent 3

O

X

Figure 1. lllustrations of the experimental environment and some of the considered tasks, including: a) cooperative
communication, b) predator-victim, c) cooperative navigation, d) physical deceit.

Cooperative behavior. To carry out experiments, we
use a well-grounded communication environment
consisting of N agents and L milestones that inhabit a two-
dimensional world with continuous space and discrete
time. Agents can do physical actions in the environment
and communication actions that are passed to other
agents. We do not assume that all agents have the same
space of action and observation, or act on the same policy
m. We also consider games that are cooperative (all agents
must maximize joint return) and competitive (agents have
opposite goals). Some environments require explicit

communication between agents to achieve the best
rewards, while in other environments, agents can only
perform  physical activity. Information about each
environment is listed below.

For the construction of MAS it is necessary to perform
preliminary research on the basis of mathematical models
that enable to study the dynamics of the system under
uncertainty conditions, to construct policy of agents
behavior, which provide optimal technical and economic
parameters of the system's operation. Taking into account
the peculiarities of the subject area, namely, multiagency,
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uncertainty of the decision-making environment,
antagonism or competition of goals, communicative,
coordination of actions, adaptive strategies of agents, for
constructing MAS models we will use the mathematical
apparatus of the theory of stochastic games. The solution to
a stochastic game is to seek out strategies of agents that
maximize their winnings so as to provide a certain
collective balance of interests for all players. To search
optimal strategies of players in conditions of uncertainty
we will use the method of encouraging learning.

Mathematical model of stochastic game. Average
loses of agents

6L({r,ull)) = % YL VieD (1)

characterize the quality of the game at time .

Vi € D limy,, n* M{[6} — Vi(pDi*]z} < oo,

The condition of complementary non-rigidity, weighed
by the elements of the vectors of mixed strategies,

diag(p;) (Vini () -

where diag (p;) is a square diagonal matrix of order
N;, constructed of elements of the vector p;.

[uh

$n=4 ZSED L

where E,ileRl; A€[0; 1] - weight coefficient; Di is

the set of neighboring agents corresponding to the Figure 2

bonds; Li=|Di| - number of neighboring agents; 1}~ clean

policy with binary meaning; wZ- inversed value of pure

strategy; i, ~Normal (0, d) - white Gaussian noise,

normally distributed random value with zero expectation
and dispersion d> 0.

The first component of expression (5) defines a penalty

for violating the spatial (reciprocal) coordination of player

pn(11)

prll (NU 1)

i

Pn =

—up| i
: +(1_A)|un_un—1| +.unr

The purpose of each agent is to minimize their own
average loses function:

lim,,_,o, 6% — ming,i, Vi € D. )

The task of the stochastic game lies in the fact that
agents are based on observing current losses {£}}, must
learn to choose a clean policy {1, }so that with the course
of time n = 1,2, ... ensure fulfillment of the system of
criteria (2).

To solve the problem (2), it is necessary to determine the
method of forming sequences of clean policies {1}, } in time
that ensure the fulfillment of condition (4) due to the
asymptotic adequacy of the functions of average payoffs (3).

The value of the function 8} for the average player
losses is approaching the values of the I/ functions of the
average loses of the matrix game:

(3)

describes the game's solutions in both mixed and pure
strategies:

eMiVi(p)) = 0,vi €D, )

The current losses of agents will be determined as a
penalty for violating the spatial and temporal coordination
of strategies:

(%)

strategies within a subset of D;; the second component is a
fine for violation of time coordination in two consecutive
moments of time, and the third component defines the
action of random noise in the form of white noise.

Taking into account the magnitude of the period 7= N;
of the dynamic self-organization of the MAS, we construct
the sequences of pure strategies with the desired properties
on the basis of the matrices of the probabilities of
transitions between the pure policies {1} of the agents:

prll(lJ Nl)

o ,Vi € D.
pn(1N;, N;)

(6)
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The matrix lines pL. are the mixed strategies of the The game begins with uninformed mixed strategies
i player if he chose a clean policy ul, € U%. Lines pi(j.k) = Nil j,k = 1...N;. To adapt the formation of the
elements pr(j. k) are conditional probabilities of distribution of random strategies that minimizes the average
choosing clean strategies depending on the current |osers (1) of all players, the probability of choosing strategies
version of action % and the resulting loss &5. Let's  with less losers should increase over time n=1,2....

assume that the selected clean strategies match the Taking into account (4), we obtain the following
agent's states. Then p/, (6) is a matrix of probabilities  recursive method of changing the vectors of mixed
of changing agent states. strategies:

Phs = ey, (Phun) — Vi [e(ul) — phCun)]}, Vi € D, 0

where p, (u,,) - mixed policy of i-player in a state  sequence of positive quantities that governs the
u, € UY; m, - design operator for asingle £ -simplex  expansion rate of the € -simplex.
Sévi c SMi(11), which is a subset of the unit simplex The study of the convergence of the method (11) will
SNi;y. > 0 - a monotonically decreasing sequence of  be performed in the class of monotone sequences {y;,} and
positive quantities that requlates the size of the step of  {€n}-
the method; ep> 0 is a monotonically decreasing

Im=y(n+a)% a>0; e =en+p)F p>0. (8)
The convergence of the method (11) is observed: mixed strategies based on the processing of current
1) with probability 1, ifa € (0.5; 1); B> 0; losses.
2)intherms, ifa € (0,1); >0 Based on the current distribution of probabilities

Method (7) provides an adaptive selection of agents p,il(un"), the agent carries out a random selection of a
for clean strategies through the dynamic rebuilding of  (lean policy Vi € D.

ul = {@ = argmin, Y%_, p5(, k) > w(j,l = 1..N)}, 9)
where we [0,1] is a random variable with uniform where L=|D|- number of players;
distribution. 2) spatial coordination coefficient of player strategies:
So, if at time n the agent is in a state uil then based on
a mixed strategies py(u,) it choose clean policy K, = % ry Y xCsen,[ub — ui|=0),
upaccording to (3), for which, by the time t +7, the
current loss is .received &L which uses to calculate the where y€{0,1} - indicator function of the event;
mixed policy py, 41 (u,) according to (7), after which it Example modeling. For an example, consider a
becomes a new state u, ., = uj. stochastic game model of self-organizing fireflies from the
Evaluating the effectiveness of the game self-  Lampyridae family that lead a nightlife in tropical regions
organizing MAS will perform on the following indicators: of the world. Males of these insects for attracting females
1) Average loss function or game price: launch a mechanism of luminescent radiation of their
abdomen. Self-organization is manifested in the
0. = lzL oi emergence of the phenomenon of rhythmic synchronized
L AR glow throughout the colony of males.
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Modeling the behavior of fireflies will be done using
a stochastic game of agents, each of which can be in one
of two states ul,€{0,1}, where 0 indicates absence,
and 1 - presence of glow.

We solve the stochastic game of two agents with two
clean strategies in a two-state environment. The matrices
of the average winnings of such a game are given in the
table.

Table 1.
Matrices of the winnings agents
state strategie agents 1 agents 2
- (51, U2[0]) | mp(s1,up[1]) | mp(s1, Up[0]) | o(sy, up[1])
S1 (51, u4[0]) 0.5 0.2 0.4 0.1
(s, uq[1]) 0.6 0.7 0.1 0.9
- T5(S2, Uz [0]) | 5 (s, up[1]) | p(S5,uz[0]) | 5 (S2, up[1])
S 11 (S5, u41[0]) 0.9 0.2 0.4 0.6
,(S,, uq[1]) 0.2 0.9 0.6 0.8

Each agent can observe the states of neighboring
agents and change their own state so that the actions can
be as close as possible to their neighbors. The structure of
the relationships between agents is depicted in Figure 2.

N N N N
| 11 e 12 e 13 e 14
N S A ‘\,_I_/f
TN ‘el
[ 21 ) [ 24 |
\EI__/’ \EI__/’
7~ \ 7 \
I\ 31 \ 34
Sl M S

e N N YN
| 41 = 42 | 43 j— 44 |

\-\ %\ LY ¥
e S Ry e

Figure 2. Model of stochastic game "Firefly"

The reqular structure of the game is given by the
number of agents [ = m*m, m>2, subsets of the
neighboring agents D; and the number of clean strategies N;
=N=2i=1.L

The dynamics of the process of self-organization
consists of spatial and temporal coordination of the
strategies of agents. Spatial coordination is to observe the
ratio of agent strategies in locally defined areas of D, N; as

shown in Figure 2. Time coordination is determined by
observing the ratio of agent strategies over time 7= 2.

In game terminology, spatial coordination will consist
in choosing the same values of players' pure strategies at
fixed moments of time (agents try to repeat each other's
actions), and time coordination - in changing binary
strategies to opposite values at two consecutive moments
of time. The result of the self-organizing of agents is the
inverse change of the matrices of binary clean strategies
[0]wm-[1]wm-[0]mem~[1lm*m - in time that simulates the
rhythmic glow of the colony of fireflies:

. 1
Pt (un) = 2 ol

Such a change is provided by the matrix of trained
mixed strategies agents with identical initial states.
Algorithm for solving a stochastic game
1. Set the initial values of the parameters:
n =0 - the initial time;
L=|D |- number of players;
N - the number of players' pure strategies;
Ui=(u 1], u' [2], ..., u"[N]), i = 1..L - vectors of
pure player strategies;
po=(1/N, .., 1/N),i=1.L- initial mixed
player strategies;
y> 0is the parameter of the learning step;
a € (0,1) - the order of the learning step;
€ is the parameter of the € -simplex;
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B> 0 is the order of the expansion rate of the ¢ -
symplex;

— d> 0-dispersion of noise;
— max n - maximum number of steps of the
method.

2. Select action options u', €U;, i = 1..L according to (9).

3. Get the value of current losses &%, i = 1..L according
to (5). Current values of Gaussian white noise are calculated
by the formula, where w € [0,1] is a real random number
with uniform distribution law.

4. Calculate the values y,, € of the parameters yn, €n
according to (8).

5. Galculate the elements of the vector of mixed
strategies pin, i = 1..L according to (7).

a)

6. Calculate the quality characteristics of the decision
making 6n (10), Kn (171).

7. Specify the next time point n: =n +1.

8. If n <nmax, then go to step 2, otherwise - end.

Thanks to the local coordination of the strategy of
agents, this solution ensures the self-organization of the
MAS "firefly". Each player watches the actions of neighbors
and gets their own losses through non-matching, which
forces him to dynamically choose strategies with less fines.
The dynamic selection of strategies transforms locally
coordinated actions of players into global coordination of
the game, when the team of players behaves as a holistic
organism.

b)

Figure 3. a) in the learning process b) self-organized agents

Conclusions. The developed game model provides a
dynamic self-organization of the MAS, which manifests
itself in the rhythmic change of the pure agent strategies
that simulates the light effects of the colony of fireflies. A
characteristic feature of the considered game self-
organization is the locally determined collection of
information about the strategies of the behavior of
neighboring agents, which as a result of learning leads to
global coordination. strategies of all agents.

The generation of sequences of clean strategies with
the required properties is provided by random distribution,
built on dynamic mixed player strategies. The calculation of
mixed strategies is carried out using the adaptive recurrent
method obtained on the basis of the stochastic
approximation of the complementary non-rigidity
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condition, which describes the collective solutions of the
game satisfying the equilibrium condition according to
Nash.

The effectiveness of the game self-organization of
MAS strategies was studied with the help of the
functions of average losses, co-ordinates and norms of
deviation of dynamic mixed strategies from optimal
values. The decline of the function of average losers and
the function of rejection of mixed strategies, the growth
of co-ordination factors indicate the convergence of the
game method and the entry of MAS into self-
organization. Repeating the values of the game's
characteristics in various experiments with unique
sequences of random variables confirms the reliability of
the results.
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MOJLENIOBAHHA KOOMNEPATUBHOI NOBEAIHKN B MYJIbTUATEHTHUX CUCTEMAX

Anortauis. Mig KoonepaTuBHOK NOBEAIHKOI PO3YMiloTb CMINLHOTY areHTiB, AKi ANA 3MEeHLIEHHA (epefHbO3BAXKEHNX
wTpadis BUpiLLyOTL CNiBNpaLioBaTy, 06 po3B’A3aTi NOCTaBeHy 3aaady abo JOCATTI NEBHOI METH, B HALLOMY BUMAAKY
CMHXPOHI3YBATH CBITiHHA.

[pobnema GpopmyBaHHA KoonepaTUBHOI NOBEAIHKN iHTEHCUBHO AOCIAXKYETbCA Y CyYacHiil HayKOBIi NiTepaTypi i3 3a-
(TOCYBaHHA MYNbTUAreHTHUX CMCTeM, HanpuKnag, And AUCTAHLINHOM0 HaBYaHHA, KePYBaHHA OpraHi3aLiiiHUMu cucTema-
M, No6y0BM Pi3HOMAHITHIX BipTyanbHUX OpraHi3aLliil Ta CNinbHOT, KepyBaHHA PO3NOAINEHUMI 06UMCNEHHAMM, Kepy-
BaHHA CYCNiNbHUMM IHCTUTYTaMI Ta CYCNiNIbHO-EKOHOMIYHAMM NPOLIECAMM Ta iHLLIVX.

Y Aaniit poboTi po3rNAHYTO akTyanbHy TeMy ONTUMANbHUX CTPATeriil B irpax 3 OKaNbHOK B3aEMOAIEN, PO3rNAHYTO
CTUMYAIOKYE HABYAHHA MYNIbTUAreHTHUX CUCTEM Y irpOBIil MOCTAHOBL.

Metoto gaHoi pobotin € po3rnaa meTody nobynoByM CUCTEMN 3 NIOKANbHOK B3aEMOZI€I0 areHTiB Ha OCHOBI 3aBJaHHA
«CUHXPOHi3aLii» 32 JOMOMOroI0 MapKOBCbKOT MOAeNi CTOXaCTUYHOI Fpu.

MeToza gocnigeHHs - KoMn'loTepHa Nporpama AnA MOAENIOBaHHA 3aBAAHHA 3 BUKOPUCTaHHAM Q-MeTOAY HaBYAHHA.
(DopmyBaHHA KoaniLiil y MynbTUAreHTHUX CUCTeMaX POPMYMIOETbCA AK KOHKYPEHTHa abo KoonepaTBHA 3ajiaya 3apaxy-
BaHHA 00'eKTa 10 0AHOTO i3 KnacTepiB. Po3B'A3yBaHHA NOAIOHIX 3aaU BUBYAE TEOPiA irop, a B yMOBaX HEeBIU3HAUEHOCTi —
Teopif CTOXaCTUYHMX irop. Y 38'A3KY 3 LMM 3 HAYKOBOI Ta NPAKTUYHOT MO3ULN akTyabHe 3aCTOCYBaHHA MeTOIB (TOXaC-
TUYHKX irop AnAa GOpMYBaHHA KoaniLiit B yMoBax HeNMoBHOTYM iHPopMaLlii. PiLueHHA CTOXacTUYHOI Fpyu NONAra€ B NOLLYKY
CTpaTeriil areHTiB, AKi MaKCMMIi3ylTb CBOI BUrpaLLi, 1106 3abe3neynti NeBHUIA KONEKTUBHMIA 6anaHC iHTepeciB AnA BCiX
rpaBuiB. [ina NowwyKy ONTUMAnbHUX CTPaTeriil rpaBLiB B yMOBaX HEBM3HAUEHOCTi byemo BUKOPUCTOBYBATM MeToA CTH-
MYNOBAHHA HABYAHHS.

Pe3ynbTatom € po3pobneHa irpoBa Mogenb, Aka 3abe3neuye AnHamiyHy camoopratisauito MAG, Wwo npoABNAETbCA B
PUTMIYHIi 3MiHi YNCTX CTPATEriil areHTiB, AKI iMITYHOTb (BITNOBI edeKTI KOMOHIT CBITNAUKIB. XapakTepHOlo 0cobnmBicTIO
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PO3rNAHYTOI CAMOOpraHi3aLii rpu € NOKaNbHO BU3HAuYeHa iHGopMaLlia Npo CTpaTerii NOBeAIHKM CYCifHIX areHTiB, AKi B
pe3ynbTaTi HaBYaHHA NPU3BOANTb A0 FNOOANBLHOI KOOPAMHALIT. CTpaTerii BCiX areHTiB.

HaykoBa HOBW3Ha OTPUMaHMX pe3ynbTaTiB nonArae B po3pobui irpoBoi MoAeni, BU3HaueHi edpeKTUBHOCTI irpoBoi Ca-
moopraHi3auii crpateriit MAC ana po3B’A3yBaHHA 3aJaui NPUAHATTA pilleHb B CACTEMAX 3 KOOMEPaTUBHOK NOBEJIHKOK0
areHTiB B yMOBaxX HeBU3HaueHoCTi. [l0BTOPHICTb 3HaUeHb XapaKTepuUCTUK rpi B Pi3HUX eKcnepuMeHTax 3 YHiKanbHUMI
NOUTiA0BHOCTAMY BUMAJKOBIX BENUYMH NIATBEPAMKYE NOCTOBIPHICTb pe3ynbTaTis.

Pe3ynbTaTi MOXyTb 6yTU BUKOPUCTaHI Ha NPaKTAL ANA MOAENOBAHHA AMHAMIKN COLianbHIX NPOLECiB, KepyBaHHA
COLlianbHUMM iHTEpPHET-CepBicamin y Mepexi iHTepHeT Ta iHLLKX.

Knroyoei cnosa: mynemuazeHmua cucmema, cmoxacmuyHa 2pd, adanmugHudi i2poguti memod, Q-memao.
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MOJEJIMPOBAHUE KOOIMEPATMBHOIO NOBEAEHUA
B MYJIbTUATEHTHbIX CUCTEMAX

Moa KoonepaTUBHLIM MOBEAEHUEM NOHUMAIOT AEATENbHOCTb MHOXKECTBA areHTOB, KOTOPbIE ANA YMEHbLLIEHUA Cpes-
HEeB3BELLEHHbIX LTPAdOB PELLAT COTPYAHNYATD ANA PELLEHNA NOCTABNEHHOIA 3a[aUM N AOCTUYb ONpPeeneHHON Lenw,
B HalleM CTyyae CUHXPOHU3MPOBATb C(BeveHue. Mpobnema GopmuUpoBaHUA KOOMEPATUBHOTO MOBEAEHUA UHTEHCMBHO
NCCNelyeTca B COBPEMEHHOI HayuHOI TepaType No NPUMEHEHNI0 MyNbTUATEHTHBIX CUCTEM, HanpUMep, ANA ANCTaHLK-
OHHOO 00yYeHNa, yNpaBNeHNA OPraHM3aLNOHHBIMU CUCTEMAMU, NOCTPOEHUA Pa3NIMUHBIX BUPTYabHbIX OpraHu3aLuii 1
€0061LeCTB, yNPaBNEHNA pacnpeAeneHHbIMI BbIUMCTEHUAMM, YIPABNEHNA 06LLeCTBEHHBIMI MHCTUTYTAMIA U 06LLECTBEH-
HO->KOHOMUYECKMMU NMPOLIECCAMN 1 ipYTOe.

B naHHoil paboTe paccMoTpeHa akTyanbHas Tema ONTUMANbHbIX CTPTeryil B Urpax ¢ NOKaNbHbIM B3aUMOAeNCTBIEM,
PacCMOTPEHO CTUMYNMpYHoLLee 06yueHIe MyNbTUATEHTHBIX CUCTEM B UTPOBOIA MOCTAHOBKE.

Llenbto faHHOIA paboTbl ABAAETCA PAaCCMOTPEHME METOAA MOCTPOEHUA CMCTEMbI C IOKAbHBIM B3aUMOAENCTBIEM
areHTOB Ha OCHOBE 3aaHNs «CMHXPOHM3ALMI» C TOMOLLbH MApKOBCKOI MOENH CTOXACTUYECKOI UTpbI.

MeToz uccnenoBaHua - KOMMbloTepHas NporpamMma Ana MoAenupoBaHIUA 3afaun ¢ ucnonb3osanuem Q-metoda 06y-
yeHuA. DopMMPOBAHNA KOANMLNIA B MYNIbTUAreHTHbIX CUCTeMax GOPMYNMPYETCA Kak KOHKYPEHTHAA WK KoonepaTuBHas
3aj1aua NpucoeanHeHNa 00beKTa K 0AHOMY U3 KacTepoB. PelueHine Nofo6HbIX 3a3ay U3yyaeT TeOpUa Urp, a B YCIOBUAX
HeonpeaeneHHOCTY - TEOPUA CTOXACTIYECKUX UTpP. B cBA3M C3TUM C HayuHOIi 1 NPAKTUUECKOI MO3MLMIA aKTyanbHO Npume-
HEHUe METOAOB CTOXAcTUYeCKX Urp AnA GOPMMPOBAHUA KOANULMIA B YCIOBUAX HENONHOTHI HdopMaLmi. Pewenne
CTOXACTUYECKOI Urpbl 3aKNIOYAETCA B MOUCKe CTPATeriii areHToB, KOTOpble MaKCUMU3MPYIOT CBOM BbIUFPbILLH, YTOObI
obecneunTb onpefieneHHblii KONNEKTUBHDII banaHC MHTEPeCoB ANA BCeX UrPOKOB. [l MOMUCKA ONTUMANbHBIX CTpaTeruii
UTPOKOB B YCNOBHUAX HEOMPEAENEHHOCTI bYIEM UCMOb30BaTb METOA CTUMYIMPYIOLLET0 00YYEHNS.

Pe3ynbTatom ABAAETCA pa3paboTaHHas UrpoBaa Modenb, KoTopasa obecneunBaeT MHAMUYECKyo CAMoopraHu3aLmm
MAG, uTo NpoABNAETCA B PUTMUYECKOI CMEHE UNCTbIX CTPATEruii areHToB, KOTOpble UMUTUPYIOT CBETOBbIE IGDEKTbI KO-
JIOHUI CBET/IAYKOB.

HayuHas HOBWM3Ha MoNyYeHHbIX Pe3ybTaToB 3aK/i0YaeTca B pa3paboTke UrpoBOi MOAENH, onpeaeneHun SdeKTuB-
HOCTV MrpoBOil camoopranu3aum crpaternit MAC Ana pelueHna 3agaui NpUHATUA peLLeHnii B cACTeMax C KoonepaTuB-
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HbIM NOBEAEHNEM alr€HTOB B Yy(NOBUAX HEONPEAENEHHOCTL. HOBTOPHOCTb 3HaueHuit pe3ynbTatoB C&MOOﬁWEHVIH areHToB
B urpe co CJ'IW&VIHbIMI/I nocneaoBaTeNbHOCTAMI HaYalbHbIX CTpaTeFMVI NOATBEPXAAET OCTOBEPHOCTb PE3YNbTATOB.

Pe3yanaTb| MoryT ObITb 1UCNONb30BaHbI Ha NpakTuke AnAa mMoaennpoBaHuA AWHAMWUKKU COLMaNbHbIX NPOLECCOB,

yNpaBeHMA COLMANbHBIMU UHTEPHET-CePBICAMM B CETU UHTEPHET U ApYruX.

B w

Knioyegole cnoea: MYyJibmuazeHMHaAA cucmema, cmoxacmudyeckas uepa, Memo0 adanmueHbixX uep, Q-memoo.
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Abstract. Context and objective. The purpose of the paper is research and development of font visual classification sys-
tem, that will allow users to work with fonts more effectively. That includes: select the required font using preview, apply
various filters and font management tools. With the help of classification system users will be able to search fonts by slope,
basic style and weight according to their actual representation avoiding the problem of incorrect sub-family styles names.

Research methods. In this paper the basic approaches of fonts classification with relevant advantages and disad-
vantages were described. After analyzing the approaches, it was decided to apply neural network that takes the images
with font symbols as input. Neural network selects patterns (filters, features maps), to be considered in classification pro-
cess based on the teacher’s correct answers. Possible use of alternative fonts classification techniques was suggested, and
the main related problems were described.

Results. Computer fonts classification system driven by convolutional neural networks, that allows to classify fonts by
slope, basic style and weight according to their graphical representation, was developed. Percentage of fonts that were
correctly classified by the system is: in determining slope — 96%, in determining basic style — 92%, in determining
weight — 91%.The developed system can be applied to solving fonts classification tasks as an assistance tool for determina-
tion of digital documents structure, and as font selection system for design creation. Based on results, it may be concluded
that neural networks were successfully applied to the fonts classification problem solving.
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The scientific novelty and practical significance. In the work were investigated the main approaches to the dlassification
of fonts, analyzed their advantages and disadvantages. The effectiveness of mulilayer perceptronsand convolutional neural
networks were tested. Experimentally revealed the most optimal parameters of the models of neural networks.

A visual font classification system that works on convolutional neural networks was developed and integrated into the
font organizer. Control tests were carried out confirming the high accuracy of classification of the developed neural network

models.

Keywords: machine learning, convolutional neural network, font classification, image classification.

Introduction. The computer font is a file that contains
description of a set of alphabetical, digital, reserved and
pseudo-graphic characters and serves for displaying these
characters (particularly, the text) by the program or the
operating system. Every font has its weight (100-900),
slope and one of the basic typefaces: Serif, Sans-Serif,
Script, Decorative. There is an enormous number of fonts,
however there is not a single standard of their classifica-
tion. Fonts with a common subfamily name often consider-
ably differ one from another by weight as much as by slope.
In some cases, when development of all types of weight is
not needed, the authors of the font families make so called
“shifts”, when actual weight of the font corresponds to
another weight. Also, after developing the single font in
the sub-family, author names it Regular regardless of the
font type.

The lack of the standard causes the problem of font
search and selection. For example, when searching the font
by style Reqular, the results may contain fonts more similar
to Black or even Thin Italic.

Problem definition. The purpose of the paper is re-
search and development of font visual classification system,

original image

that will allow users to work with fonts more effectively.
That includes: select the required font using preview, apply
various filters and font management tools. With the help of
classification system users will be able to search fonts by
slope, basic style and weight according to their actual rep-
resentation avoiding the problem of incorrect sub-family
styles names. Developed system must correctly classify >=
90% of fonts.

Problem solution. Classification problem consists of
3 sub-tasks: recognition of “basic” slope, classification by
weight, classification by style.

To determine the font’s weight it is possible to apply a
simple approach: one can calculate the number of black
pixels in the image and assign font by this sum to the clos-
est class (by the average value).

However, during the fonts analysis the fonts with
weight that depends on image edges rather than number
of black pixels were found. Those are outlined fonts with
edges being hollow inside. Given that to solve this issue
Edge Detection methods could be used, the attempt was
made to apply them. The result of symbol image processing
using convolutional matrix is shown in Fig. 1.

edge-detection image

Fig. 1 - The result of symbol image processing using Edge Detection convolutional matrix
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The study shows that used methods are not suffi-
cient since they don't consider the symbol’s width.
Also, some fonts have combined edges that are diffi-
cult to interpret, therefore these fonts can be classified
only based on patterns of human perception of sym-
bols.

Serif and Sans-Serif fonts in most cases have a sharp
slope line, however the study of Script and Decorative fonts

shows collisions — one symbol can consist of straight and
slope lines at the same time, making the classification more
complicated even for a human.

The problem of classification by style is the most diffi-
cult of the sub-tasks listed above because of the vast num-
ber of various fonts that cannot be easily described by basic
distinct features which allow to associate the font with one
certain style (fig. 2).

daaddiadaaadddda

Fig. 2 - Example of variability of “a” symbol

Considering the complexity of the problems and inabil-
ity to describe the features of various font classes without
assistance, it was decided to apply methods of machine
learning, namely neural networks. Neural networks are the
most frequently used algorithms for solving the image
classification problems, as they demonstrate the best re-
sults of patterns recognition and classification.

After analyzing the structure features of different font
styles, specifically how much their design differs, it was
decided to use Convolutional Neural Network (CNN). This
type of network allows to recognize fonts features regard-
less of their position and deformation. Network itself se-

Loss Curves

Training loss
—— Validation Loss

lects patterns that are important for classification (filters,
feature maps), considering teacher's correct responses [2].

Because of wide symbol variation by size and design,
the use of typical Multi Layer Perceptron (MLP) network
would lead to difficulty in high accuracy dassification, as it
would require construction of a big number of neurons, and
therefore would require power efficiency.

To solve the slope classification problem, i.e. if font be-
longs to Italic type, firstly it was decided to apply MLP net-
work, that properly coped with the task, however during
further data increasing by more complex fonts of Script style,
network started to reduce its accuracy. Therefore, it was
decided to use (NN network as well (fig. 3).

Loss Curves

Training loss
a4 — Validation Loss

0.0 25 5.0 75 10.0 12.5 15.0 175
Epochs

0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5
Epochs

Fig. 3 - Value of Loss function during training of MLP network before and after addition of Script type fonts

Network build and training were performed using Py-
thon library called Keras. Inspired by “VGG NET” architec-

ture, one of the most accurate networks at this time [4], it
was decided to take an approach of sequential application
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of layer combinations: Conv > Conv > MaxPooling. This
approach doesn't require lots of filters and layers to solve
the problems of given complexity, so it is well-suited for
execution on the dlient’s side. Number and size of kernels
were selected on an individual basis for every task with
priority to processing speed with condition that final accu-
racy of classification should be at least 90%. During the
experiment it was established that for slope classification
for Conv layers 8 kernels with a size 5x5 work best, and for
classification by weight and style — 16 kernels with a size
3x3. Popular technique Dropout was used to avoid fast
retraining of neural network, with network’s element inac-
tivation based on certain probability.

ReLU activation function was selected for all layers ex-
cept for the last one. It can be described by concise formula:
f(x) = max(0, x). There is a research that indicates
that this function can increase the convergence speed of
stochastic gradient descent by factor 6 compared to sig-
moid function and hyperbolic tangent. It is thought that
this feature based on linear nature and absence of the
function saturation [3].

For the last layer softmax function is used, therefore
confidence of belonging to one of the classes depends on

confidence in other classes. It can be defined by the formu-
la:

eZi

Vi :2;}=1er1 (1)
where z; — input value of i-th neuron
y; — output value of i-th neuron
As error determination function was selected

categorical_crossentropy, that is used for Multi Class classi-
fication, where the only one class can belong to the font.
This function’s expression is:

H(p,q) = —Xxp(x)logq(x)

where p and q — values of expected and received result.

(2)

Adadelta (or adaptive learning rate method) algorithm
was used as an algorithm of weight update. The method
considers gradient values history and weight update histo-
ry. It presents way over fast convergence than regular SGD
during the training on simplified data sample. The example
of neural network model is given in Fig. 4.

Widdh 15125
Heigkt Depth .
(perceptron)
Mxiixls Flxdaxls
L&x]T3x16 I4x1Tlx32 11518537 |
2 - il
G gl IRV
-, "‘-..':--_ g ‘-.‘__‘-\;}__“ - "“-.g‘s_\“\ 1 [t ewpee
“dl Comip ] G 1D "] ™ '
Coa 1D [ MaxPockeg .!-mnr]:.k.!- 32 kereeks 3x3 MaxPooling
Coay 1T 15 bermelk: 3x3 Sl stepdxl step Ixl Every surput defises
16 bermelks 3x3 conBdewce in cortain
F che=
Oprraces

Fally compected hiyers

Fig. 4 - Neural network model of style classification

For font classification by slope “IW” symbols were used,
and “RoWGa” were used for classification by weight and
style. Corresponding image sizes are 90x36 and 350x36.
These symbols were selected analytically, as they appropri-
ately depict the most typical features of corresponding
classes.
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The number of fonts in one class can be substantially
lower comparing to other classes. Network trains badly and
outputs incorrect metrics due to data imbalance, and small
data set leads to early retraining. To solve this issue the
application that performs operations over images with their
content being intact was developed.
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Table 1
Operations over images
Operation Allowability of applying
Rotate Allowable for all sub-tasks, except
for slope determination
Scale Allowable for all sub-tasks, except

for weight determination
Allowable for all sub-tasks

Horizontal flip

Vertical flip Allowable for all sub-tasks

Vertical and Hori- | Allowable for all sub-tasks
zontal flip at the

same time
Shift, Wrap

Non-allowable for all sub-tasks

The basic operations over images were studied and
their capabilities for the data augmentation were deter-
mined.

Operations like Rotate and Scale are allowable for cer-
tain data samples, however their usage assumes enlarge-

Loss Curves

ment of image palette to prevent the loss of fonts features.
Enlargement of image palette will cause the increasing of
required power supply, that is not appropriate for this type
of tasks when computer resources are quite limited.

Number of fonts that were collected and classified is as
follows: 826 fonts were classified by style, 664 — by weight,
1128 — by slope. The result of image generation and apply-
ing operations for image number augmentation and data
balancing is: 12754 images were classified by style (using 3
types of mirroring and letter reordering); 12074 images
were classified by weight (also with use of 3 types of mir-
roring and letter reordering); 4628 images were classified
by slope (using letter reordering and size modification).

The example of neural network training is given in Fig.
5. Figure shows that network has correct training, with
validation loss value is close to training loss value (i.e. there
is no retraining effect). Also, from plot the stochastic gradi-
ent descent appliance can be seen, with validation loss
curve that seems to roll down, hence it may be concluded
that configuration is advantageous. Values of Loss and
Accuracy functions for every data samples are given in
table 2.

Accuracy Curves

—— Training loss

\ —— Validation Loss
204\
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Loss
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Fig. 5 - Plot of Loss and Accuracy functions during the training of classification by style

Visualization method called Gradient-weighted Class
Activation Mapping was used to analyze and understand on
what basis neural networks establish the association of the

font with one or the other class [6]. It allows to represent
the areas that attract neural network attention and the
attention intensity with the heat map.
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Amount of data in samples and the result of network training e
Tr;i’;ieng Training images Testimages loss_train acc_train loss_test acc_test
By style 12274 480 0.09 0.924 0.12 0.909
By weight 11594 480 0.1 0.937 0.13 0.91
By slope 4168 460 0.08 0.946 0.1 0.938

SR-W-G-0-A

Fig. 6 - Heat map of class activation that is responsible for Decorative style recognition

aWoGR

Fig. 7 - Heat map of class activation that is responsible for Serif style recognition

Fig. 6 shows the neural network focuses attention on

unusual FasterOne font lines, that indicate the font belongs
to Decorative style. Activation in serif location areas that is

typical for Serif class is shown in fig. 7.

Analyzing of IndieFlower Script font from Guided Backpropagation

This method has allowed to examine activation for each
class. Examples of arguable points, where neural network
wasn't confident if the font belongs to one or the other
style, are presented below.

Table 3

RQWao

Style Confidence Neural network activation
-« 'IRGWA0
Decorative 0.46 E Gw a o
Serif or Sans-serif 0.0
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Table 4
Analyzing WireOne Sans-serif without Guided Backpropagation
Style Confidence Neural network activation
1 H"W
Serif 0.02 5 a U
— f
Sans-serif 0.44 .g JV\ aU
T )
Decorative 0.22 _J J Wa G
Script 0.33 1 Ewa U
Table 5

Analyzing Overpass Thin Italic font without Guided Backpropagation

Style Confidence Neural network activation
Italic 0.85
Non-italic 0.15 W i

To check the accuracy of dassification the Accuracy-
Checker module that assesses the percentage of correctly
classified fonts was developed. 100 fonts were collected for
each dassification by style, weight and slope. Module clas-
sifies the font using neural network and then compares its

dassification with the correct answer, then counts and
displays the percentage of the right answers. The result of
module execution is given in table 3.5. Comparison of net-
work training metric with conducted accuracy check is
shown in Fig. 8.

Table 3.5
The result of classification accuracy check
(lassification Test fonts (lasses Accuracy
By slope 100 2 96%
By weight 100 9 91%
By style 100 4 92%
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1,20
0,96
1,00 0924  0,9090,92 0937 091091 0,946—0;938
0,80
0,60
0,40
0,20
0,1 0,13 008 0,1

m B m B

By style By weight By slope

W loss_train acc_train Mloss_test Macc_test [ Accuracy

Fig. 8 - Comparison of networks training metric with their classification accuracy

Main results and conclusions. The main problem
of fonts classification consists in fuzziness of features
that allow to classify the font, and their strong variation.
In this paper the basic approaches of fonts classification
with relevant advantages and disadvantages were de-
scribed. After analyzing the approaches, it was decided
to apply neural network that takes the images with font
symbols as input. Neural network selects patterns (fil-
ters, features maps), to be considered in classification
process based on the teacher’s correct answers. Possible
use of alternative fonts classification techniques was
suggested, and the main related problems were de-
scribed.
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CUCTEMA KNTACUODIKALII LUPU®TIB 3A AONMOMOIO0 HEMPOHHUX MEPEXK

AHoTauia. AKTyanbHicTb Ta MeTa CTaTTi. MeTo JaHoi CTaTTi € AOCNIKEHHA Ta po3pobKa cucTemi Bi3yanbHoi Knacu-
dikauii Wpn¢Tis, WO AACTb 3MOry KOpUCTYBauaM eeKTMBHILIE NpawioBaT 3 WpudTamn, a came: 0bMpaT HeoOXiaHi
WpNUGTM BUKOPUCTOBYIOUM NONEpPeaHii nepernad, 3acTocoBYBaTH PisHOMAHITHI GinbTpu Ta 3acobu opranisauii wpudTis.
3aBAAKM cucTemi KnacudikaLlii KOpUCTyBayi 3MOXYTb LUyKaTy LWPNUPTI 33 HaxMNoM, 6a30BMM CTUNEM i Baroto, BiAnoBigHO
[0 iX JilicHOro BiAo6paxeHHA, LM CaMiM YHIUKAKUI NPobnemy HeKOPEKTHO BKa3aHNX CTIMIB.

MeToau gocnigKeHHa. B aaHili craTTi po3rnAHyTO OCHOBHI niaxoam Knacudikauii wpudTis, ix nepeBari Ta Hefoniku.
3BaXMBLUN PO3IAHYTI NiAXoAN, 6yno BUPILUEHO 3aCTOCYBATI HEMPOHHY MePeXy, Ha BXid AKOI HAAX0AATb 300paXKeHHsA 3
cumBonamn wpudie. HelipoHHa Mepexa niabupae natepHu (GinbTpy, KapTu 03HaK), Ha AKi C1if 3BepTaTh yBary npu
Knacudikawii, 3Baxaroui Ha NpaBWbHI BiANOBIAI BUMTENA. 3aNpONOHOBAHO MOXNUBE BUKOPUCTAHHA anbTepHATUBHMX
MeToAiB Knacudikaujii LupudTie 3 on1com ix npobneMHUX Miclb.

Pe3ynbtatin. (TBOPeHO ccTeMy Knacuikawii Komn'oTepHUX WPNQTIB Ha OCHOBI 3rOPTKOBUX HEMPOHHUX MepeX, Lo
[03BONIAE KNacuQikyBat WpndTin 3a Haxunom, 6a3oBMM CTUnEM i Baroto, BiANOBIAHO A0 iX rpadiuHoro BifobpaxeHHs.
BiacoTok KopeKkTHO KnacudikoBaHUX WPNQTIB CACTEMU: B BU3HAYEHHI Haxuny — 96%; B BU3HaueHHi 6a30B0ro CTuio —
92%, B BU3HaueHHi Barv — 91%. Po3pobneHa cuctema moxke 3aCTOCOBYBATUCH ANA BUPILUEHHA 3aay Knacudikauii Wwpnd-
TiB AK JONOMIXKHUIA IHCTPYMEHT BU3HAUEHHA CTPYKTYpU OLMGPOBAHIX AOKYMEHTIB, @ TaKOX Y AKOCTI cuctemin nigbopy
Wpn¢TiB AnA CTBOPeHHA An3aliHy. Buxogaum 3 pesynbTaty, MOXHA CyAUTH NPO YCMiLLUHe 3aCTOCYBAHHA HEPOHHIX Mepex
ANA BUPiLLeHHA 3aay Knacudikavii wpudris.

HaykoBa HOBM3Ha Ta NpaKkTUYHa 3HauNMiCTb. B poboTi bynu gocnigkeHHi 0CHOBHI NigxoAn Ao Knacudikawii wpndtis,
npoaHani3oBaHi ix Hefonikn Ta nepesari. byna nepeBipeHa eQeKTUBHICTb 3aCTOCYBaHHA HaraToLLIapOBIX NePLENTPOHIB Ta
3TOPTKOBUX HEMPOHHUX MepeX. EKcnepumeHTanbHUM WAAXOM BUABNEHI Hailbinbl onTMManbHi napameTpu Mojeneii
HelipoHHUX MepeX. byna po3pobneHa Ta iHTerpoBaHa B OpraHaii3ep cuctema Bi3yanbHoi knacudikauii wpudTie, wwo
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MpaLIoE Ha 3roOpTKOBMX HelipOHHMX Mepexax. [poBefeHi KOHTPONbHI TecTw, WO MifBepAMN BUCOKY TOUHICTb Kna-
cndikaLlii po3pobneHnx moaeneii HePOHHNUX Mepex.

Kntoyoei cnosa: mawiuHHe HABYAHHSA, 320pMK0BA HELPOHHA Mepexa, Knacugikayis wipugmis, kKnacugikayia 306pa-
XKeHb.
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CUCTEMA KNACCUOUKALUU LLPUDOTOB C MOMOLLbIO HENPOHHbIX CETEI

AHHOTaLMA. AKTyanbHOCTb 1 Lenb (TaTbi. Llenblo aHHON CTaTby ABAAETCA UCCNefOBaHINe 1 pa3paboTka CucTembl
BU3YanbHOM Knaccuukaumm wpudTos, YTo NO3BOAUT NOAb30BaTENAM dPPEKTUBHO paboTaTh €O WpUdTamK, @ UMEHHO:
BbIOMpaTb HeobX0AMMbIe LWPUThI, UCMONb3YA NPeABAPUTENbHDIIA NPOCMOTP, NPUMEHATL Pa3NnyHble PUALTPbI U CPeaCT-
Ba opraHmauum wputos. bnarogapa cucteme Knaccudpukaumm nonb3oBaTeNn CMOTYT MCKATb LWPUQTbI MO HAKMOHY,
06a30BbIM CTUIEM M BECOM, B COOTBETCTBUN C UX AeIACTBUTENbHBIM 0TOOpaXeHeM, TeM cambiM u3beras npobnemy Heko-
PPEKTHO YKa3aHHbIX CTUNEIA.

Metoabl uccnegoBanna. B gaHHoi cratbe paccMoTpeHbl OCHOBHbIE MOAX0Abl Knaccudpukaumm wpudTos, ux npemumy-
LLieCTBa 1 HeAoCTaTKM. B3BeMB paccMoTpeHble NOAXOADI, 6bI0 peLieHo NPUMEHUTD HeliPOHHYH CeTb, Ha BXOA KOTOPOIA
nocTynaioT n3obpaxeHna ¢ cumBonami Wpngtos. HelipoHHaa ceTb noabupaet natTepHbl (GUALTPbI, KAPTbI NPU3HAKOB),
Ha KoTopble CnedyeT 00paLaTb BHAMaHUe Npyu KNaccudpukaLum, yuuTbiBada npaBunbHble 0TBeTb yuutena. lpeanoxeHo
BO3MOXHO MCNONb30BaHMe aNbTepPHATUBHbIX METOA0B KnaccudpukaLmm WpnTos C on1caHnem ux npobaemHbIx Mecr.

Pe3ynbTatbl. (034aHHAA CUCTeMa Knaccupukaumn KOMNbIOTEPHbIX LWPUGTOB HA OCHOBE CBEPTOUHDBIX HEMPOHHbIX Ce-
Teil, N03B0NAET KnaccuduumposaTb WPUGTbI N0 HAKNOHY, 0a30BbIM CTUNAM U BeCaM, B COOTBETCTBIN C UX rPaduyeckum
oToOpaxkeHunem. lpoLeHT KOPPeKTHO KNaccUpULMPOBaHHBIX LWPUPTOB CMCTEMbI: B ONpeaeneHnn HaknoHa - 96%; B onpe-
feneHun 6asosoro ctuna — 92%, B onpepenennm Beca — 91%. Pa3pabotaHHas cucteMa MOXeT NPUMEHATLCA AA peLue-
HUA 3afa4 Knaccudukauum WpudToB Kak BCNOMOTraTeNbHbI HCTPYMEHT OnpefeneHina CTpyKTypbl OLMGPOBAHHBIX A0-
KyMEHTOB, a TaKXe B KauecTBe cucTeMbl nogbopa WpndToB And Co34aHuA Au3aiiHa. Ncxofa n3 pesynbrata, MOXHO Cy-
ANTb 06 yCnewHoM NpUMeHeHUN HeMPOHHBIX CeTeld AA pelLeHns 3aay Knaccudukaumm Wwpndtos.

HayuHaA HOBM3Ha ¥ NpaKTMYeCkaa 3HauUMOCTb. B paboTe Obinu MccnefoBaHbl 0CHOBHBIE NOAX0AbI K KnaccuduKawum
WpNUGTOB, NPOAHANU3MPOBAHDI UX HEZOCTATKI 1 NpenMyLLecTBa. bbina npoBepeHa 3P$eKTUBHOCTb NPUMEHEHNA MHOTOC-
NOIHBIX NepLenTPOHOB 1 CBEPTOYHbIX HEMPOHHBIX CeTeld. JKCepUMeHTaNbHbIM NyTem BbiABNeHbI Haubonee onTuMarnb-
Hble napameTpbl Mojeneil HeilpoHHbIX ceTeli. bbina paspaboTaHa u MHTerpupoBaHa B opraHaiisep cucTeMa BU3yanbHoNA
Knaccudukaumm Wwpndto, paboTaowwnii Ha HeMPOHHBIX CeTAX. [poBefeHHbIE KOHTPONbHbIE TeCTbl NOATBEPANIN BbICO-
Kyt TOYHOCTb KnaccudmkaLm pa3paboTaHHbIX Moaeneil HeliPOHHbIX CeTeld.

Kntoyeebie cnosa: mawiuHHoe 00yyeHue, (6epmMoYHAA HEUPOHHAA cemb, KNaccugukayus wpugmos, knaccugukayus
u300paxeHud.
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Abstract. The work out the developed method of interaction of components of distributed multi-level system of
detection of malicious software on the basis of decentralized and self-organized architecture in local networks. Its feature is
the synthesis of its requirements of distribution, decentralization, multilevel and self-organization. This allows you to use it
autonomously. The basis of the distributed distributed system is its structural components, which are represented by
autonomous software modules that can be in different states. The transition between module states is based on a defined
set of transitions. Interaction and communication between autonomous software modules is based on their presence in
certain states during operation and is determined by the rules of the developed method. Distributed system is a responsive
system that will monitor selected events. Each program module places a resident mechanism, the motive mechanisms for
the transition between states, the transitions between which are given by subsets of transitions, the data for which will be
formed using the technologies of artificial intelligence. In addition, the feature of the components of the system is the same
organization, which allows the exchange of knowledge in the middle of the system, which, unlike the known systems,
allows us to use the knowledge gained by separate parts of our system in other parts. The developed system allows to fill it
with subsystems of detection of various types of malicious software in local area networks. The method of interaction of
components of a distributed multilevel detection system of malicious software provides a procedure for communication
between parts of the system and the exchange of knowledge between them. It will be used to organize the interaction of
system components and maintain its integrity. In order to solve the problem of the direct detection of malicious software in
local area networks, methods will be applied that will be applied to the lower level of the system, which will include the
architectural features of the distributed system and the technology of detecting the malicious software-based software.
However, the developed method of interaction includes the ability to determine the state of a distributed multi-level
system, depending on the states of individual modules, and on its basis, in accordance with it will be decided on the further
operation of the system as a whole and its configuration. The method regulates the actions of the part of the system that
relates to the bundling software of the distributed system. The conducted experiments on the use of the developed
distributed system showed the possibility of attracting to the detection of the malicious software of computing power of
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other hosts of the local network. The obtained results of experiments show an increase in the reliability of the detection of

malicious software.

Keywords: malware, distributed multi-level system, decentralized system, computer systems, local area network.

Formulation of the problem. The growth of the
number of computer systems and the spread of information
technology in various industries and spheres, their integra-
tion into the global Internet network, as well as the grow-
ing opportunities for obtaining financial returns that ap-
pear at the same time, motivate malware developers to
increase and spread them [1, 2]. Trends in the development
of technology for the creation and spread of malware-many
of the security demonstrate an active expansion of the
technical capabilities of such tools. Modern malware is a
complex, multi-functional software system and complex
that is built using effective methods to create software and
malicious code spreading methods.

Distribution of malware in the information systems of lo
cial networks creates problems for users. Available means
of its appearance today do not meet the needs of users. This
is especially true of the task of detecting malware prior to
it, at the stage of its direct distribution. As a rule, detection
of malware comes from already after it was spread over a
period of time and was carrying out destructive actions. A
variety of antivirus tools that detect malicious software at
different stages of its operation are known to prevent its
full detection [1]. A special place is occupied by antivirus
products [3-7] that detect malware in local area networks.
They allow you to take advantage of an organization with
more computing power than individual computer systems.
They are mainly used in corporative networks of organiza-
tions and enterprises. Such network detection systems have
a centralized architecture used by malicious people to block
them, after detecting and blocking their centers.

Distribution of malware creates problems for users of
computer systems. Existing detection systems do not pro-
vide full detection. Therefore, the problem of developing
new methods and systems for detecting malicious software
is relevant.

Analysis of recent research and publications. For
network detection systems, methods have been developed,
which are possible mainly on the server or on corporate or
local networks. Most of these techniques are developed
using technologies and components of artificial

intelligence. As a rule, modern malware detection systems
contain sets of many methods and their combinations. This
is influenced by the growth of malicious software varieties.
Let's consider more well-known systems and methods for
detecting malicious software.

The known implementation of such detection systems
mainly has a single control center with a certain level of
centralization. These include: ESET Endpoint Security for
Windows Endpoint Protection in corporate networks [1],
Dr.Web CureNet! [2], Symantec Endpoint Protection [3],
Malwarebytes Endpoint Security [5], "Cisco® Network
Admission Control (NAC)»[6]. Kaspersky Administration Kit
[6] has implemented the principle of autonomous decision-
making in the network-based detection system. But in the
future, the administrator controls the decisions taken. This
indicates the presence of partial centralization in the
architecture of this network detection system.

Known malware detection tools are built on top-notch
methods that do not sufficiently take into account all the
stages of operation and possible structures, which reduces
the authenticity of the detection.

The authors of the paper [8] proposed a system of
identification and classification for megye cyber attacks. To
implement the system, a combination of different methods
of artificial machine learning, namely neural networks, the
immune system, neuro-physical classifiers and the method
of reference vectors, is proposed. A distinctive feature of the
proposed system is the multi-level analysis of network
traffic, which makes it possible to detect signature attacks
and combine a set of adaptive detectors based on machine
learning techniques.

The system for detecting cyberattacks on the basis of
the involvement of neural network immune detectors is
presented in [9]. The decision on the possible impact of the
malicious software is carried out with the involvement of a
system of neural network detectors based on the algorithm
of Mamdani.

The system of detection based on the selection of
characteristic features of the flow of the program is
presented in [10]. The proposed system involves building a
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graph of the flow of malware control, and then converting
it into a vector pro-stripe.

In [11], the authors identify a coordinated form of
organized cyber attacks in botnet components, in which
they conduct synchronized attacks in the form of groups.
The similarity of the activities of cooperative groups is used
as an effective measure for distinguishing bots from
ordinary users. In this paper an approach is proposed for the
analysis of behavior based on the histogram. To determine
the number of web requests and their diversity over time
using HTTP bots. As a result, the detection method is based
on the correlation analysis of communication histograms
designed to detect HTTP Botnets based on the similarity
and correlation of their group activity.

The development of methods without taking into
account the fundamental features of bot network
architectures, allows attackers to bypass the tools that use
typical representations. Sys-theme of modeling agents of
various architectures of botnets, taking into account the
various mechanisms of their functioning, is presented in
[12]. It is based on the need to take into account the
specialties of construction and structure. This is important
for gathering the characteristics of botnets.

The botnet detection system presented in [12] is based
on the analysis of traffic, and tac-toe modifications of the
methods are oriented on comparing the results of the
analysis of traffic with templates of the base of anomalies.
The disadvantage is the need for a constant analysis of
traffic and the allocation of important characteristics that
may vary by intruders. This does not take into account the
architecture of the botnet and packet blocking in the future
does not guarantee their repetition.

In [13-14], detection methods are based on signatures.
The results are applicable to known bots. They provide for
control of each package and compare them with pre-
configured signatures and attack patterns in the database.
The common disadvantage of these methods is the need to
update templates, which affects the system's failure to
display new botnets or their nodes.

The analysis showed that for detecting malware,
known systems carry out analysis of network traffic, audit
files, packets transmitted over the network, checking the
configuration of open network services. To establish the
fact of a violation of the work of the systems, various
methods of motor training are used, namely, neural

networks, artificial immune systems, the method of
reference vectors, Bayesian networks, and fuzzy clustering
[8-14]. The main disadvantage of known systems is their
host-oriented approach to detecting malicious software,
and for network detection systems, the presence of
centralization in decision-making or maintenance.

Therefore, further development of the theory and
practice of creating distributed systems for detecting
malware is a topical scientific and technical problem.

The aim of the study. In order to effectively apply
malware detection methods and means, it is necessary to
develop a system that includes a sufficient number of
implemented effective methods in the form of appropriate
subsystems, has a potential for upgrading and takes into
account future development trends as antivirus agents, and
malware.

The purpose of the work is to develop the theory and
practice of creating distributed multilevel detection
systems to increase the reliability of malware detection in
computer systems of local networks based on
decentralization and self-management. Multilevelness
involves the inclusion in the system of different detection
methods and their placement at different levels. Self-
organization serves as the basis for the functioning of a
rolled-up system with decentralized architecture.

The need for distributed multi-level detection systems
for malware-malware detection in local computer systems
is needed to attract other local area network hosts for the
detection process. This will increase the reliability of its
detection.

Presentation of research material. In order to
increase the authenticity of the detection of malicious
software, it is proposed to use decentralization of the
system in distributed systems in local networks and to
apply the developed method of interaction of the
components of the distributed detection system of the
malicious software to coordinate the components of the
system. It establishes the order of communication between
the components of the system and the exchange of
knowledge between them based on the security levels of
the system. They are dynamically determined at certain
moments of time. It will be used to solve top-level tasks of
the interaction organization. Only for the organization of
the interaction of components of the system and the
presentation of its integrity. To solve the problem of
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directly detecting malicious software on local networks,
methods will be applied that will apply to the lower level of
the system. They will include the architectural features of
the distributed system and the technology of detecting
malicious software. The generalized scheme of the main
components of the distributed system in local computer
networks is shown in Fig. 1/ Architecture of the distributed
multilevel detection system of the malicious software is
presented in [16].

The architecture of a distributed multi-level
system based on decentralization and self-
organization to detect malware. Taking into account
that the malware detection process will be conducted on
local networks, the choice of the model of the system's
operation should involve the inclusion of information from
all computer systems of the local network, that is,
placement in all computer systems of the system. This is
necessary to increase the efficiency and reliability of

detection by taking into account information on the state of
other computer systems for decision-making in a particular
computer system. These basic requirements that a system
should be placed on the network in each computer system,
affect the choice of model of its architecture. Also
important for such systems is that the center of decision-
making of the system is not presented and identified
unambiguously, since its detection will lead to an attack on
it to remove the entire system from the working state. The
system should be constructed so that its components in the
computer systems of the local network communicate
effectively with each other for the exchange of information
about the state of the computer systems in order to provide
additional information for decision-making. In addition, the
malware detection system must be structured accordingly
in order to be able to grow and increase it should not slow
down the detection process.

1st level 1st level 1st level
functions functions i functions
2nd level 2nd level 2nd level
functions functions e functions
HE BN H BB HE B R H E N
functions functions functions
of m level of m level - of m level
Decision making | Decision making Decision making
by module 1 by module 2 e by module n
Centers of decision making system
Module 1 |  Module 2 | | | Module n
Organizétion of interaction with the use of protbcols
Module 1 | Module 2 | " m | Module n
Formation of system architecture
Module 1 |  Module 2 | | | Module n

Fig.1 The generalized scheme of the main components of the distributed system

Structural components of the built-in distributed
system appear as autonomous software modules. They can
be in different states. The transition between module states
is based on a defined set of transitions. Interaction between
standalone software modules. It is based on their presence
in certain states during operation. Distributed system is a
responsive system that will monitor certain events. Each
program module contains a resident mechanism, moving
mechanisms for the transition between states.

Since the detection system is distributed, multilevel,
decentralized and self-organized, then it is necessary to
establish rules for its functioning and its components.

Method of interaction of components of
distributed multi-level system of detection of
malicious software on the basis of decentralization
and self-organization. The method of component
interaction supports the integrity of the system, changes its
configurations, establishes the order of communication
between the components of the system and the exchange
of knowledge between them. It will be used to solve the
tasks of organizing the interaction of components of the
system. To solve the problem of the direct detection of
malware, software will apply methods that are related to
the lower level of the system, which will include the
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architectural peculiarities of the distributed system and the
technology of detecting the malicious software.

Initial conditions for work The distributed system
according to the method of interaction of its components
are as follows: the launch of the software module in a
specific host is successful but successful; no less than in the
two systems of the network, the start function was
successful;  programm  module has already been
preinstalled successfully. Then, the following protocols that
occur on the network that are related to the functioning of
the system, will be presented by some steps:

1) determining the states of program modules;

2) processing responses from the software module to
the sent packages;

3) software uncertainty processing associated with the
absence of responses to sent packages;

4) scanning a given port computer systems;

5) assessment of the status of the software module and
its verification between the rest of the software module
distributed multi-level system at the stage of the exchange
of messages;

6) determining the state of a decentralized distributed
system;

7) making a decision on the further work. distributed
multi-level system in general on the basis of studying its
state by software modules;

8) the removal of the active software module from the
distributed multi-level system as a result of switching off
the software module;

9) events that activate methods for detecting malicious
software, affect the state of the state of the software
module distributed by the distributed multi-level system;
to carry out research of other computer systems for the
presence of similar activities and exchange of received
results;

10) processing and optimization of statistical data
accumulated in the system by each module separately;

11) knowledge sharing in the middle of a decentralized
distributed system;

12) joint execution of tasks with components
distributed multi-level system;

13) the work is distributed by the basis system,
consisting of only one component of system;

14) additional work of the distributed multi-level
system with new software module.

Determination of the states of program modules
distributed multi-level system. Determination of the status
of each software module in the computer systems , in
which the distributed multi-level system at the stages of
the start of the software module during its initial
installation, with daily loading of the computer systems,
during the functioning of the computer systems and at the
completion of the computer systems. Determination of the
status of the program module in the computer systems
includes verification of the computer systems, its software
and directly the level of activity of the software module
itself. Inclusion of information in the internal bases of each
software module of the system. Comparing the results of
scanning the computer systems with the previous scan
results for a certain period stored in the scan database. If
the scan results do not match the previous, then the
computer systems is blocked and a corresponding message
is displayed. If the basic scan settings match, then the
software module continues to work. Preparation and
formation of the message about your condition by each
module of the system. Entering a package message into the
software module (sent and received). Sending message
packets about your condition to all other parts. distributed
multi-level system in accordance with the specified registry
of software modules of the system and computer systems
in which they are located. Saving information about events
by the numbers and addresses of program modules
distributed multi-level system, which are included in the
database of software modules of the remaining computer
systems during installation.

Processing responses from the software modules
computer systems to the sent packages. Receive responses
to the sent message about the status of the software
module. If the submitted package was delivered
successfully, then the corresponding response is sent, and it
will necessarily be received separately after the first packet
sent from all components of the system. Expecting a
response by the program module of the system occurs at a
given time interval, which is calculated at the initial
installation of the system and takes into account the
technical capabilities of the network at the speed of packet
transmission, and also certain criteria can be entered, the
execution of which indicates the need to wait for the
message on the sent package, rather than switching to next
step. Taking into account the disabled computer systems
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that contain the software modules distributed multi-level
system and in which the software modules are not active,
to assess the state of integrity the system is distributed and
its structure at certain moments of time. Receiving
responses from everyone registered in the distributed
multi-level system, a software module from the rest of the
computer systems on the successful receipt of their package
with a statement of their status from all software modules
distributed multi-level system. Conduct analysis of received
answers from the software modules of the remaining
computer systems and analysis from which the computer
systems received replies, but not received. Processing of the
response to the successful receipt of the package with the
message about the status of the program module, which
sent this message to all the rest of the software modules
with distributed multi-level system, from a certain number
of software modules and determination of those from
which no response was received. Processing of the event,
which consists in not receiving the response from
anysoftware modules in the established time requirements.
Adding the received information to the module's message
base. Formation or confirmation of integrity distributed
multi-level system with active program modules. For each
package, which is formed after the computer systems is
turned on and sent to the rest of the computer systems, it is
mandatory to receive the application and to include the
software modules in the register of the active software
modules distributed multi-level system.

Processing by the program module of uncertainties
associated with the lack of responses to sent packages. If
the response to the sent packet from a given software
module of a particular computer systems is not received
within a specified time interval or the definition of such a
fact by other criteria, then scan the required port of a given
computer system. If the answer is received that the packet
was not delivered due to crashes in the transfer system,
then retry sending the packet to the specified computer
systems.

Scan a given port computer systems . The port number
through which the exchange of messages between
program modules is defined during configuration when the
software module is installed in the computer systems.
Additionally, several more ports can be installed as backup
to improve system durability. If the port scan is successful,
that is, the port is accessible, then the mark in the database

of sent and received messages is made and the software
modules for this computer systems goes into the packet
waiting state from it. Otherwise, that is, if the scan is
unsuccessful and indicates that the port is unavailable, that
is, the port is closed, then a mark is made in the database of
sent and received messages and the software modules on
this computer systems goes into the standby state of the
packet from it. If the explored computer systems is off, in
this case, make a backup of ports in turn. If the scan
response is negative, then the software modules goes into
the state of waiting for results from such a computer
systems; otherwise, a result of such a result is being tested
with other active software modules that have already been
generated by the distributed multi-level system.

Evaluation of the status of the software module and its
verification between the rest of the software module
distributed multi-level system at the stage of the exchange
of messages. Processing of events for the software module,
which sent packets to all computer systems: for the sent
packet the response was not received; After the port is
scanned, the response in the form of a result is not received
or received, which is open. Then the software module
monitors its result with the results of the rest of the
computer systems. For this purpose, a request is made in
the form of a package of the rest of the software modules,
besides the subject, who must send a confirmation of their
work, on the state of the program module under study. In
order to carry out the research on the instructions of one
selected software module, the software module is
distributed, the rest of the software module sends him one
packet of his condition and processes the replies from him.
Submit the research results of the selected software
module to the requested module. Processing the results of
the study of the selected software module. If the software
modules received the same response from the module
under study as the software module that activated this
validation event, then all the software module of the
distributed multi-level system consider that the module
under study is not yet active and continue to wait for the
packet from it when the computer systems is turned on.
The explored computer systems can be excluded, then all
the software module will receive the same response. If
program modules received different responses from the
study module or received a certain part and the other
received no other answers, as well as the software module
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that activated this validation event, then all program
modules notify the administrator about this event, issue a
message to their computer systems screen, write in their
registry of extraordinary situations and reduce the
distributed multi-level system for one software module.

Determine the state of a distributed multi-level system.
After a certain time set by the administrator, program
modules determine the state of the distributed multi-level
system with a certain periodicity in time or upon occurrence
of critical events in the computer systems. The software
module is distributed by the state-of-the-art system by its
level of security. Each software module individually after
the start determines its own state and in subsequent work
it changes depending on the functions performed.
Preparation and formation of a package with the
notification of its status to each software module system
and sending it from each software module to the remaining
active software module. Conduct confirmation of the
successful delivery of the package to each software module
from the rest of the software module.

To determine the state of safety, distributed multi-level
system, we use the data at the current time from its
software modules: the state of each software module from
the beginning of the current start, the time spent in each
state of the same software module, the levels of security in

each state of each software module. Calculation by the
formulas (1) and (2) of the state is allowed by the
distributed multi-level system by each software module on
the basis of the received data from all active software
module. The division into the system is carried out in two
stages. At the first stage, the level of defecation will be
distributed by the state-of-the-art system by the formula 1:

— Z?=1( 1- Y5, ks1* Ps,i)

Rb,PBC,l - n ’

(1)

where Ry, ppc1- the level of security distributed
multi-level system, defined in the first stage, b -
security designation, [ - the number of the software
module, n - number of software modules, distributed
multi-level system, kg; - the threat factor to be
affected by the software modules, s - the status of the
software modules, [0; 1] - the value of which is
determined from the segment, depending on which
functional imposition is laid down in a certain state,
Ds,1 - the probability of being affected, m - number of
states of the software modules.

By the formula 2 distributed multi-level system
determines its center at the moment, as well as, based on
this value, the allocation of critical software modules.

0, if the condition is fulfilled 1

g(Rb,pBCJ, K, s,s.ppc ) = 41, if the condition is fulfilled 2,

(2)

2, if the condition is fulfilled 3

where g(Rp ppc1, K, S, Seppe ) - the function of
determining the further steps for distributed multi-level
system, Ry, ppc,1 - security level distributed multi-level
system , received in the first stage by the formula 1, k -
number of active software modules from the total number
n, s - state number, s = 1, 2, ..., m, m - number of
states of the software modules, s pgc - average value for
distributed multi-level system based on a set of states of its
software modules. The conditions for specifying the
function g are presented in the table. The total number of
such cases can be 64, since there are four cases for the level
of security, two cases for the number of software modules,
which are included in the center distributed multi-level
system at the current time, eight for attributing the center
to one of the states due to the study of its deviation.
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Under condition 1, if (R ppc1, K S, Seppe ) =
0, then distributed multi-level system continues to work in
the mode when its software modules works in the states in
which they were. In this case, no action is taken on the
handling of situations in certain selected computer
systems.

When the condition 2 is fulfilled, if
9(Rypsc kS, Sepsc ) =1, then  distributed
multi-level system continues to work in the mode when its
software modules works in the states in which they were.
And also, the distributed multi-level system immediately
notices program modules for which additional clarification
is required regarding the tasks that are performed at the
current time.
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if

When
9(Rupsca kS, Scpsc ) = 2, then  distributed
multi-level system goes to the second stage of refinement
of its state based on the involvement of the time

the condition 3 is fulfilled,

characteristics of the states of all the software modules.

If the likelihood of being affected by the malicious
software will affect not only the software modules or their
impact on these modules is insignificant, it does not allow
you to determine the state of the distributed multi-level
system as critical. Such a case is possible when the study in
the first stage, due to the definition of the average value
and its subsequent use, was low due to the short time from

Ps,j<1

1 / m
Rpppc2 = 2 \ s=1<

Ws,j

1= =1, (1 - psy)

n
Zj=1 Ws,j

the last launch of the software modules or the need for its
averaging into eight states. But it may turn out that many
software modules have been or were in the same state for a
long time, but the use of criteria of the first phase does not
distinguish them. Therefore, to take into account such
boundary features, we select the probability of being
affected by the malicious software for the distributed
multi-level system in certain specified states and we
evaluate the such cases at the second stage of the study.
For the second stage of the determination of the state
distributed multi-level system, the general formula 3 of the
definition of the level of security will look like:

t .
n m S,J]
A
t5j>0, S=1°S,J
W, j>0

n
Zj=1ts,j

> + X5t ((1 + k) *

Z?;1Ws,j

where Ry, pgc2 - the level of security distributed
multi-level system determined at the second stage, b -
refer to safety, s - the number of software modules of
distributed multi-level system, o - the number of software
modules distributed multi-level system, 1m - the number of
states of software modules, k - rate risk of being infected
with malware, s that state software modules, the value of
which is determined from the segment, depending on
[0; 1] which functional load is laid in a certain state, py ;
- the probability of being affected malicious software, wy ;
- number stays with the number of software modules j in
thestate s, i = 1,2, ...,n, tsj - the total time spent
with the number of software modules in the state. Values
Ds,j are obtained on the basis of the results of the
operation of the installed in the program modules of the
subsystems of the detection of certain types of malicious
software.

Pinging status message distributed multi-level system
of each software module with the rest of the system
software modules. Analysis and processing of results each
software modules of distributed multilevel system. If all
software modules calculate state distributed multi-level

m n .
s=12j=1 Ws,j

: (3)

)

m n .
Ygt1Xj=1ts

system the same, then the system continues to work.
Results of checking on the status of a distributed multi-
level system match, then sent a message of each software
module to all other modules. This information is stored in
the internal register of events. If you find that at least one
of the software modules will respond to all the rest that he
received from a module result is different from his, and
their, then it indicates a message for all program modules
number of the software module and its result, which is
different from the general results. In this situation, all the
software modules, in addition to which different from other
results, the team sent him to lock the computer systems
and output messages cause the lock on the screen, and they
block the flow of any packages from it and withdraw it from
the registry system. distributed multi-level system continue
to operate, but each program module will display on the
screen computer systems message number and status of
software modules, which removed. If you find that a
software module received from all the same value of the
system, but it does not match the calculated it while he
sent all its value, while the software module blocks and
issues outlet computer systems situations message on the
screen. If parts of software modules distributed multi-level
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system received packets to then start the implementation
of procedures to determine the reasons for not receiving
messages. After processing these events continue the work
program modules.

The decision on the future work of the distributed
multi-level system as a whole based on a study of the state
of software modules. Determining the level of each system
based on levels of software modules, their distribution by
groups at risk of being affected, that is defined levels of
threats and a decision on further work-based system results
in function 3 and Figure 4. If the state distributed multi-
level system, defined as such that the degree of safety is 0-
30%, while blocking software modules to implement all of
the computer systems and notify the administrator. This
event may also occur upon availability in the system of a
large number of software modules, which are at levels 2 or
3foralong time. If the state distributed multi-level system,
defined as having security level is 30-75%, while blocking
only those make computer systems, program modules
which indicates the classification of the computer systems
to the level of 0-30%, to inform the administrator and
transfer system status on the amount of computer systems
remaining. If the state distributed multi-level system,
defined as having security level is 75-100%, while they
explore the computer systems, in which the security level is
less than 75% for a long time. If you exceed the time limit
expired to combat the threat, then make blocking software
modules of the computer systems, inform the administrator
and proceed without remote software modules. If the state
distributed multi-level system, defined as having security
level is 75-100% and after study of the computer systems,
in which the security level is less than 75% for a long time,
they are not found, then continue.

Removing the active software from distributed multi-
level system as a result of disabling the computer systems.
If one of the computer systems turns off, then its program
module tells the rest of the modules and only then there is
a shutdown.

Events that activate methods for detecting malware
affect the state of the state of the software modules
distributed multi-level ~system. Investigating other
computer systems for the presence of similar activities and
sharing the results. When switching to the software
modules level 2, the method of detecting file malware
based on the agent approach and the fuzzy conclusion and

the method is based on the distribution of access in the
network and the attraction of additional computing
components of the network. When switching the software
module to level 3, the method of detecting botnets or the
method of detecting exploits is used.

Processing and optimization of statistical data
accumulated in the system by each module separately.
With a small load of computer systems and the absence of
other tasks that are related to the need to stay program
module at level 2 or 3, and long-term in the state of 1, the
software modules goes to level 4 and researches the
accumulated statistical data. In particular, it monitors and
analyzes the launch procedure of the software modules in
comparison with other computer systems programs and the
time it starts for a certain period of time. Processing such
data includes the calculation of the main statistical
parameters: the definition of the average value, the
variance and the mean square deviation. Implementation
of optimization of accumulated statistical data in the bases
of software modules. If there is a calculation and a
significant deviation is detected, data optimization is not
performed, the computer systems is blocked and the
administrator notifies.

Knowledge sharing in the middle of a distributed
multilevel system. The results obtained by one software
module distributed multi-level system, which relate to the
detection and localization of the malicious software, are
generated in a package and sent to other software modules
on the network that use these results to verify their
computer systems.

Compatible completion of the match problems
distributed multi-level system. Collective execution of the
tasks related to the detection of the malicious software by
increasing the computational resources for the software
module by sending a part of the tasks to other computer
systems for the investigation of the malicious software, in
which there are suspicious behaviors. In particular, the
involvement of other computer systemsprocessors in the
software modules of the processor's work to encourage the
manifestation of the malicious software. Preparation and
submission to other software modules of the results
obtained.

The work is distributed multi-level system, consisting of
only one software module. If the distributed multi-level
system remains in one of the software modules, due to the
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correct completion of the work of the other software
modules, then it goes to the limited use of its capabilities
and can move from the first level to the other, with limited
capabilities. After the next new launch, the system is in this
software modules, it is compulsory to check its status,
provided it goes to level 2, remaining one in the system.
Thus, every last running software modules during a new
run is distributed by the host system so is checked.

Replacement distributed multi-level system with new
modules. Computer systems that will turn on later will
rebuild the system by expanding it. Each software module
of the computer systems will mail packets to other software
modules.

The use of the developed method allows organizing the
maintenance of the integrity of the system and the transfer
of knowledge received by separate structural components
of a decentralized distributed system software modules to
other components. The developed method is the basis for
developing a bundle of software for a decentralized
distributed detection system for malicious software in local
computer networks based on its security level.

The developed method of interaction of components of
the system allows to support the work of distributed multi-
level systems and their integrity in local area networks.
Based on it, a distributed, multilevel system is developed
that allows it to be filled with the implementation of
various methods for detecting malicious software and apply
a network component to them when detected.

Experiments. A developed method for the interaction
of components distributed multi-level system and imple-
mented methods for detecting file malicious software was
tested experimentally. The experiment was conducted on a
local network. The results of the system have been saved to
log files. To carry out the experiment, a network of 20 com-
puter systems was involved. Each computer system was
equipped with a virtual environment based on Qemu,
which was activated by the software module of the devel-
oped system for investigating allegedly malicious behavior
and receiving API functions calls. The study of executable
programs was carried out in three stages of their function-
ing: access to the computer systems, activation and imple-
mentation of the established functions. Each software
module has used the database of behavioral models of the
malicious software program at its various stages of opera-
tion. In order to calculate the authenticity of the malware

file detection, the following experiment was conducted
with different types of file malware: file (simple) viruses,
polymorphic viruses, metamorphic viruses, and Trojan
horses. There were generated 600 software objects with
the functional load of the four types of files under consider-
ation, each containing 150 malicious software. Each of the
generated variations of metamorphic viruses used the main
techniques of confusing the code: inserting garbage com-
mands, using equivalent instructions, and moving the
instruction blocks. Signatures of the generated file mali-
cious software are absent in the databases of the signal
round. All program objects were divided into groups for
specifying how they would enter the computer systems to
take into account all possible ways of penetration into the
computer systems:

1) program objects copied to the hard disk of each
computer systems;

2) program objects loaded on flash drives and connect-
ed to each computer systems;

3) program objects downloaded to a pre-created web
site;

4) program objects archived and sent to previously cre-
ated electronic addresses;

5) program objects are downloaded to pre-created ftp-
servers of all computer systems.

The launch of the generated program objects was
carried out by a special program, which was installed in
each computer systems and launched one software object
from the malicious software in each computer systems at a
time. Then everything was repeated to select another
software object. Running useful programs in all computer
systems was not performed. After turning on all the
computer systems, the operation systems and all the
programs that are scheduled to start automatically are
loaded. All computer systems contained the same hardware
and software.

The results of the conducted experiment and the
assessment of the authenticity of the malware detection
Distributed Multilevel System [16], in which the methods
are implemented, is presented in Table 1. In addition,
according to the results of the experiment, the number of
software module that were involved in the study
throughout the experiment and the number of software
module that were blocked by the rest of the software
module of the developed system during the detection were
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also determined. This confirms the use of the rest of the  detecting the malicious software of individual software
components of the distributed system in the process of  module.

Table 1
Experiment results for malicious software misleading the software
The number of Number of software
software modules
Number of that were in- modules that were
Software objects with explicitinside | programs Percent . blocked by the rest of
. : volved in the
malicious software detected as detection,% the software modules of
- study of the
suspicious . the developed system
whole experi- . .
during the detection
ment
File viruses 150 146 97,3% 0 2
Polymorphic viruses 150 134 89,3% 57 7
Metamorphic viruses 150 138 92,3% 24 3
Trojan programs 150 128 85,3% 2 5
Total 600 546 90,9 20,75 57

The following known anti-virus tools were selected  sion 11.0), Microsoft Security Essentials (version
for benchmarking: ESET Smart Security (version  4.11.15063.446), Avira Antivirus (version 10.0). The
10.1.204.0), Avast (version 17.5.2303), Comodo Antivi-  results of the developed Distributed Multilevel System
rus (version 8.2.0.4674), Kaspersky (version 17.0.0.61),  for detecting malicious software are presented in the
McAfee Internet Security (version 10.1.0), Dr.Web (ver-  diagram in Fig. 2.

700 97,3 98 =
N 90,9
600 96

wn
o
o

IS
o
o

Number of samples
w
o
o

200
100
0
File viruses  Polymorphic Metamorphic Trojan Total
viruses viruses programs
malicious software B Number of programs detected as suspiciousi

Fig. 2. Experiment results
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The results of experimental studies using the developed
Distributed Multilevel System based on the method of
organizing the interaction of its components are confirmed
by the fidelity of the scientific principles of the developed
methods and the efficiency of the architecture of the dis-
tributed multilevel system. Its implementation increases
the authenticity of the detection by 5-12% in the network
representation compared to the host, and by 2-4% com-
pared with the existing network firewall detecting the file
new malware.

Conclusions. Using the developed method of
interaction of components of the system allows organizing

the support for the integrity of the distributed multi-level
system and the transfer of knowledge acquired by the
individual structural components of the system software
modules of the remaining components. The developed
method is the basis for developing a bundle of software
distributed multi-level decentralized system of detection of
malicious software.

The direction of further research is the development
of new models of malicious software, the detailed
structure of the distributed multi-level system, its states
and filling subsystems of detection of various types of
malware.
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OPTrAHI3ALIA B3BAEMOAII KOMMOHEHTIB PO3MOAUIEHOI BATATOPIBHEBOI
CUCTEMW BUABJIEHHSA 3JIOBMUCHOIO MPOrPAMHOIO 3ABE3MNEYEHHA
HA OCHOBI PIBHIB iX BE3MNEKU

Y poboTi npeacTaBneHo po3pobneHnit MeToa B3aEMOZAIT KOMMNOHEHTIB Po3noAineHoi 6aratopiBHeBOT CMCTeMI BUAB-
NIEHHA 310BMIUCHOTO NporpamHoro 3abesneueHHa (3M13) Ha 0CHOBI AeLEHTPANi30BaHOI Ta CAMOOPraHi30BaHOi apXiTek-
TYPU B OKANbHIX Mepexax. [i 0COBAMBICTIO € CUHTE3 B Hili BUMOT PO3MOAINEHOCTI, AeLIeHTPani30BaHoCTi, 6aratopiBHe-
BOCTi Ta camoopraHi3oBaHocTi. Lle 103BonsAe BUKOpUCTOBYBaTH ii aBTOHOMHO. OCHOBOK MOOYZOBaHOI po3nofineHoi
CMCTeMU € Ti CTPYKTYPHI KOMNOHEHTH, AKI NpefcTaBAA0TbCA aBTOHOMHUMI NPOrPaMHAMI MOAYNAMM, L0 MOXYTb
nepe6byBaTy B pi3HUX CTaHax. llepexig MiX cTaHaMu MOAYNIB 3[INCHIOETbCA HA OCHOBI BIU3HAYEHOT MHOXWHI Nepexo-
AiB. B3aemogia Ta cninkyBaHHA MiXk aBTOHOMHUMI NPOTPaMHUMI MOAYNAMN 0A3Y€ETbCA HA OCHOBI iX NepebyBaHHA B
MeBHNX CTaHax Mif Yac ekcnyaTawii Ta BCTAHOBMIOETbCA NpaBunamu pospodneHoro metogy. Po3noginena cucrema €
pearyluoi Cucremoro, AKa 34iNCHIOBAaTUME MOHITOPUHT BU3HAYEHUX NOZii. KoXeH nporpamHuil MOAYNb MiCTUTD pe-
3UAEHTHUI MEXaHi3M, PYLLiiHi MeXaHi3MI AN Nepexody MiX CTaHami, NepexoAn Mix AKAMN 3a[alTbCA NiAMHOXK-
HaMi nepexoAiB, AaHHi AnA AKX GOpMyBaTUMYTbCA 3 BUKOPUCTAHHAM TEXHONOFIN WTYYHOro iHTenekTy. Kpim Toro,
0C0OMMBICTIO KOMMOHEHTIB CUCTEMN € TaKa CaMOOPraHi3aLlis, WO JA€ 3MOTY 34iliCHI0BaTA 00MiH 3HAHHAMM B CEpefuHi
CMCTeMU, AIKa Ha BIAMIHY Bif BiJOMMX CUCTEM [J03BONAE BUKOPUCTOBYBATU 3HAHHA OTPUMAHi OKPeMUMI YacTUHAMK
CMCTeMN B iHLWLMX YacTUHaX. Po3pobneHa cuctema [03BONAE 3[iIACHIOBATY i HANOBHEHHA MiACUCTEMAaMU BUABNEHHA
Pi3HOrO TUMY 3NOBMUCHOTO NPOTPaMHOr0 3abe3neyeHHA B NOKaNbHUX 06UNCOBaNbHIX Mepexax. MeToa B3aemogii
KOMMOHEHTiB po3nogineHoi 6aratopiBHeBoi cuctemu BuAgneHHaA 3013 BCTaHOBMIOE NOPAAOK 3[ilCHEHHA KOMYHiKavii
MiX YacTUHaMN CMCTeMN Ta 0OMiIHY 3HaHHAMN MiX HUMN. BiH 3aCTOCOBYBaTMMETbCA ANA OpraHi3avii B3aemogii Kom-
MOHEHT CUCTEMN i NIATPUMKM T LinicHocTi. [InA BupiweHHA npobnemu 3 6e3nocepeaHboro BABneHHA 3M13 B NoKanbHUX
00uMCTIoBaNbHMX Mepexax 3acToCoBYBAaTUMYTbCA METOAMN, AKi BIAHOCUTUMYTbCA [0 HUXKUYOTO PIBHA CUCTEMM, LU0
BK/KOUATUMYTb apXiTeKTypHi 0cObNMBOCTI po3nofineHoi cuctemu i TexHonorii BuasnexHa 3M13. Mpote po3pobneHwuit
MeTOA B3aEMOAii BKIOYAE MOXUBICTb BU3HAYEHHA CTaHy PO3NnoAineHoi 6araTopiBHEBOI CUCTEMU B 3aNeXHOCT Bif
(TaHiB OKpeMuX MOAYNIB Ta Ha 1A0ro OCHOBI 3riiHO HbOro NPUIAMATUMYTHCA PiLUeHHA NPo noAanbluy poboTy cuctemu B
Linomy i i koHirypauito. Metoa pernameHTye Aii Ti€i YaCTUHN CMCTEMU, AKa BIAHOCUTLCA 0 3B'A3YI0YOT0 NPOrPamHo-
ro 3abe3neueHHa po3nogineHoi cuctemu. NpoBefeHi eKcnepuMeHTH 3 BUKOPUCTAHHA Po3pobeHoi po3nogineHoi cuc-
TeMU MOKa3ani MOXNMBICTb 3anyyeHHA [0 BuABReHHA 3[13 06uncnioBanbHUX NoTyXHOCTeN iHWKUX KC nokanbHoi Me-
pexi. 0TpumaHi pe3ynbTaTh ekcnepuMeHTiB NOKa3ylTb NifBULLEHHA JOCTOBIPHOCTI BUABNeHHA 3113.

Kntoyoei cnosa: 3108mucHe npozpamye 3abesnederHs, po3nodineHa 6azamopieHesa cucmema, 0eyeHmpanizo8aHa cu-
cmema, Komn'omepHi cucmemu, I0KANIbHA Mepexa
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OPFAHU3ALNA B3SAUMOLENCTBUA KOMIMOHEHTOB PACMNPEAENIEHHON
MHOIOYPOBHEBOW CUCTEMbl OBHAPYXEHS BPEJOHOCHOIO MPOrPAMMHOIO
OBECNEYEHNA HA OCHOBE YPOBHEWN UX BE3OMACHOTU

B pabote npeactaBneH paspaboTaHHblii MeTOA B3aUMOAEIACTBIAA KOMMOHEHTOB pacnpeaeNeHHol MHOr0ypoBHEeBOI
cucTeMbl 06HapyXKeHUA BpeAoHOCHOro nporpaMmmHoro obecneyenua (BI0) Ha ocHOBe AeLeHTPann30BaHHOM 1 CaMoopra-
HU3YIOLLIeICA apXUTEKTYPbl B TOKANbHbIX CeTAX. Ee 0C06eHHOCTbIO ABNAGTCA CUHTE3 B Heli TpeboBaHNIA pacnpeseneHHOCTH,
[eLieHTPANN30BaHOCTA, MHOTOYPOBHEBOCTM 11 CAMOOPTraHN30BaHHOCTM. ITO MO3BONAET WCMOMb30BATb €e aBTOHOMHO.
OCHOBOI# MOCTPOEHHOI pacnpefeneHHON CMCTEMbI ABAAETCA ee CTPYKTYPHbIE KOMMOHEHTbI, KOTOpble MpeACTaBAANTCA
aBTOHOMHBIMU NPOrPAMMHBIMI MOAYNAMIA, KOTOPbIE MOTYT HaXOAUTbCA B Pa3HbIX COCTOAHNAX. [lepexod Mexay cocTos-
HUAMY MOZYNeli 0CYLLLeCTBAACTCA Ha OCHOBe ONpefieNieHHOI MHOXeCTBa NepexodoB. B3anmopeicraue u obLeHne Mexay
aBTOHOMHbIMI NPOrPaMMHBIMI MOAYNAMI 6a3MpyeTCA Ha OCHOBe WX NpebbiBaHUA B onpedeneHHbIX COCTOAHUAX NpU
3KCnAyaTaLum 1 yCTaHaBNMBAETCA NpaBuiami pa3paboTaHHoro Metoda. PacnpeaeneHHas cuctema ABAAETCA pearnpyio-
Leli cucTemoli, Kotopas 6yaeT oCylleCTBAATL MOHUTOPUHT onpefieneHHbX CoObITuiA. Kaxablil mporpaMMHbIi MoAyNb
COZePXUT Pe3NAEHTHbIA MeXaHWU3M, ABMXKYLiMe MeXaHU3Mbl ANA Nepexofa Mexpy COCTOAHUAMM, Nepexodbl MeXay
KOTOPbIMI 33JAKTCA NOAMHOXeCTBaMI NepexofoB, AaHHble AnA KOTopbIX 6yayT ¢opmupoBaTbca ¢ UCMONb30BaHNEM
TEXHONOrIA UCKYCCTBEHHOTO HTeNNeKTa. Kpome Toro, 0CO6EHHOCTbI0 KOMMOHEHTOB CUCTEMbI €CTb Takas (aMOOpraHu3a-
LS, 4TO MO3BONAET OCYLLeCTBAATL 00MeH 3HAHUAMI BHYTPY CMCTEMbI, KOTOPasA B OT/INYME OT U3BECTHbIX CUCTEM N03BO-
NAET UCNONb30BaTb 3HaHWUA, NOAYYeHHble OTAENbHbIMI YaCTAMI CUCTEMbI B ApYrux yactax. Pa3pabotaHHas cuctema
M03BONAET OCYLLECTBAATL ee HAMONHEHNA NoAcuCTeMamit 06HAPYXKEeHNA Pa3NNYHOrO TUMA BPEeAOHOCHBIX NPOrpaMm B
NOKaNbHbIX BHIYMCIUTENbHDBIX CeTAX. MeTog B3aMMOoAelicTBUA KOMMOHEHTOB pacnpeaeNeHHOl MHOTOYPOBHEBOI CUCTEMbI
o6HapyeHna B0 ycraHaBnMBaeT nopAZoK 0CyLLECTBNEHNA KOMMYHIUKALIN MEX [y YacTAMM CUCTeMbl 1 06MeHa 3HaHU-
AMU Mexay HUMI. OH OyaeT NPUMEHATLCA ANA OpraHn3aLy B3auMoAencTBUA KOMMOHEHT CUCTeMbI 11 NoAAepXaHuA ee
LienoCTHoCTI. [lnA pewenna npobnembl ¢ HenocpeacTBEHHOr0 06HapyeHuA B0 B NOKanbHbIX BbIYNCTUTENBHBIX CETAX
MPUMEHATLCA MeTOAbI, KoTopble 6yayT OTHOCUTLCA K Go/iee HU3KOMY YPOBHIO CUCTEMbl, BKIHOUAKLLME apXUTEKTYpHble
0C00OEHHOCTU pacnpefieneHHoli cuctembl 1 TexHonorun o6Hapyxexus BI10. OnHako pa3paboTaHHbIii MeToZ B3aumogeii-
(TBMA BKNKOYAET BO3MOXHOCTb ONpefeneHna CoCTOAHNA pacnpeaeneHHol MHOroypoBHEBOI CUCTEMbI B 3aBUCUMOCTH OT
COCTOAHUI OTAENbHBIX MOAYNEN U Ha ero 0CHOBe N0 Hemy OYAYT NPUHIMATBLCA PeLLeHna 0 AanbHelilueil paboTe cACTEMb
B LeNOM 1 ee KoHdurypaumn. MeToa pernameHTUpyeT AeiCTBNA TOI YaCTh CUCTeMbl, KOTOpaA OTHOCUTCA K CBA3YHLLEMY
nporpaMmmHoMy obecneyennio pacnpeseneHHoil cuctembl. [poBefeHHble IKCMEPUMEHTbI MO UCMONb30BaHUI0 pa3pabo-
TaHHOI pacnpefeneHHoli CUCTeMbl NMOKa3anu BO3MOXKHOCTb NpuBNReYeHus K BbianeHuio BI10 BbIUMCINTENbHBIX MOLLHO-
creit gpyrux KC nokanbHoli ceT. MonyueHHble pe3ynbTaTbl IKCMEPUMEHTOB MOKA3bIBAKOT MOBbILIEHWE JOCTOBEPHOCTI
06Hapy»xeHna BIO.

Knroyesole cnoea: spedoHocHoe npoepammHoe obecneyeHue, pacnpedesieHHas MHO20ypOBHeBas cucmemd, deyeHm-
Panu3upo8aHHAs CUCMema, KOMNbIOMePHble CUCMeMbl, IOKA/bHASA cemb
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Abstract. The goal of the paper is to analyze the problem of creating an automated system for early detecting the
threat of emergencies of anthropogenic nature and preventing the transmission of unauthorized alarms. The research
methods of system analysis, graph theory, information theory were used to achieve this goal. Main results of the research.
In most cases the reason for emergencies is a disruption of the technological process. An integral part of the systems of
early detection of emergent situations are alarm systems. It's purpose is to notify operators about abnormal or emergent
situations through sending alarm signals. In the conditions of real industrial enterprises, most abnormal accidents of alarm,
including false and missed alarms, always hinder the judgments of operators. This leads to an errors in the assessment of
the situation and critical consequences finally. We can make a conclusion that the problem of improving resistance to inter-
ruption to signal processing and recognizing false signals is actual for the effective operation of enterprises and preventing
emergencies.

The primary signals and transmission channels may be affected by external and internal interference. It leads to distor-
tion of the signal and transmission of a false information. The problem of identifying false signals as the results of atmos-
pheric agents, human factors and failures are solved "manually" today and that is not rational. Therefore, the problem of
converting group of signals into one signal, its further transmission through a communication line and separation of signal
for detecting the source of the false message. This approach will provide an opportunity to improve the quality of data
transmission and the efficiency of automated systems of early detection of emergent situations on the whole.

Scientific novelty. The classic methods of digital discrimination discriminate when applied to identifying false alarms.
The transmitted signals should be known for correct identification. Under real conditions, signals may be distorted due to
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interference with communication channels. Another limitation on the use of classical methods is the condition for perfect

synchronization of signals.

Thus, it is necessary to develop methods for processing signals and detecting false signals without existing restrictions
and taking into account incompleteness of data. This approach will improve the quality of data transmission and the effec-

tiveness of automated early detection systems in general.

Practical significance. Solving of the defined problem will give opportunity to increase the accuracy and reliability of the
parameters of the emergent situations monitoring systems. Early detection of such emergent situations is a guarantee of

prevention of man-made disasters at different levels.

Keywords: emergency situations, unauthorized alarm messages, automated systems.

Formulation of the problem. An analysis of the cur-
rent state of technogenic safety in Ukraine indicates that a
lot of objects with an accidents risk are present. These
accidents could lead to emergencies of a different nature.
There is a high risk of emergencies connected with acci-
dents with release or threat of release of hazardous chemi-
cals in Ukraine. It relates to the operation of 711 facilities.
Mentioned above facilities store or use in the production
activity more than 285 thousand tons of hazardous chemi-
cals, including 3 thousand tons of chlorine, 183 thousand
tons of ammonia and about 99 thousand tons of other
hazardous chemicals [1]. Among the objects that store or
use chemicals in their activities, the most potentially dan-
gerous are:

- production of explosives and disposal of unsuitable
ammunition;

- large-scale production of inorganic substances (min-
eral fertilizers, chlorine, ammonia, acids);

- oil and gas refineries;

- production of organic synthesis products;

- production using chlorine and ammonia;

- Warehouses with reserves of pesticides for agriculture;

- main ammonia and ethylene pipelines.

Considering the importance of protecting the popula-
tion and the environment from the emergencies at the
dangerous objects, the Cabinet of Ministers of Ukraine
developed and approved the Methodology for determining
the risks and their permitted levels for making statement of
being safe about dangerous objects, and also the thresh-
olds of hazardous substances [2] .

The automated systems for early detection of emergen-
cies and for alarms in the cases of emergencies are installed
at the dangerous enterprises. In the case of a threat or
emergency, the automated system should automatically

inform responsible persons about identified threat. The
responsible persons have to carry out certain actions to
prevent the emergency or minimize the negative conse-
quences in case of its occurrence [3].

Taking into consideration the state of technogenic safe-
ty and significant number of dangerous objects in Ukraine,
preventing emergencies and timely informing the respon-
sible persons about the threats of their occurrence is an
urgent problem. The guarantee of preventing man-made
disasters at all levels is the accuracy and reliability of moni-
toring systems parameters, as well as their early detection.

An integral part of mentioned systems of early detec-
tion of emergencies are the alarm systems. Their purpose is
to inform responsible persons by sending alarm signals
about abnormal or emergent situations. The most of ab-
normal alarms, including false alarms and missed alarms,
always hinder the judgments of operators in real conditions
at the industrial enterprises [4]. This leads to errors in the
assessment of the situation and can lead to critical conse-
quences. Thus the problem of improving resistance to inter-
ruption to signal processing and recognizing false signals is
actual for the effective operation of enterprises and pre-
venting emergencies.

Analysis of recent research and publications. The
reason for the occurrence of emergencies is mostly a viola-
tion of the technological process. The problem of recogniz-
ing false alarms is relevant for most of automated systems.
Particularly for security systems, fire safety systems, detec-
tion systems, radar systems in the military sphere, and
others [5-6]. False alarms are associated with information
exchange technologies and occur as a side effect of system
technologies and the process of notification [7].

The authors of paper [5] listed such causes of false
alarms as incorrect installation of sensors, improper setting
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of electronic blocks, etc. They propose to use the probabilis-
tic approach to determine the sensor’s resistance to inter-
ruption based on statistical data.

Signals are transferred from primary information source
in the form of GSM messages or radio signals both by
means of electrical signals or wireless communication
channel. The problem of signal transform and protection
from interference occurs.

Depending on the subject area, where the problem of
detecting and eliminating false alarms occurs and depend-
ing on the type of signal, it can be processed by different
methods. For example, in the paper [8] author proposed to
use conditional probabilities taking into account the levels
of false alarms and reliability in the framework of creating a
reliable engineering system.

There are adaptive, non-parametric, adaptively-
nonparametric and robust methods of resistant detection
and stabilization of false alarms level. In general they can
be divided into pre-detecting and after-detecting methods
for stabilizing false alarms [9].

In paper [10] author gives an algorithm to achieve con-
sistent probability of false alarms. It is based on the calcula-
tion of threshold value, which is a quantile of the distribu-
tion of maximum values.

Due to conducting an analysis of research papers devot-
ed to the problem of detecting false alarms, we can make a
conclusion that the developing methods for recognizing
false alarms is an actual problem and its solution depends
on the field of subject.

The aim of the study. The purpose of this research is
to analyze the problem of creating an automated system
for early detection of the threat of emergencies of anthro-
pogenic nature and prevent the transmission of unauthor-
ized alarms.

In order to solve the problem we have to investigate
the scheme of signals transmission from the sources to the
responsible person; characteristics of transmitted signals;
requirements for the system of message transmission and
requirements for data being processed.

Setting the problem of detecting unauthorized
alarms. The alert is made by transmitting signals from
measuring sensors to its respondents. The storage of data
from sources of primary information should include:

- Receiving data in the form of analog, discrete or coded
signals that include information about the current value of
controlled parameters and its reaching critical values, as well
as information related to the tripping of manual detectors;

- Receiving information from primary information
sources about their performance loss;

- Determining the ability of communication channels to
transmit signals from the sources of primary information
(sensors), depending on the source interface controlling the
lines of communication for breakage or closure, deviations
of the defined parameters, the presence of confirmation
from the DPI on the exchange of data, the reliability of the
data received from primary information source.

Recognition of discrete messages in the presence of in-
terference for coherent signal receiving is carried out under
the following conditions [10]:

1) the transmitted signals s;(X), i =1, .., mis com-
pletely known;

2) the communication channel has known parameters;

3) the interference n(x) has an additive character, has a
Gaussian probability density and a known spectral density
Gy, .

!

4) Synchronization of signals is ideal.
Then the real signal can be described by the model:

£(X) = s;(x) +n(x) (1)

where £(X) -measured vector that includes all possible
transmitted signals S;(X) (for a each signal s;(X) (m-1)
components of the vector () are zero). It is necessary to
provide the optimal difference of the signals s; (X) .

Analog signal processing can take place by making
them discrete.

Let's introduce the following designation

SU - a switching unit

UNU — Universal notification unit

LS — a loudspeaker

IE — inputs Extender

RD - reconciliation device

MA —manual alert

RF — radio feeder

PTN — a public telecommunication network

AA — an additional amplifier

Thus the signal transfer process can schematically be
described as it shown at the Fig. 1
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Fig. 1. Signal transfer process
In the process of collecting data concerning the current - Comparison of the current values of parameters re-

state of sources of man-caused hazards and natural hazards  ceived from the primary information sources with defined
from the primary information sources further stages iscar-  thresholds and creating appropriate messages in the case of

ried out: excess,
- Creating appropriate notifications in case of violations - Creating corresponding messages in case of violation
of the capacity of technical means of the system, (restoration) of communication with primary information
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sources, refusal (restoration) of primary information
sources performance,

- prohibiting the creation of a message in case of refusal
of the primary information sources or a violation of the
connection with it.

The primary information source signal is transmitted to
the receiving device, which processes the signals and
transmits information to the modem device from which the
data is transmitted to the central monitoring panel. The
primary signals and lines of communication may be affect-
ed by external and internal interference, which results in
distortion of the signal and transmission of a false message.
The problem of identifying false signals as the results of
atmospheric agents, human factors and failures are solved
"manually" today and that is not rational. The distance
between the primary information source and the remote
control can reach several kilometers in the conditions of
real industrial enterprises. Therefore, the problem of con-
verting group of signals into one signal, its further trans-
mission through a communication line and separation of
signal for detecting the source of the false message. This
approach will provide an opportunity to improve the quali-
ty of data transmission and the efficiency of automated
systems of early detection of emergent situations on the
whole.

Let's formulate the statement of the problem. Let N
sources (UNU, MA) transmit signals X1, X;.... X, to the
device (gas analyzer). It is necessary to convert the set of
signals {X;} into a group signal S:(t). The group signal
are transmitted through condensed channel to a device
with an additive interference "® and the receiver gets
the message from the device in separated form

Uy (t) =S:(t)+n(t) (2)

The task of the separation device is to divide the group

signal Uy () and convert it into a set of messages
Yi:Yorea Ya.

For this purpose device has to select a system of the
functions {S;} with will provide recovery of X; through Y;
due to received signal group Uy (t) .

As a result, the problem is to combine and separate sig-
nals.
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It is necessary to use orthogonal signals in order to ex-
clude the possible influence of individual signals on each
other [10]. That is, for any pair of signals S;, S;, i jone
of the conditions must be fulfilled:

A
[si(@.©.1)8,(@01d=0
%

(3)

where T is the duration of the signal element, w - the
signal frequency, @ is the spatial angle of signal observa-
tion.

Discrete signals can be represented by a N-dimensional
vector X =(Xg, Xy ey XXy 1), Where x— the numeri-
cal value of the signal at the point / of the discrete frame.
The methods of transformation that allow reproducing the
output signals with sufficient accuracy with a smaller num-
ber of readings could be used in this case [13].

Conclusions:

1. An analysis of the current state of technogenic safety
in Ukraine shows that preventing emergencies and timely
informing the responsible persons about the threats of their
occurrence is an urgent problem.

2. Due to conducting an analysis of research papers de-
voted to the problem of detecting false alarms we have
made a conclusion that the main causes of false alarms as
incorrect installation of sensors, improper setting of elec-
tronic blocks, etc.

3. The purpose of analyzing the problem of creating an
automated system of early detecting emergencies of an-
thropogenic nature and preventing the transmission of
unauthorized alarms is set. Classical methods for recogniz-
ing discrete messages applied to the recognition of false
alarms have a lot of shortcomings. The transmitted signals
must be known. In real conditions, taking into account the
noises influencing the communication channels, transmit-
ted signals could be distorted or not transmitted. Re-
striction in application of classical methods is also a condi-
tion of perfect synchronization of signals.

4. The problem of detecting unauthorized alert mes-
sages where informing is conducted by transmitting signals
from measuring sensors to the respondents of the notifica-
tion were set.
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AnHoTauma. Lienbto JaHHoi paboTbl ABNAETCA aHanU3 npobnembl C03aHNA aBTOMATU3NPOBAHHOI CMCTEMbI PaHHETO
06HapyeHua yrpo3bl Ype3BbluaiiHbIX CUTyaLMil aHTPONOTEHHOTO XapakTepa 1 NpeoTBPaLLEHUA Nepefaul HecaHKLmo-
HIPOBAHHbIX CUrHANOB TPeBOry. [InA AOCTUXKEHWA 3TO LieNu NCNoNb30BaNNCh MeTOAbl UCCEA0BAHNA CUCTEMHOTO aHau-
33, Teopum rpaos, Teopun uHdopmauum. OCHOBHble pe3ynbTathbl UCCIeNOBaHNA. B GonbIMHCTBE CTyyaes MPUUNHOI
aBapUIIHbIX CUTYaLVil ABNAGTCA HapyLLEeHWe TeXHONOTMYeCKoro npoLecca. HeoTbeMnemoii YacTbio CMcTeM paHHero 06Ha-
PYXeHWA HeLITaTHbIX CUTyaLuil ABNAIOTCA CMCTeMbI CUTHANN3aLmu. Lienbio Takux cuctem ABNAETCA onoBeLLeHue onepato-
poB 06 aHOMaNbHbIX UMK aBapHiiHbIX CUTYaLMAX NOCPEACTBOM OTNPABKM CUTHANOB TPeBOTI. B ycnoBuAX peanbHbix npo-
MbILLEHHbIX PEANPUATHIA T0XKHbIE U NPONYLLEHHbIE CUTHAMbI NPENATCTBYHOT NPaBUIbHBIM CyXAeHUAM 0nepaTopoB. 310
NPUBOANT K OLLMOKAM B OLIEHKe CUTYaL/in U KpUTYECKIIM NOCeACTBUAM B KOHEYHOM uTore. MoXHO caenaTb BbiBOA, UTO
npo6nema noBbILLeHIA YCTOYNBOCTY K NPepbiBaHIK 06paboTKN CUrHaNoB 11 pacno3HaBaHUe NOXHbIX CUTHANOB aKTyaNb-
Ha AnA 3OPeKTBHON paboTbl NpeANpPUATIAR 11 NPeOTBPALLEHINA aBAPUIAHBIX CUTYaLMIA.

Ha nepBuyHble curHanbl 1 KaHanbl nepefayin MOryT BANATL BHELUHWE 11 BHYTPeHHe NoMeXu. IT0 NPUBOAWT K MCKa-
KEHUI0 CUrHana 1 nepefave NoXHoin uHGopmaumy. Mpobnema BbIABNEHNA NOXHBIX CUTHANOB Kak pe3ynbTaT BO3Aeil-
CTBNA aTMOCDepHbIX (aKTOpoB, uenoBeyeckix GakTopoB 1 0TKA30B PELIAETCA CErOAHA «BPYUHYIO», UTO He PaLlMOHaNbHO.
Mo3Tomy BO3HMKaeT npobnema npeobpa3oBaHNA rpynnoBoOro CUrHana B OAWUH CUrHan, JanbHeiilueil ero nepesaun no
NIVIHUN CBA3M W pa3feneHna CurHana Ana o0HapyXeHUs UCTOYHMKA NIOKHOTO Co06LeHua. Takoil NoaXoA AacT BO3MOX-
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HOCTb MOBBICUTb KAuecTBO Nnepesjauy AaHHbIX U 3OOEKTUBHOCTL aBTOMATU3NPOBAHHBIX CUCTEM PaHHEro 06HapyeHus
HELUTaTHbIX CUTYaLMil B LLeNOM.

HayuHaa HoBu3Ha. Knaccnueckine MeTozbl pacno3HaBaHNA LMGPOBLIX CO0BLLEHI MMET HeLOCTaTKK NP NpUMeHe-
HIM K MAeHTUGUKALMM NOXHBIX Tpesor. [lepeaBaeMble CUrHaNbl ANA NPaBUAbHONA MAEHTUPUKALMN JOMKHDI ObITb 13-
BeCTHbl. C yueTom Momex, BANAIOLMX HA KaHaMbl (BA3M, B PeaibHbIX YCIOBUAX CUTHaNbl MOrYT ObiTb MCKaxeHbl. Eule
O/HUM OrpaHNYeHreM NPUMeHeHIA KNnaccuyeckix MeToA0B ABAAETCA YUI0BIe AEaNbHOI CUHXPOHI3ALMI CUTHAMOB.

Takum o6pa3zom, HeobxoAuMo pa3paboTatb MeToabl 06paboTKI CUTHANOB 1 06HAPYKEHMA NOXHDBIX CUTHANOB, KOTO-
pble 6bl CHUMaNK orpaHNYeHNa, NPUCYLLIMe KNACcCMyeckinM MeTOJaM 1 yuuTbIBaNK HEMONHOTY AaHHbIX. Takoil NoaXoA AacT
BO3MOXHOCTb NOBbICUTb KauecTBO Nepefaun AaHHbIX 1 OPEKTUBHOCTb aBTOMATU3MUPOBAHHDIX CACTEM paHHero 06Hapy-
KEHUA HELUTATHbIX CUTYaLii B LENOM.

MpakTuueckoe 3HaueHue. PeweHie NOCTaBNeHHOI 3aau NO3BOANUT NOBLICUTb TOUHOCTH U JOCTOBEPHOCTL NapameT-
POB CUCTEM MOHUTOPMHIA YPe3BbIUAIiHBIX CTYaLWil. PaHHee BbIABIIEHME TAKIX BOSHUKAIOLLMX CUTYaLii ABNAETCA rapaH-
Tveil NpeoTBPALLEHNA TEXHOTEHHbIX KaTaCTPOQ Ha PasHbIX yPOBHAX.
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K.T.H., 1OLI., AOLIEHT Kadeapy iHPOpMaLLiiiHX CMCTeM Ta TeXHONOTIi YHiBepCUTETY MUTHOT CnpaBm Ta diHaHciB, M. [IHinpo, YkpaiHa,
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AHoTauia. MeToto CTaTTi € aHani3 npobnemi CTBOPEHHA aBTOMATU30BAHOI CUCTEMU PaHHBLOTO BUABNEHHA 3arpo3iu
HafI3BIYaIHUX CUTYaL|iil aHTPOMOTeHHOT0 XapaKTepy Ta 3anobiraHHA nepejayi HeCaHKLiOHOBAHMX TPUBOXKHIUX MOBIJOM-
NeHb. [InA focarHeHHA Liei MeTin 6y BUKOpUCTaHi MeTOAN AOCAIAKEHHA CUCTEMHOrO aHani3y, Teopii rpadis, Teopii iHdo-
pMaii. OCHOBHI pe3ynbTaTh ZOCAIMKEHHA. Y OINbLIOCTI BUNAAKIB NPUUYMHOK HAA3BUYAIHIX CUTYaLili € NOPYLUEHHA Tex-
HOMOriYHOro npoLecy. Hegia'eMHOI YaCTUHOI CUCTEM PaHHBOTO BUABJIEHHA HAA3BUYANHUX CUTYaLLiil € CMCTEMI CUTHANI-
3auii. Mpu3HayeHHs 3a3HaueHnX CMCTEM € CMOBILLEHHA OnepaTopiB NPo aHOMaNbHi a00 HaA3BMYaiHi CUTYaUl LWNAXOM
HaJCUNAHHA CUTHANIB TPUBOrK. B yMoBax peanbHUX NpoMUCIOBMX NiANPUEMCTB MOMUNKOBI Ta NPOMYLUEHi CUTHANM Tpu-
BOTI NepeLIKoAXatTb NPaBUAbHUM CYXKeHHAM onepatopis. Lle npu3BoAUTb 40 NOMMNOK B OLiHLI CUTYALiT Ta KPUTUY-
HUX HacniakiB. MoxHa 3pobuTi BUCHOBOK, L0 Npobnema MiaBULLEHHA CTIiKOCTI 40 nepepuBaHHA 06pOOKN CUrHaniB i
PO3Mi3HaBaHHA MOMUNKOBUX CUTHANIB € aKTyasnbHOW AN edeKTUBHOI poboTy NiANPUEMCTB | 3anobiraHHA HaA3BUYANHUM
uTyauiam.

Ha nepBuHHI CUTHanW i KaHanu nepesavi MoXyTb BMAWBATY 30BHILLHI Ta BHYTPILLHI nepewkoau. Lle npu3soauts Jo
CMOTBOPEHHA CMrHany i nepedaui xubHoi inpopmaii. pobnema BUABNEHHA NOMUNKOBIX CUTHANIB AK pe3yNnbTaT BNINBY
aTMOChepHIX ABWLL, NIOACHKUX GaKTOPIB Ta BIAMOB BMPILLYETbCA CbOTOAHI "BPYYHY", L0 He paLioHanbHo. ToMy BUHUKAE
npobnema nepeTBOPeHHA rpynoBoro CUrHany B OAUH CUrHan, ioro NofanbLlua nepegaya no NiHii 38'A3ky i nogin curHany
ANA BUABNEHHA [Kepena noMUAKoBOro NoBifomieHHA. Takuid nigxin AacTb MOXAMBICTb NOAINWKTYM AKICTb Nepedavi
[aHNX Ta eQeKTUBHICTb aBTOMATI30BaHNX CMCTEM PaHHBOTO BUABJEHHA HAA3BUYAHNX CUTYaLil B LinoMy.

HaykoBa HOBI3Ha. KnacuuHi meToau AuckpumiHavii LudpoBux noBigomneHb MaloTb HefoMiKu NPy 3aCTOCYBaHHI A0
ifeHTUdIKaLil nomunkoBmx TpuBor. llepesaHi curHanyu NoBUHHI 6yTI BifOMI AnA NpaBUAbHOI ifeHTUIKaLT. Y peanbHux
YMOBAX CUTHANM MOXYTb OYTU CNOTBOPEHI YHACNIAO0K NepeLUKog, L0 BAMBAKTb Ha KaHanu 3B'A3KY. IHLINM 0OMeXeHHAM
Ha 3aCTOCYBAHHA KNACUYHUX METOZIB € yMOBA JOCKOHANOI CUHXPOHi3aLyil curHanis.
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Takum unHom, HeobxigHo po3pobuTn metoam 06pobKN CUrHanie Ta BUABNEHHA XMOHUX curHanie 6e3 icHylounx obme-

eHb Ta BPaxoBYBa/Iv HEMOBHOTY AaHuX. Takiii niaxia AacTb MOXKIMBICTb NOMINLIMTY AKICTb Nepeayi JaHUX Ta epeKTUB-
HiCTb aBTOMATIU30BaHNX CUCTEM PaHHbOTO BUABNEHHA HAI3BUYAIAHUX CUTYaLlil B Linomy.

[TpakTiuHe 3HaueHHA. BupiweHHa noctaBneHoi 3afavi AaCTb MOMXMBICTb NIABULLMTY TOYHICTb | AOCTOBIPHICTb Napa-

METpIB CCTeM MOHITOPUHTY Ha CUTyaLiii. PaHHE BUABNEHHA BUHMKHEHHA HaA3BUYalHUX CUTYaLili € 3anopyKoto 3anobi-
FaHHA TeXHOTEHHUX KaTacTpod Ha PisHUX piBHAX.

10.

1.
12.
13.
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Abstract. The market orientation of the agrarian sector is increasingly requiring agricultural managers not only to be
able to see the prospects of their industry, but also to take effective managerial decisions in the given risky, crisis economic
conditions. The manager, who takes decisions at a modern agroenterprise, must solve the problems of forming the product
range and product yield, must evaluate the existing and expected market needs in this product, that is, solve the tasks of
strategic management. To do this, he must have at his disposal mathematical methods and information technologies
adapted to this subject area.

The purpose of the study is to use fuzzy game models of decision making when planning production at an agrarian en-
terprise. The issue of taking managerial decisions in agriculture requires more detailed mathematical processing and work-
ing out the principles and conditions for improving their efficiency. The methods of fuzzy set theory and game theory are
used to create a manufacture planning model.

Research methods. The article considers the possibility of using fuzzy game models of decision making in manufacture
planning at an agroenterprise. In order to improve the accuracy of manufacture planning forecasts, a production planning
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model based on the data from previous sales has been proposed relying on the joint application of game theory and fuzzy
mathematics.

The main results of research. The use of the proposed model will allow increasing the efficiency and quality of man-
agement decisions due to the integrated usage of mathematical models and methods.

Scientific novelty. To confirm the obtained results practically, the risk matrix, matrix of gain and criteria for decision
making under conditions of uncertainty and risk were assessed, a set of fuzzy rules, which form together with the accepted
conditions Wang-Mendel’s fuzzy inference model, was given, and the value of gain for choosing a manufacture strategy
based on a fuzzy game mode was calculated. The joint application of the game theory and fuzzy mathematics is deter-
mined, firstly by the conditions of uncertainty, and secondly by the refusal from the probabilistic approach applied in the
theory of games. The proposed model allows carrying out calculations using modern information technologies.

Practical significance. The use of mathematical models and modern information technologies for agroenterprises will
allow using the enterprise resources in a more efficient way; optimizing work; minimizing risks; analyzing thoroughly and
accelerating the process of making managerial decisions. To take and implement decisions is the most important function
of management, which successful execution ensures the enterprise to achieve its goals.

Keywords: optimal manufacture planning, games with “nature”, decision making criteria, Wang-Mendel’s fuzzy inference
model, fuzzy game model.

Problem Statement. To take and implement deci- Despite the developed character of the theory of games
sions is the most important function of management, and the diversity of its models and methods, in order to
which successful execution ensures the enterprise to  support decision-making in the matter of choosing a strat-
achieve its goals. The most well-developed subject is the  egy there exist certain problems of their adaptation to a
construction of a mathematical model for optimizing a  particular enterprise, because in most cases the task of
production programme. A large number of models of dif-  choosing a strategy has a unique, individual character.
ferent completeness and complexity have been developed. An overview of literary sources [5, 11, 14] meanwhile
However, there is a certain space for new investigations,  shows that the given difficulties can be eliminated when
especially in the area of adaptation of existing models and  using the apparatus of fuzzy logical conclusions in game
methods of optimizing the production programme to the  models [7, 8, 20, 33], with the help of which both wins and
peculiarities of a particular type of enterprises and a specific  losses, and possible players” strategies are expressed in
enterprise as well [5, 8, 11]. terms of fuzzy sets [7, 8, 12, 15].

The issue of taking managerial decisions in agriculture The works of 0. Altunin, V.Borisov, A.Kofmann A.,
requires more detailed mathematical processing and work- V. Kruglov, S. Orlovsky, D. Pospelov, L. Wang, J. Mendel and
ing out the principles and conditions for improving their  other scholars are devoted to using the methods of the

efficiency [5, 11]. theory of fuzzy sets for solving the tasks of mathematical
The need to consider the significant sources of uncer-  modeling.
tainty in planning at an agrarian enterprise, as well as to The aim of the paper is to study the use of fuzzy
minimize their negative economic consequences, is nowa-  game models of decision making in manufacture planning
days obvious and widely recognized. atan agrarian enterprise.
Review of the Literature. Problems of using the theory Presentation of research material. The problem of

of games for the managing socio-economic facilities were risk and profit is one of the crucial problems in economic
considered in the works of D. Blackwell, V. Burkov, E. Ventsel, ~ activity, in particular in production and finance manage-
M. M. Girshik, M. Gubko, M. Dresher, G. Dyubin, Y.Zaychenko, ~ ment. Risk is defined as the probability (threat) of loss by a
M. Intriligator, ~ S.Karlin,  R.Keeney,  P.Konyukhovsky,  person or organization of part of their resources, lack of
N.Kremer, ~ 0.Larichev, D.McKinsey, 0.Morgenstern, income or the emergence of additional costs as a result of
J.Neumann,  S.Orlovsky, ~ D.Pospelov,  V.Suzdal, the implementation of certain production and financial
E. Trakhthengerts, D. Shapiro, D. Judin and others. policies [5, 11, 14].
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One of the most common methods of strategic analysis,
planning and management of agricultural enterprises are
the methods of economic-mathematical modeling. These
methods give an opportunity to conduct a comprehensive
research of the structure of agricultural enterprises. At the
same time, the methods of economic-mathematical model-
ing are used to make operative and strategic plans for the
activity of agricultural enterprises. This is primarily due to
the fact that these methods allow solving a number of
issues related to the development of alternative ways of
the activity of an enterprise, optimization of the structure of
agricultural enterprises, optimization of production costs
and sales of agricultural products [11, 14].

The use of methods of economic-mathematical model-
ing is firstly related to understanding of production pro-
cesses and restrictions that operate in the manufacturing
and sales of products. These restrictions form the structure
of the economic-mathematical model of enterprise’s activi-
ty and provide the basis for solving the given task. The
restrictions of the economic-mathematical model are by
their nature a mathematical interpretation of the state-
ment of strategic management at agricultural enterprises.

The optimization economic-mathematical model is
based on the restrictions of the activity of an agricultural
enterprise. At the same time, these restrictions are divided
into two groups: inequalities and equations. The first group
of restrictions is the largest. A group of restrictions that con-
sists of inequalities describes the process of manufacturing
and sales of products. A group of restrictions that consist of
equations most often describe the requirements to a task,
but this group is rather rarely used in solving the optimiza-
tion problem, since “hard” restrictions of the task do not
allow conducting the modeling process using alternative
solutions of the tasks [5, 11].

It is important that economic-mathematical modeling
provides the opportunity to conduct a strategic analysis at
all stages of agricultural production. In this case, the use of
economic-mathematical modeling is possible for the analy-
sis of the development of the activity of an enterprise in
future periods, provided that the restrictions of the task will
be established. Therefore, the most important factor influ-
encing the quality of the carried out strategic analysis in
agriculture is defining the restrictions of the enterprise’s
activity and being correctly reflected in the form of equa-
tions and inequalities.
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One of the main advantages of using these methods is
that economic-mathematical modeling provides an oppor-
tunity to investigate the effect of changing the certain re-
strictions of the task on forming the final result, thereby
increasing the number of strategic alternatives without using
a repeated full solution of the problem and finding the fac-
tors that have the largest influence on the final result of the
task. The disadvantage of conducting economic-
mathematical modeling is the lack of a clear mechanism that
would take into account the restrictions of the modeling
tasks of the activity of an enterprise, coming from the exter-
nal environment of an agricultural enterprise [5, 11].

It is possible to optimize the manufacture of agricultur-
al products of a particular enterprise with the help of meth-
ods of economic-mathematical modeling. The solution to
the problem is to find the maximum yield from the sale of
products in the conditions of limited amounts of manufac-
turing resources.

The structural model of the task has the form:

ﬁwzikx
j=1

iﬁmgw
i=1

x>0 1=1

where F — the income from sales of agricultural prod-
ucts (wheat) (thousand UAH);

¢— the selling price of wheat (UAH);

x — the amount of agricultural products (wheat) (t);

a; — the norms of expenses of the i-type of resource for
the production of 1 tonne of wheat (UAH /1);

V;— the actual volume of the i-type of resource (UAH);

m — the number of available resources involved in the
production process.

In order to make decisions in conditions of uncertainty
and risk using the game model, the input information is
presented in the form of a matrix, the lines of which are
possible alternative solutions, and the columns are the
states of the system (environment) [12-13, 15].
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The matrix of possible wins (obtaining a conditionally
net profit) - ”V,-i H is based on the data of Table 1 and Table

2. The set of managerial decisions is a finite number - §; (j =
380,67; 1818,92 — from the minimum production to the
possible maximum), §; is the state of “nature” (in this case,
production volumes for the previous periods). Implementa-
tion of the R; solution in conditions when the “nature” is in
a state will lead to a definite result in a quantitative terms.

The element of the matl’iX”Vji H :

where Vo4, —sales for the first year;
i=18;

(- the purchase price of wheat;

P —the selling prices of wheat;

Vvymbj — the production volume;

j=380,67; 1818,92.

The volume of production is adjusted taking into ac-
count the balances of wheat:

V,

vyrob; =

Vvyrobh1 + (Vvyrobj - Vprodi )' Vvyrobj varodi
Vigron, » Vagron, <V

vyrob; 1 Ty

Several criteria are used to make decisions under the
conditions of uncertainty: Wald’s, Laplace’s, Savage’s,
Hurwitz's. The decision-making criterion is a function that
expresses the benefits of the decision maker (DMP) and
defines the rule according to which the acceptable or opti-
mal solution is chosen [2, 3, 12, 13, 15].

Of course, choosing a decision-making criterion under
the conditions of uncertainty is the most complicated and
responsible step in the study of operations. There are no
general tips or recommendations. The choice of the criteri-
on should be developed by DMP, taking into account the

ro_ (\/vyrobj - \/prodi ) -P— (\/vyrobJ - Vprod, ) -C, I/vyrobj
g (\/prodi _Vvyrobj ) ) P - (\/prodi _Vvyrobj ) ) C’ Vvyrobj = Vprodi

specific character of the problem to be solved and in ac-
cordance with their goals, and also based on past experi-
ence and own intuition.

In order to select the strategies more precisely, we should
consider the same task but only from the standpoint of risk.
Uncertainty predetermines the emergence of situations that do
not have an unambiguous result (decision). Among the various
types of situations faced by enterprises in the process of pro-
duction, risk situations stand out.

The situation of risk should be understood as a combi-
nation, a set of different circumstances and conditions that
create the situation of a particular type of activity. It is
accompanied by three conditions:

- the presence of uncertainty;

- the need to choose an alternative (the refusal to
choose such ones is a kind of alternative);

- a possibility to evaluate the probability of oncoming of
the chosen alternatives.

Thus, if there is a possibility to determine the degree of
probability of one or another option quantitatively or quali-
tatively, then this will be a situation of risk.

In order to exclude the risk situation, business manag-
ers are forced to make decisions and seek to implement
them. The risk for decision-making processes under condi-
tions of uncertainty and risk (under information deficiency
or uncertainty in the reliability of the information) will be
defined as purposeful actions, during which there is an
opportunity to estimate quantitatively and qualitatively the
probability of achieving the desired result, failure and devi-
ation from the goal (positive or negative properties) [15].

The matrix of possible risks (the underdrawal of con-

ventionally net profit) - Hrii “ is based on the data of Table
1 and Table 2. The risk matrix gives a more vivid picture of
an uncertain situation than the matrix of wins. The risk,
therefore, is the difference between the result that can be

obtained if you know the real state of “nature” and the
result obtained with the j-strategy.

The matrix element Hrii “ :

>V

prod;
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In case when the situation is not the same, it is sug-
gested to solve each of the payment matrices with the
help of the apparatus of game theory and to obtain a
solution.

The games will be final, because each player has a finite
number of strategies. The game is classified as a game with
“nature” because there is uncertainty caused by the lack of
information about the conditions in which the action (de-
mand) is carried out [12, 13, 15].

After selecting the optimal strategies (with the maxi-
mum received conditionally net profit and the minimum
underdrawn conditionally net profit), the decision-making
task is considered according to the chosen strategy based
on the fuzzy game model. Classical matrix game models are
used ss models that represent risk, with looking for solu-
tions in the class of mixed strategies, that is, based on the
probabilistic approach [12, 13, 15].

We use the proposed approach [14] to justify the cor-
rect choice of manufacture planning strategy.

This strategy may be: 1) the minimum or average pro-
duction strategy (defined expertly) that can bring losses
(because the potential of the enterprise is not fully used) or
income — d; can be chosen; 2) the optimal strategy (based
on the choice of several criteria of optimality) is fully im-

plemented and will bring a certain income — dy 3) the
maximum production strategy (determined by the optimi-
zation task) can be chosen, which will also bring losses
(since not all manufactured products can be fully sold) or
income — d;. The value of income is counted with a “+”
sign, losses are counted with a “-“ sign. The numerical
values d;, d, and d; are known (or at least their estimates
are known).

Whereas the project is unique. DMP can choose one of
the two behaviour strategies: 1) to adopt an optimal pro-
duction strategy; 2) not to adopt this strateqy.

It is necessary to choose the strategy of DMP behav-
ior in which their gain would, at least, be inseparable,
and in the worst case, the losses would be zero. This
situation is described by the player's A gain matrix A
(DMP) of the matrix game between two players (Ta-
ble 1).

Next the matrix model becomes fuzzy [1, 4, 6]. Expertly
we can determine the degree of belonging to the alterna-

tives of “nature” 7 - the degree of certainty that the
nature will choose the variant Bj. Expert assessments are
selected according to E. Harrington’s scale for formalizing
heuristic information.

Table 1
The matrix of DMP wins
B (minimum or aver- B, (optimal B; (maximum pro-
age production .
strateqy) strategy) duction strategy)
A; (DMP accepts the strategy) d; d, ds
A; (DMP does not accept the strategy) 0% 0% 0¥

* - DMP does not lose or gain anything.

The interpretation of the model in case the player A
chooses the alternative A1 is reflected in this case by a set
of fuzzy production rules:

Ry:if xis By, thenyis d;,

Ry:if xis B,, then yis d,,

Rs:if xis B; then y is ds.

Here the variable x represents the player’s B state (the
state of “nature”), and y is the player's A (DMP) gain (loss).
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The degree of truth of the premise of the first rule (R1) is

obviously 71 , the second - 7> and the third - 73 .

At the same time the set of the given fuzzy rules to-
gether with the accepted conditions build Wang-
Mendel’s fuzzy inference model [4, 10], according to
which the exact value of the output variable (in this
case, the value of the gain Q7) is determined by the
formula:
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If player A selects the strategy A2, the wins (losses)
of DMP obviously are zero Q, = 0.

The question of choosing a strategy is now solved by
checking inequality: ;> Q; or Q; > 0 [14]. If this inequali-
ty is fulfilled, then the strategy should be accepted, if it
is not fulfilled, the strategy should be rejected.

In our case the wins and losses, as well as the degree
of confidence for the “nature” alternatives (set by the
experts) are given in Table 4 (the sum of alternatives are
not necessary equal 1[14]).

According to the output data of Table 2 and Table 3,
the income matrix was determined and established
according to the criteria:

- even without taking into account the choice of
strategies, only at the expense of defining the conven-
tionally received income (at the average price of sales in

2018), the chosen strategy - the production of 1818,29
thousand tons of wheat, then the income will reach its
maximum (1181,89 thousand UAH). For most DMPs in
practice in such cases solutions based on the criterion of
maximizing the average expected income (or minimiz-
ing the expected expenses) are sufficient. Additional
recommendations may be ambiguous, depending on the
susceptibility to DMP risk;

- according to Laplace’s criterion it is the highest ex-
pected gain, according to Wald's criterion — “pessimis-
tic”, the best of the worst strategies, according to Sav-
age’s criterion — the least value in the most unfavoura-
ble situation — the strategy of production of 380,67
thousand tons of wheat is recommended (income —
247,44 thousand UAH);

- according to Hurwitz’s criterion — when the deci-
sion maker tends to pessimism and optimism at 0.5 —
the strategy of production is recommended when the
chosen strategy is the production of 1818,29 thousand
tons of wheat, then the income will reach its maximum
(1181,89 thousand UAH) .

Table 2.
Production of agricultural crops — wheat in Kherson region (according to the website
of the Main Department of Statistics in the Kherson region http://ks.ukrstat.gov.ua)
— ~ o < sl o ~ o]
Year S S S S S = S S
o~ N N o o o N N
I::Susa"d 158997 | 380,67 | 90078 | 142494 | 181829 | 130044 | 169624 | 1531,63
Table 3.

Sales of wheat at agricultural enterprises, except small ones (January-September) (according
to the website of the Main Department of Statistics in the Kherson region http://ks.ukrstat.gov.ua)

— ~ o < N o ~ o]
Year S S S S S > S =
o~ o~ o~ (g o~ o~ o~ (g
Thousand
tons 4938 162,2 196,1 506,0 650,3 617,8 525,3 535,3
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Evaluating the matrix of risks:
- by the size of minimum average risk, according to La-

place’s, Wald's, Savage’s and Hurwitz's criteria the optimal
production of 380,67 thousand tons of wheat (2352,22
thousand UAH — minimal losses) is determined.

In such a way, 380,67 thousand tons of wheat match
the strategy of production: the highest expected gain and
the smallest of the biggest risks. This solution will be opti-
mal because there are signs that this solution is the best
than all the rest.

the “nature” alternatives

Table 4.
Output data for determining strategy adoption
B; (The average strategy | B, (The optimal strategy B (The maximum
. . . .>° | strategy production —
production - the production | production — the production the production  of
of 1330,37 thousand tons of | of 380,67 thousand tons of p
1818,29 thousand tons
wheat) wheat)
of wheat)
The underdrawal of conven- | The  conventionally  net The ur.lderdrawal of
A; (DMP accepts the strate- | .. , conventionally ~ net
) tionally net profit (thousand | profit (thousand UAH) — rofit (thousand UAH) -
9% UAH) - 118,56 245,50 P
183,72
A; (DMP does not accept the
0 0 0
strategy)
the degree of confidence for 02 05 05

After selecting the optimal strategies (the maximum of
conditionally net profit and the minimum of conditionally
underdrawn net profit), the task of decision-making on the
chosen strategy is considered and is based on the fuzzy
game model. The wins and losses, as well as the degree of
confidence of experts for the “nature” alternatives are given
in Table 4 (the sum of which is not necessary equal to 1).
The decision should be taken if the value of the winning is
bigger than zero.

If the values of the conditionally net profit and the con-
ditionally underdrawn net profit have the value indicated in
Table 4, then the value of the wins according to the formula
will be (1):

_ —118,56-0,2+245,50-0,5-183,72-0,5

~ 5,982
0,2+05+0,5

Q

thousand UAH — the value is positive, therefore it is
possible to accept the strategy. 5,982 thousand UAH is a
value which sign determines the choice of one or another
alternative.

This decision was made only as for wheat. On the basis
of the proposed model, all selected strategies should be
considered for reasoning. This scheme should be applied in
the context of each type of agricultural production. After
that the optimization actions in manufacturing all types of
products should be carried out.

The proposed information technology of modeling the
strategy choice for manufacture planning on the basis of a
fuzzy game model, which uses fuzzy set theory and game
theory tools, that allows us to determine the optimal strat-
egy for manufacture planning, has the following algorithm:

1) determination of the maximum possible volume of
production within the scope of the enterprise;

2) the formation of matrices of conditionally net profit
or underdrawal of conditionally net profit (with different
production variants and data from previous sales);

3) selection of manufacture planning strategy accord-
ing to the criteria;

4) in the case the strategies coincide according to dif-
ferent criteria — the winning matrix of DMP is built (the list
of the “nature” strategies is formed, the degrees of belong-
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ing to the “nature” alternatives are expertly determined,
the values of gain / loss for each “nature” strategy are de-
termined), otherwise, the winning matrices of DMP for all
selected strategies are built or the strategies based on

matrix game solutions and on a fuzzy game model are
selected;

5) a decision on the choice of manufacture planning
strategy is made.

ik | 2011] I [ 2012] I I 2013] [ I 2014] I [ 2013]
tyst 493 8 162,2 196,1 306.0 6303
zakupivel'na cina 6300 gm/'t zakupivel'na cina
serednya cina realizacivi 7150 gm/t serednya cina realizaci
OTRYMANY] PRYBUTOK
| | mp | m | =y |
ozt 433 Tyehayam | 182 byt |k 1861 TybayeEn | 2ok sosp [T ok 503 |vprobayaatvapry |  rameok
Ty ”’-‘4’;;?”" vy I fﬁ““”' vy L g‘:‘l‘m vk i ’;;‘;%‘m vy prodami €503 | mivamev
. wyobnyctva - vyrobnycztva " wyrobnycztva "’ vyrobnycztva vyrobnyctva
1389.97 103348050 0,00 158997 | 917507500 | 142777 301774 | -8932690.00 | 282164 41161 | 286754650 | 000 158997 | -3685160,00 939,67 252964
38067 2743550 0,00 380,67 -1314625,00 | 21847 399,14 -1072240.00 | 403,04 783,71 509411,50 0,00 380,67 24743550 0,00 380,67
900,78 583507.00 0,00 900,78 469334000 | 73838 163036 | 445205500 | 144326 | 234404 | 152362600 | 000 900,78 | -1205425,00 25048 1151,26
1449 926211,00 0,00 142494 | -3102380,00 | 126274 268768 | -7839995,00 | 249158 | 391632 0,00 142494 | 461246300 774,64 2199.58
181829 1181888 50 0,00 181829 |-10659155,00 | 163609 347438 | -10416770,00 | 327828 5096,57 0,00 181829 | -7169240,00 11679 298628 |optymal'ne vyrobnycs
130044 845286,00 0,00 130044 | -7293130,00 | 113824 243868 | -7050745,00 | 224258 354302 0,00 130044 | -3803215,00 630,14 1950,58
169624 1102556.00 0,00 169624 | -9863830,00 | 1353404 323028 | 962344500 | 303418 73042 0,00 169624 | 637391500 [ 104594 274018
153,63 993339,50 0,00 153163 | -8793865,00 | 136943 200106 | -8353480,00 | 270496 | 423639 | 275378350 | 000 153163 | -3303930,00 881,33 241296

Fig. 1. A fragment of building the winning matrix and the calculating the criteria for the selection and implementation of
specific decision options during the planning of wheat production (according to the data of production and sale of wheat
in Kherson region from the site of the Main Department of Statistics in the Kherson region http://ks.ukrstat.gov.ua)

rik | 2011) 2012| 2013| 2014| 2015] 2016] 2017 2018| |
me.T | 40380 | 16220 | 19610 | soe00 | es030 | e17.80 | s2530 | 53530 | |
zakupivel'na cina 6500 grn't zakupivel'na cina 6500,00
serednya cina realizaciyi 7150 grn't serednya cina realizaciyi 7150,00
nedootrymannya umovno chystogo prybutku
o —
znachennya
Sretgmne | 493,80 162,20 196,10 50600 | 65030 | 617.80 53530 e
kryteryj Laplasa
1589.97 71251050 | 92805050 | 90601550 |704580,50 631910,50 | 692035,50 | 685535,50 489285,3333
380,67 7353450 | 14200550 | 11997050 | 81464,50 154134,50 | 94009,50 [100509,50 [ 117611,00[optymalne vyrobnyczivo 78407,33333 optymalno
900,78 264537,00 | 480077,00 | 45804200 |256607,00 [ 162812,00 | 183937,00 [ 244062,00|237562,00|  285954,50) 190636,3333
1424,94 605241,00 | 820781,00 | 798746,00 |597311,00 |503516,00 | 524641,00 | 584766,00 | 578266,00|  626658,50) 417772,3333
1818,29 860918,50 [ 1076458,50 | 1054423,50 |852988,50 [ 759193,50 | 780318,50 [ 840443,50 [ 833943,50 |  882336,00) 588224
1300.44 524316,00 | 73985600 | 71782100 |516386,00 [422591,00 [443716,00 [ 503841,00[497341,00| 54573350 363822,3333
1696.24 781586,00 | 997126,00 | 975091,00 [773656,00]679861,00 | 700986,00 [ 761111.00 [754611.00] 80300350 535335,6667
1531,63 674589,50 | 890129,50 | 86809450 |666659,50 [572864,50 [ 593989,50 [654114,50[ 64761450  696007,00) 464004,6667

Fig. 2. A fragment of building the risk matrix and the calculating the criteria for the selection and implementation of spe-
cific decision options for wheat production (according to the data of production and sale of wheat in Kherson region from
the site of the Main Department of Statistics in the Kherson region http://ks.ukrstat.gov.ua).

]

Vvedit” stupenya vpevnennosti dlya al” ternatyv
“pryrody”

Ccinka vygrashu QPR

vedit” dani dlya odnky strategiyi seredn” ogo

yrobnycztva, tys.grn. (umovno chystyj
prybutek” z "+, nedootrymannya umovno
chystogo prybuthku z ™7

-118,56

=)

Vyznachennya rezultatu

Znacennja matematycnoho vyhrasu pozytyvne - 5,982 tys.hrn,, tomu
dana stratehija vyrobnyctva optymalna

vedit” dani dlya odnky strategiyi potymalnoho
yrobnycztva, tys.grn. (umovno chystyj
prybutok” z "+, nedootrymannya umovno
chystogo prybutku z ™)

245,50

vedit™ dani dlya ocinky strategiyi maksymal'noho -183,72| N
yrobnycztva, tys.grn. (umovno chystyj
prybutok™ z "+, nedootrymannya umovno

chystogo prybutku z ™7

r=

ROZRAHUVATY OCHYSTYTY VYHID

Fig. 3. The screen forms of the results of the program calculation of the DMP’s winning value
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The software implementation of the prototype of in-
formation technology (Fig. 1 - Fig. 3) is carried out on the
data of a particular enterprise using MS Excel and VBA for
MS Excel.

Conclusions. Manufacture planning on the basis of da-
ta from the previous sales, with the help of the joint appli-
cation of the theory of games and fuzzy mathematics al-
lows us to choose the strategy of enterprise development.
The joint application of the theory of games and fuzzy

mathematics is determined, firstly, by the conditions of
uncertainty, and secondly, the refusal from the probabilistic
approach applied in the theory of games. The use of the
proposed model will increase the efficiency and quality of
management decisions due to the multipurpose use of
mathematical models and methods. The approach is real-
ized on the data of the particular enterprise, the proposed
model allows carrying out calculations using modern in-
formation technologies.
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BUKOPUCTAHHSA HEYITKOI IFPOBOI MOLE/I NMPU MIAHYBAHHI
BUPOBHULITBA HA ArPONMIANPUEMCTBI

AHoTauia. PuHKoBa opieHTaLlis arpapHoro cektopa Bce binbLue BUMArae Bifj KepiBHUKIB CiNbCbKOrocnofapcbKux nia-
MPUEMCTB He TiNbKN BMiHHA 0aunTIn NepcnekTUBI CBOEI rany3i, a i NpuitMaTin eQeKTMBHI yNpaBRiHCbKi piLleHHA B cdop-
MOBAHIX PU3MKOBAHMUX, KPU30BMX YMOBAX roCnofiapioBaHHA. KepiBHUK, AKWI NPUIAMAE PiLleHHA Ha Cy4acHOMY CiNbCbKo-
rocnodapcbkomy 06'exTi, NOBMHeH BupilLyBaTy npobnemn GopmMyBaHHA HOMEHKNATYpH i 06CAriB NpoAyKLii, Lo BUMyCKa-
€TbCA, OLiHIOBATY iCHYI0Ui Ta OUiKyBaHi B nepcneKkTUBi NOTpebu puHKY B Liil npoayKuii, TO6TO BUpiLyBaTH 3aAavi cTpate-
riYHOro ynpasniHHA. [1na uboro BiH NOBUHEH MATW B CBOEMY PO3NOPAZKEHHI MAaTeMATUYHi MeToau Ta iHGOpMaLliliHi
TeXHonorii, afanToBaHi Ao AaHOi npeAMeTHOT 06nacTi.

MeTot fOCIfKEHHA € BUKOPUCTAHHA HEUITKIX irpoBUX MOZeNel NPUIHATTA pilleHb Npy NAaHYBaHHI BUPOOHULITBA
Ha arpapHOMy NiaNPUEMCTBI. lTUTaHHA NPUIAHATTA YNPaBAIHCbKIX PiLueHb B CiNbCbKOMY rocnofapcTai noTpebytots binbLu
JieTanbHOI MaTeMaTyHOT 06pobLi Ta BUPOOAEHHA NPUHLMNIB | YMOB LLOAO NIABMLLEHHA iX eGeKTUBHOCTI. [InA CTBOPEHHA
MOZeNi NNaHyBaHHA BUPOOHNLTBA BUKOPUCTAHO METOAM TeOpii HEUITKIX MHOXMH Ta Teopii irop.

MeToau gocnigkeHHa. Y cTaTTi po3rnaHyTo MOMXIMBICTL BUKOPUCTAHHA HEYITKIX irpOBUX MOJenel NPUAHATTA piLleHb
npu NNaHyBaHHi BUPOOHULTBA Ha arponignpuemcTsi. [1nA NiABMLIEHHA TOYHICTb NPOrHO3iB NNaHyBaHHA BUPOOHMLTBA
3anponoHOBaHO MOAENb NNaHyBaHHA BUPOOHNLITBA HA OCHOBI JaHMX NONepeAHiX NPoAaX Ha 6a3i CNiNbHOro 3aCToCyBaH-
HA Teopil irop i HeYiTKoI MaTeMaTuKm.

OcHOBHI pe3ynbTati AOUTIfKEHHA. BUKopucTanHA 3anponoHoBaHoi MoZeni A03BOAUTL NIABULLUTY eGeKTUBHICTD i
AKICTb NPUAHATTA YNPABNIHCbKUX PiLeHb 3 PaXyHOK KOMMNEKCHOr0 BUKOPUCTaHHA MaTeMaTUYHWIA MOeneil Ta MeTogiB.

HaykoBa HOBWM3Ha. [InA NpakTUYHOro NiATBEPAKEHHA OTPUMAHMX Pe3yNbTaTiB OyNu NpoBeAeHi OLHKM MaTpuLi pum-
KiB, MaTpULi BUrpaLuiB Ta KpUTepiiB ANA NPUIAHATTA pilleHb B yMOBAX HEBU3HAYEHOCTi Ta PU3NKY, NpuBeAeHo Habip Heui-
TKIUX NPaBIA, AKi pa3om 3 NPUIAHATAMI YMOBaMM YTBOPIOKOTb MOZENb HEUiTKOro NIOriYHoro BUCHOBKY BaHra-Menpens Ta
PO3paxoBaHO 3HaueHHA BUrpaLL Ana Bubopy crpaterii BUPOOHULTBA Ha OCHOBI HeuiTKoi irpoBoi Mogeni. CninbHe 3actocy-
BaHHA Teopii irop i HeuiTKoI MaTemMaTiki 06yMOBNEHO, No-NepLue, yMOBaMI HEBU3HAUEHOCTI, NO-Apyre, BiAMOBOIO Bif
iMOBIpHICHOTO MiAX0AY, 3aCTOCOBYBAHOIO B TeOpil irop. 3anponoHoBaHa MoJeNb [03BONAE BUKOHYBATU PO3PaXyHKI i3
3aCTOCYBAHHAM CyYaCHUX iIHPOPMALLiHNX TEXHOMOTII.
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[paKTYHA 3HAUNUMICTb. BUKOPUCTAHHA MaTeMaTUYHIX MOZeneli Ta CyyacHuX iHdopmaLliitHnX TexHonoriin A arponi-
ANPUEMCTB [03BONUTL edeKTUBHILIe BUKOPUCTOBYBATM Pecypcit MiANpUEMCTBA; ONTUMI3YyBaTH PobOTY; MiHIMi3yBaTh
PU3NKW; IPYHTOBHO aHani3yBaTi Ta NPULLIBMALLINTIA NPOLEC NPUAHATTA YNPaBAIHCbKNX pilleHb. [IPUIAHATTA Ta peanisavis
pilleHb € HaNBAXNMBILIOW QYHKUI€E YNpaBRiHHA, YCNillHe 3AiACHEHHA AKOI 3abe3neuye JOCATHEHHA NiANPUEMCTBOM
ioro uine.

Knroyoei cnoea: nnarysanHs onmumanbHo20 8upo6HUYMEA, i2pu 3 «<npupodoko», Kpumepii npuliHAMMA pitieHs, Mo-
0eJlb He4imKo20 102i4H020 8UCHOBKY Baraa - Mendens, Hedimka i2posa Mooestb.
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MCNOJZIb30OBAHUE HEYETKON UTPOBOI MOAENU NPU NJIAHUPOBAHUN
NMPON3BOACTBA HA ArPOMPEANPUATUN

AHHOTaumA. PbiHOYHaA OpUeHTaLMA arpapHoOro cektopa Bce 6onblue TpebyeT oT pykoBoauTeNneil Cenbckoxo3aii-
CTBEHHbIX NPenpUATIAR He TONbKO YMeHUA BIUAETb NepcrekTUBbI CBOe 0TPAUIN, HO U NPUHUMATb IGdEKTUBHbIE ynpaB-
NeHYeCKIe PeLLerna B CI0OKMBLUNXCA PUCKOBAHHDIX, KPU3UCHBIX YCIOBUAX X03ANCTBOBAHMA. PyKoBoAUTENb, NPUHUMAL0-
LIl PELLIEHNA HA COBPEMEHHOM CefbCKOX03AINCTBEHHOM 00beKTe, JOMKeH pelwath npobnembl GopMUpOBaHNA HOMEH-
Knatypbl 1 06bEMOB BbiMyckaeMoi MPOAYKLMM, OLEHUBATb CyLLeCTBYIOLLME 1 0XIAaEMble B NePCrieKTUBe NOTpedHOCTI
PbIHKA B 3TOI NPOAYKLMMU, TO eCTb peLLaTh 3aauu CTpaTernyeckoro ynpasneHna. [ing 31oro oH AOKEH UMETb B (BOEM
PaCnopsXeHUN MaTeMaTiyeckne MeTofbl i MHHOPMALIMOHHbBIE TEXHONOTM, aJaNTUPOBAHHbIE K AAHHON NpefMeTHOI
obnactu. Llenbto nccnenoBanma ABAAETCA UCNONb30BaHNE HEYETKUX UTPOBbIX MOJENe NPUHATUA peLeHuil npi nnaHu-
POBaHUN NPOM3BOACTBA Ha arpapHOM NpeanpuATUN. Bonpoc npuHATMA ynpasneHyeckux peLueHnii B CeNbCKOM X03AiCTBe
TpebyloT bonee feTanbHol MaTemaTiueckoil 06paboTku 1 BbIpabOTKYM NPUHLMNOB U YUI0BIIA MO MOBBILLEHMIO UX IDPeK-
TUBHOCTI. [INA CO3AAaHMA MOAENN NNAHNPOBAHNA NPOU3BOACTBA UCMONb30BaHbI METOAbI TEOPUM HEYETKIUX MHOXECTB U
Teopun urp. MeTofibl nccneoBanmA. B cratbe paccMoTpeHa BO3MOXHOCTb UCMONb30BaHNA HEYETKUX UTPOBbIX MoJeneit
MPUHATUA PELLeHNn NpK NAAHMPOBAHMN NPOU3BOACTBA Ha arponpeanpuATMi. [nA MOBbILLEHNA TOUHOCTW NPOTHO30B
NNaHUPOBaHUA NMPOU3BOACTBA NpeAnoXeHa MoJenb MNAHUPOBAHUA NPOU3BOACTBA HA OCHOBE AAHHbIX MpefblAyLLMX
npojax Ha 6ase COBMECTHOr0 UCMONb30BaHNA TEOPUN UIP N HEYETKOI MaTeMaTiku. OCHOBHbIe pe3ynbTaTbl UCCef0Ba-
HuA. Vicnonb3oBaHue npeanoKeHHol MOAeNN No3BOAUT NOBbICUTb IGGEKTUBHOCTL U KAUeCTBO NPUHATUA YnpaBneHye-
CKUX peLLeHuil 33 CYeT KOMMNIEKCHOTO UCMONb30BaHUA MaTeMaTuyeckux Mogeneil u meTofos. HayuHas HoBusHa. [nd
MPaKTUYeCkoro NOATBEPXAeHUA NONYYEHHBIX Pe3ynbTaToB ObiNu NPOBeAeHbI OLEHKN MATPULLbI PUCKOB, MATPULbl BbIUT-
PbILLEi 1 KpUTepueB A NPUHATUA PeLUeHInii B YCIOBUAX HEONPEAeNEHHOCTIA 1 PUCKa, NpUBESeHbl Habop HeyeTKIX npa-
BII, KOTOPble BMeCTe C MPUHATLIMI YCIOBUAMM 00pa3yloT MOJeNb HeYeTKoro ornyeckoro Bbioda Banra-Menpens u
PaCCUMTaHO 3HaUeHMe BbIMTPbILL ANA BbIGOpa CTpaTerii Npon3BoACTBa Ha OCHOBE HeueTkoli UrpoBoil Mogenn. CoBmecT-
HOe MPUMEHeHIe Teopuu Urp 1 HeveTKoi MaTeMaTiki 06yCoBEeHo, BO-NePBbIX, YUI0BUAMI HEONPeAeNeHHOCTI, BO-
BTOPbIX, 0TKA30M OT BEPOATHOCTHOTO NOAX0Aa, NPUMeHAeMoro B Teopuu urp. lpeanoxeHHas Mofenb No3BonseT Bbl-
NONHATb pacyeTbl C NPUMeHeHNeM COBPeMeHHbIX MHPOPMALIMOHHbIX TexHonori. [pakTuyeckas 3HauumocTb. Mcnonb3o-
BaHWe MaTeMaTiyeckix Mofeneii 1 CoBpeMeHHbIX MHGOPMALMOHHBIX TEXHONOTUI AN arponpeAnpuUATIAR N03BOANT 3¢-
deKTMBHee MCnoONb30BaThb pecypcbl NpeanpuUATIAA; ONTUMU3NPOBATL PaboTy; MUHUMM3MPOBATL PUCKM; OCHOBATENbHO
aHaNN3MpoBaTb 1 YCKOPUTH NPOLECC NPUHATUA YNpaBNeHuYecknx peLueHinit. puHATUe U peanu3auma peLeHnin ABNAeTCA
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BaXKHeilLueil QyHKLMeli ynpaBneHus, yCnewwHoe ocyLiecTBeHne KoTopoil 0becneunBaeT JOCTUKEHNE NpeanpuATeM ero
Lenei.
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Abstract. The objective of the article is to improve the methodological apparatus in computerized information technology
of training to optimize education systems in the context of globalization based on the identification and formalization in new
links for technological components of learning information processes with elements of information theory and information
systems control theory. Research methods. The basis of the research is the theory of information, information systems, and
processes, control, optimization. Main research results. The specificity of the education systems globalization on the basis of
the training computerized information technology and the adaptation of information theory to the interaction and control in
training information systems is revealed. In this context, we obtained: the norm over the event space as a functional depend-
ence on information for evaluating causal relationships, the producing differential equation, the analytical expression for in-
formation evaluating; the concept of normalized metric information space; the information processes types in learning sys-
tems; the entropy determination functions based on the mathematical expectations of norms and metrics for information
transfer processes evaluating; the information processing operator; the sets of information objects; the scheme of the learning
information system operation as a control with optimization feedback for information perception errors minimizing; the pro-
cedures for decisions making in the conformity of perception models to information flows, analysis of the information objects
structures; the concept in the informational essence of learning processes with adaptation to the requirements and limitations;
the formalized descriptions of information perception in learning; an algorithms on the perception and advancement of infor-
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mation flows; an elaboration in the optimization task of the training information systems control; the concept of modern in-
formation learning environments improving with information theory and information systems theory using. Scientific novelty.
The new concepts, algorithms, and models have been developed, which allowed formalizing the identified interrelations for
the components of learning information processes with elements of theories in information and information systems optimiza-
tion control, achieving improvements in computerized information training technologies, taking into account the globalization

of education systems.

Practical’s significance. The introduction of the obtained theoretical developments on the improvement of control in
training information systems based on computerized information technologies in the practice of education systems in the
context of globalization can significantly improve the effectiveness of learning information processes.

Keywords: information technology, computer, network, system, process, training, education.

Problem’s statement. Information processes of in-
formation perception, accumulation, and storage form the
basis of learning in the animate and inanimate nature,
human society. Features of the learning information pro-
cesses implementation are displayed in educational prac-
tice in teaching methods. The methodological foundations
of training are based on the theoretical basis of information
processes, technologies, and systems. Control of learning
information processes requires the formation of goals and
the identification of learning actions sequences that ensure
the successful achievement of the goals. The tasks of train-
ing control, viewed from the point of view of information
aspects, are solved by education systems. The defining
theoretical basis for learning is the theory of information’s
systems, and for educational systems is the theory of con-
trol. In the long evolution process, learning paradigms were
formed, containing in its composition the processes of
information perception, accumulation, and storage. How-
ever, the constant strengthening of globalization trends
requires the adjustment in existing theories of learning
information technology in order to ensure the optimal
development of education systems.

Analysis of recent research and publications.
The value of progressive education systems, as well as

effective processes and quality learning outcomes in the
modern world, is constantly increasing. Education is the
primary resource that precedes the use of economic
resources, is able to awaken the economy and make it
more dynamic, can provide a breakthrough in the devel-
opment of production and agriculture; thus, education
acts as a generator, the main productive force of society,
the basis of the triad "education—science—production”,
the cornerstone for solving the foundations of the state
life [1-10]. A significant part (40-70%) of the increase in
national income activates the growth of the population
knowledge and level of education, there is an intellectu-
alization of all society productive forces. Education plays
the role of the main factor for the emergence of changes
in economic development. Each country has its own
specific requirements, recommendations and wishes for
education, the prerequisites of which can be attributed
to the following two large groups: climatic conditions,
characteristics of the countries territories, communica-
tion routes, borders, etc.; the globalization aspects of
the society and the economy. Improvement of education
systems activates the development of technologies,
which, in turn, stimulates the emergence of new indus-
tries (Table 1).

Table 1
The technology impact on the emergence of new industries
The developed technology (the university where the development The industry that emerged on the
was carried out) basis of a new technology

Electronic calculator (University of Pennsylvania) Computer manufacturing
Optical fibers (Massachusetts Technology Institute) Telecommunications
Vegetative reproduction (DNA cloning) (Stanford University) Biotechnology
Supercomputer (University of lllinois) Internet
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Along with the acquisition of knowledge, the essential
point is the preservation of knowledge. A reliable way to
obtain and preserve knowledge is the learning process. To
reveal the essence of learning, consider a number of defini-
tions [2-4, 6, 11-16, 33-46]. First of all, learning acts as a
type of learning activity in which the quantity and quality
of the trainee knowledge and skills elements are brought to
the proper level by the trainer [13, 41, 33-46]. The training
activity is considered completed if the quantity and quality
of educational material in the trainee's replicated product
correspond to the training objectives and represent the
proper level. The learning process is a set of consecutive
interrelated actions of the trainer and the trainees, aimed
at obtaining the following achievements: a solid assimila-
tion of the scientific knowledge and skills system and the
formation of the ability to use them in life; the develop-
ment of such cognitive trainees abilities as independent
thinking, observation, etc.; mastering the elements of the
mental labor culture; the formation of the foundations of
the world view. Analyzing the sources [2, 3, 6, 11-13], it is
possible to trace the global trends in changes of the time
intervals values for training specialists in the direction of
the training duration increasing. The analysis of materials
[1-16, 33-46] leads to the following conclusions: the higher
the indicator of the years number allotted for education,
the faster the economy develops, and countries with accel-
erated rates of improvement in higher education have
increased economic growth rates; the importance of educa-
tion as a factor of development is associated with its effect
on human capital (as the main resource) and production
technologies; education has a positive effect on investment
in human capital, contributing to economic growth.

Considering the education importance in the modern
world from the point of view of analyzing the development
and modern achievements evolution in the computerized
information technology training field, it is necessary to note
an even greater increase in its capabilities and advantages.
The training implementation with the use of high-tech,
progressive, continuously improving information and
communication technologies allows increasing the educa-
tion effectiveness at a rapid pace. In the period of globaliza-
tion, education, viewed from the perspective of modern
information processes, systems, and technologies for the
accumulation and preservation of knowledge, has an even
stronger impact on the society s economic development.

Within the framework of the information approach,
teaching methods play an important role. In Ukraine, the
system of division into education levels is defined as a set of
educational institutions, complexes, methodological rec-
ommendations and relevant educational programs [2, 3, 6,
11-13]. There is a tendency to increase the share of full
higher education and reduce the number of people with
primary education. In the works [3, 7, 12-13] the scheme of
training is presented within the framework of the Ukraine
educational system structure and the assessment of de-
grees. The essential point in the education system is the
teaching model adopted by the pedagogical community.
The basic model of education is the unity of the three
teaching methods: passive; active; interactive [2, 4, 6, 14-
16, 33-40, 42-26]. On the way of teaching methods improv-
ing, it is necessary to note the following current trends: the
desire to develop structurally complete models of
knowledge formation processes []; the increase in the value
of the evaluating knowledge problem as a result of learning
[2,4, 6, 14-16, 33-40, 42-26]. Based on the analysis of the
source [2, 4,6, 14-16, 33-40, 42-26], a more detailed classi-
fication system can be distinguished. Active methods are
used, which are divided into the following types: various
modeling (game, social, imitational); business games;
concretized situations analysis (case studies); method of
active sociological tested analysis and control, close to real
life situations. Modern teaching methods use information
and computer technology [28-37] based on the use of
advanced high-tech tools for information processing and
transmitting. The difference in modern computer technolo-
gy of education is interactivity, which is achieved on the
basis of situations modeling and ensuring the possibility of
rapid feedback for the student with the system of infor-
mation support from the trainer. The principle of feedback
in pedagogy and the presentation of teaching scientific
methods is presented in [2, 4, 6, 14-16, 33-40, 42-26],
where: training is viewed as a process of knowledge and
skills transferring from the teacher to the learner; allocated
negative feedback in the learning system.

Let us further characterize the features of globalization for
information processes in education. The use of computer
technics in the educational process made it possible to talk
about computer education, the effectiveness of which has
been dramatically increased due to the wide and easy access
to a large number of diverse educational materials. According
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to [2,3, 6, 11-13], computer-based education is global, and
globalization is seen as a process of international economic,
political, and cultural integration. The process of globalization
is a global trend covering all levels of education. In foreign
pedagoqy [2, 4, 6, 14-16, 33-40, 42-26], the following oppos-
ing paradigms for the implementation of the global education
concept can be distinguished: global interdependence and
international understanding; global economic competition.
The development of information technology has led to the
introduction of the information society concept, where the
majority of workers are engaged in informational production,
storage, processing, and sale. Prospects for the education
development associated with the use of training information
technology in the global information space of the network
Internet, World Wide Web. Globalization necessitates an
increase in the value of the education fundamental nature [2,
3,6, 11-13], by which we understand the consolidated use of
the following types of knowledge: the versatile humanitarian
and natural-science knowledge of the relevant areas of sci-
ence; specialized vocational-oriented knowledge; general
education disciplines that form intelligence in a person. The
fundamental nature of higher education is a combination of
scientific knowledge and the educational process. Globaliza-
tion contributes to increasing risks, namely, increasing their
number and expanding their diversity. In order to compen-
sate for the phenomena generated by globalization, educa-
tion should be organized taking into account many factors,
namely: to strive for compensation and to counter risks; be
fundamental; provide the ability to work in the information
environment of the Worldwide network; function in the glob-
alinformation space; expand international understanding and
use of international languages (above all, English); strive to
reach all education levels.

The objective of the study. The main purpose of the
work is to identify the interrelationships of methods and
techniques for the learning information processes imple-
mentation with the theoretical foundations of information
technologies that provide the possibility of education sys-
tems further development based on the information sys-
tems theory application. Speaking about the theoretical
foundations of information processes, first of all, the theory
of information is meant as a mathematical discipline, al-
lowing formalizing descriptions of information processes, in
particular, in the education field.
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Research findings. We begin our consideration by
analyzing the features of the fundamental theoretical
foundations in education and training problems solving.
The education task is posed as a typical optimal control
problem, in which [47-54] for the system W, given its de-
scription, the goal is formed as a function or functional J(u,
X, B), depending on the control vectors u, the learning
trajectory x, and the parameters p:

u’,x" — optd (u,x,p);

W =W (U, x,B,1). )

The education task, formulated in the above statement,
is often seen as rather vague and it defines restrictions,
such as funding, various conditions, etc. As a rule, the goal
in the stated problem formulation is not unique, which
leads to the formulation of a vector (multi-criteria) optimi-
zation problem:

u’,x* —optJ(u,x,p);

W = W((u, x..1). @

A problem modified in this way is posed easier, but it is
more difficult to solve [47-54]. At the same time, attempts
are being made to construct models of objects and use
methods of control theory.

Since information objects, processes and technologies
are the most relevant in learning tasks, it is necessary to
talk about the tasks of information systems control [17-28,
41, 47-54]. Accordingly, we will continue the question
presentation from the point of view of the information and
information system concepts. Each branch of science uses
an established mathematical apparatus and methods for
constructing models of objects and processes. The basis of
information systems is natural to see information theory
[17-28, 41]. However, perfectly describing the tasks of
communication, the theory of information as such, without
additional study, is of little use for the tasks of information
systems control and training. In this paper, steps have been
taken towards the expedient use of information theory
elements in learning tasks, which consider information as a
fundamental concept and are explored from the point of
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view of information objects, processes, technologies, and
systems conceptual categories.

As a basis, an assumption is made about the analytical
dependence of information on the norm, which is defined
over the event space. Information is considered as an as-
sessment for the degree of a causal relationship in the
event space. In this case, the function is the norm over the
event space, and the function argument is information /.
For a probability space with probability P, as the norm over
the event space, we obtain P = P (/). The main thing is the
possibility of representing the function P(/) by a power
series and obtaining, in a linear approximation, the gener-
ating differential equation DP /DI = f(P, I, a). The solution
of the generating equation allows, taking into account the
initial conditions, to obtain an estimate of the information
in the form /= P (/). For different processes, we will have
different methods for information evaluating [17-28, 41,
47-54]. This conclusion is confirmed by the existence of a
methods variety for information evaluating. Using ele-
ments of information theory, one can choose the generat-
ing equation. For example, the organic growth equation
corresponds to the Hartley measure; at the same time, for
the case of collecting information from a variety of incom-
petent and unrelated sources, by virtue of the central limit
theorem, the confidence value estimate will be an estimate
of the information content. Thus, it is possible to measure
information as the degree of causation. Having determined
the method for estimating the informational proximity of
events (metric), we obtain the normalized metric infor-
mation space induced over the event space. The infor-
mation space corresponds to simple mathematical con-
struction. For processes of different nature, norms and
metrics will vary. Since events, evaluations of informational
links between events and the distance between events
must be considered in the information space, it is impossi-
ble to build an information model outside the information
space. As a rule, when modeling information systems, first
of all, the following are required: physical models (like
aerodynamic and hydrodynamic systems); operators (like
control systems).

Using block A (for processing information /,) and block
B (for processing information /5), which are interconnected
by information flow lines, you can define an elementary
information flow as a sequence of events associated with
the information transfer. Since the elementary information

flow is unidirectional, the information processes in the
elementary information system are reduced to the infor-
mation transfer (Figure 1) and comparison (Figure 2). Based
on the evaluation of the flow /¢, can be non-trivial solutions
and build complex algorithms. However, elementary sys-
tems, consider only those options of information flows
formation, which were shown in figures 1, 2. The fact that
the process in the blocks of information processing can be
varied, does not affect the structure of links.

Block A

I
A

Block B

y

Figure1 - Possible information stream in the elementary
information system: information transfer

Block A
/

Ig
Block B

Figure 2 - Possible information streams in the elementary
information system: information comparison and produc-
ing differential information flow le

The information transfer process is evaluated by the in-
formation space norm, and the information flows compari-
son related to the metric notion. During the transition to
expected assessments, practically there is a transition to the
mathematical expectation of the norm and metric (entropy
estimates):
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The question of information processing in blocks of the
system is more complicated since it affects processes in the
event space, calculations of transformations, and so on.
However, ideas about the elementary information system
and the elementary information flow are quite sufficient for
building complex models of information systems.

Consider as a visual example the task of translating
from one natural language to another, where the elemen-
tary information system from the source (source text A) and
the receiver (translation text B) is subject to consideration.
With proper translation, the accuracy (or error) criterion is
that the return receiver flow must compensate for the
source forward flow. The problem is solved in its own coor-
dinates. An algorithm is generated that represents the
information system model, but you also need to deal with
the operations in the blocks.

Information processing, which is carried out as a change
in the magnitude of cause-effect relationships, occurs due
to processes in the event space.

The simplest flow is formed by an ordered set elements
sequence, and the simplest operation that is performed at
the receiver is the mapping of the vector x by operator A:

An ordered set is transformed into a set that is repre-
sented by definition, by virtue of operator A.

In the future, you can make a decision regarding the set
of perceived objects Q by going to the set specified by the
enumeration:
yeo, if =(@ya,..a,)x)=y, >extr. (5

Thus, we obtain the perception model of the first level
in the form of an algorithm for the information system
functioning, presented in Figure 3.

The trainer forms the information flow /,, perceived by
the trainee as an image of y;. Since the learning process
requires the student to achieve the correct response, based
on operator A, an inversion of model A is formed, which
allows the information flow of the student /5 to be generat-
ed. Comparison of the flows of the trainer and the learner
generates a differential information flow /;, which creates
the basis for building an optimization procedure of finding

the optimal operator (Block 4 of Figure 3). The stream of
ordered sets generates an optimal operator that allows for
minimizing errors. We have the process of elementary skills
and concepts learner obtaining.

The compensation degree of input and return flows de-
termines the training quality. The growth of the accumu-
lated information causes an increase in the dimension of
the operator matrix. The error occurs in the following cases:
before training; in the event of additional information flows
due to disturbances that were not taken into account dur-
ing training.

The direct (immediate) transformation of an ordered
set into a set specified by enumeration makes errors. If
fuzzy sets are used in the input sets stream represented by
definition, then conversion to sets specified by enumeration
requires the definition of a proximity measure and the
construction of a membership rule, that is, a model, which
in this case is defined on a set of images and membership
rules. Memorization is associated with the optimization
procedure for changing the fixed part of the image and the
corresponding membership rule. In this case, the error is
obtained after finding the optimal solution.

The transformation of a set, which is set by description,
to a set, which is set by enumeration, is an algorithm for
describing an image, which is set by the description in its
name.

Training involves the formation of an algorithm that is
optimal with respect to the minimum error, which allows
us to speak about the optimal solution of the training prob-
lem.

That is, with perception, a sequential transformation
of the set, which represents the signal (Mp), into sets
that are represented by definition (Ms) and by enumera-
tion (M,) occurs. At each stage, its own model is formed:
at the stage of transition from the signal to the image,
the model is implemented with the help of an operator;
at the stage of transition from the image that is speci-
fied by description to the name, to the set that is speci-
fied by enumeration, the procedure for deciding wheth-
er the model corresponds to the input stream is applied;
when working with a set of object names, the procedure
for analyzing the structure of an object is applied. Thus:
an ordered set is transformed into a set by definition
using an operator; the set is by definition converted into
a set by specifying using an optimization procedure for
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finding the best description; the set by enumeration
allows you to build algorithms that describe the organi-
zation (structure, building) of the input stream. In this
case: the first stage requires significant amounts of data
memory; the second stage assumes the presence of

images bases and proximity measures, which requires a
smaller memory amount, but more time; the last stage
involves the storage of algorithms where a small
memory amount is required, but it takes a long time to
optimize.

1| A (trainer): x*—>l4 4 A" min I,
'y
A 4 l IA
2 | B (trainee): Ax;=y;
v
3 Inversion:A'Iy,- /.
s

End

Figure 3 - Information model of the first level perception

It should be noted that statements about the existence
of two possible elementary information interactions
(transmission and comparison of information flows) and
three possible elementary structures for information per-
ception and accumulation are in the nature of limitations.
Of the above fundamental elements, you can build a sys-
tem. Thus, learning is an informational process where
adjustment to the requirements and constraints is neces-
sary. We characterize the specifics of learning as an infor-
mation process. The first thing to consider is the importance
of repetition in order to eliminate errors and form reflex
operators. Further, it is important to form images, which
also requires repetition. In turn, the construction of algo-
rithms and logic circuits is perceived almost immediately.
With perception, the following happens: the operator and

the base of the images are compressed, leaving only what
is expected; algorithms and logic circuits are compressed,
eliminating repetition. Therefore, you need to submit the
material without overloading it with unnecessary infor-
mation.

We will analyze the concept and informational essence
of the learning paradigm (following [2, 4, 6, 14-46], we will
assume that the paradigm is an accepted model, standard,
or sample). Within the framework of the above concepts,
we will have the following: a teacher is a source of infor-
mation; a learner is an object; the model of the student is
determined only with respect to the formal accumulation of
knowledge.

Consider perception as an objective process. The infor-
mation process of perception consists of the processes of
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receiving, processing and storing the information that is
created by the source of information. Due to the one-sided
orientation of the information flow, there are only two
possible forms of information interaction, transmission, and
comparison of information. Naturally, the above deter-
mines the formation of algorithms for information percep-
tion. Moreover, the existence of three methods for defining
sets, sufficient to form models of the external world, de-
termines the existence of three perception levels.

Here it is necessary to dwell on the principle of optimal-
ity. Given the limitations of the sets specifying, we can
distinguish three tasks of informational perception. The
first task of information perception is analogous to the
Wiener problem, where for ordered sets it is required to
find an operator that minimizes the difference /¢ between
the trainer message /4 and the student response /s:

I, =a(l,, 1g);
A" - mine. (6)

Actually, we have the task of forming reactions and
habits, and the reaction will be the more correct, the more
correct the operator will be. Training is reduced to finding
the optimal operator. Errors are corrected only after their
completion. At this stage, the operator determines the
need for static memory. The model is formed long, stored
completely.

The second task of information perception is deter-
mined by the formation of the external world model W,
which allows to model it using the inversion model. This
task is similar to the Bellman problem, where the optimal
sequence X* and the optimal control of the U* model,
which delivers the minimum expected error, are sought:

M.}

=H, =M{a(l,,l,)};
W =W (X,U);

U'\ X" > minH,.

(7)

In this case, the model describes elements that are rep-
resented by definition, that is, elements that have non-
random components and rules for determining member-
ship (in fact, they are fuzzy sets or images). To store these
models, a dynamic memory organization similar to the

database is required. The elements of the image are saved
here. This task requires figurative thinking, which gener-
ates teaching methods using demonstration material. A
decision making error occurs after the process of modeling
an external situation, which is time-consuming but is a
more efficient technique. Information comes from the
outside world as an ordered set and is transmitted for its
presentation by the image and model only after being
processed by the operator.

The third task of perception is associated with the pro-
cessing of logical structures — model building algorithms.
Here we look for an optimal algorithm for constructing a
model, which allows us to find a minimal general descrip-
tion of the methods for models constructing. Operations are
defined on the elements of sets by enumeration. We have
an algorithm for searching the algorithm for models con-
structing, which are described by logical functions and the
task of finding the best model representation:

Ml }

H, =M {a(IA' IB)};
E W (8)

Let us proceed to the consideration in the issue of in-
formation perception levels and models. Received three
options for objective problems to be solved in the infor-
mation perception process. The first level is information
processing at the first stage of perception. The second level
of information perception is associated with the formation
of models and the determination of their proximity to
reality, which allows us to obtain a different truth criterion
— the attainability of the distance mutumanbHoctu. We
have a level of images and situations analysis. This level
requires clarity and imaginative of information presenta-
tion. The third level operates with logical structures and
algorithms for constructing models at the set level, which
are given by enumeration. Here the problem of building
models is solved and the algorithms for building images are
formed. We have a level of logical thinking.

Thus, the algorithm of information perception (Figure
4, Figure 5) is quite simple. When perceiving information
(Figure 4), a signal is always defined as an ordered set. To
check the correctness of information perception (Figure 5),
it is necessary to compare the message of the teacher with
the message that the student creates on the basis of his
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knowledge. Here the reverse process is performed, namely:
based on the description, a set of elements is built and an
internal image is formed, which is compared with the ex-
ternal image. Differential information flow, which is gener-
ated when comparing, allows you to adjust the knowledge
gained. When forming the student's message flow, at each
step they turn to the model, getting the following: for the
operator — just a quasi-appeal; for the level of image pro-
cessing — image recovery from its fragments; for the hy-
pothesis formation — the list and image fragments link’s
formation.

Let us dwell on the question analysis in the educa-
tional systems theoretical foundations. Based on the
preceding, we can talk about the main principles of
learning, such as the formation of exclusively true, con-
cise and completed images that should be reproduced.
Moving from the problem of information perception to
the theory of educational systems, one can see that the
control task is set, in which the formation of goals is of
top priority. The principle of optimality is the fundamen-
tal principle of learning: we form the information flow of
the trainer so as to minimize the student’s error. Next,
measures are identified that ensure the best achieve-
ment of the goal, which is a classic optimization prob-
lem. The most difficult is the construction of a student
model [2, 4, 6, 14-46]. The models of the information
perception dynamics are built and the time for training
is predicted. The information systems theory assumes
knowledge in the dynamic models of the student and
the teacher, and the teacher is the central figure of the
educational process.

The first specific feature of the modern information
environment is that the teacher ceases to be the main
source of knowledge since all knowledge is available on
the computer network. The second feature of the modern
computerized network information environment is noise,
which is primarily created by: empty websites, Internet
echoes from reposts, various informational nonsense;
oversaturation with literature, which naturally arises due
to the availability of access to virtually all existing tech-
nical and fiction literature in the absence of a proper
unified organization for such an electronic information
fund. A rather complicated question arises: how exactly to
choose among the numerous information noise that
which is necessary and useful?

\

message

1L

Mp=> M5

I

Me->Mps

Irs

Mes—> M,

§ )

Figure 4 - Information flows in the message perception
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hypothesis

message

L4
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Figure 5 - Information flows when checking the put for-
ward hypothesis correctness

Since the network is a sets union of weakly correlating
sources, we get the information space with the norm in the
form of trust information. The above provides an oppor-
tunity to build strategies for selecting information accord-
ing to the method, which is based on taking into account
the ratio of the information saved number to the infor-
mation calls number, which allows us to single out the
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expected useful information. Using the Hartley measure,
you can choose the information that has a minimum of hits
and therefore can potentially be new. Further, it is useful to
use information systems theory. The following actual prop-
erties are required: logical connectivity, which is achieved
by the interactive organization; the truth that can be
achieved by the above method of information sampling;
general accessibility provided by an open, non-commercial
project. Attention should be paid to the fact that this exists
(for example, in the format of Wikipedia and other similar
network information resources), is a logical consequence of
the global information system development. It remains
only to ensure the availability and overcoming of language
barriers, which is also solved. Returning to normal, it should
be noted that the trainer becomes a mentor not only in the
world of knowledge as such, but also in the computer net-
work, where he offers his (most often, encyclopedic)
knowledge in a format adapted for computerized network
information interaction.

In general, as a result of the study, the following con-
clusions can be formulated. Learning processes are basically
information processes, subject to the objective laws of the
information systems functioning. The task of creating an
education system is the control task, and the theoretical
foundations of education systems building are based on
control theory. Principles and methods of training, formed
over a long period of practice, reflect the objective laws of
the information systems functioning. The theorem of the
information flow one-sided orientation and the limited
types of sets, together with the principle of optimality,
limits the number of information perception levels in the
learning process to three levels. The development of the
global information network leads to the unified knowledge
system formation in the electronic encyclopedia’s form,
which is the result of an objective process on the global
network information flow compressing.

Conclusions. The study was aimed at further improv-
ing the methodological apparatus of computerized infor-
mation training technology to ensure the optimal devel-
opment of education systems in the context of the continu-
ous strengthening for the socio-economic globalization
trends, carried out by identifying those links for the compo-
site technological components of modern computerized
information learning processes with elements of the infor-
mation technologies theoretical foundation that allow

perfection develop learning and education systems in gen-
eral based on information, information processes, and
information systems theories. The basis for the processes of
conducting and processing the results in scientific research
was the methodological toolkit of theories in information
and coding, probabilities and mathematical statistics, in-
formation processes, information technologies, feedback
control, multi-criteria optimization, information systems,
expert assessment.

As a result of the analysis in the features of the infor-
mation processes globalization in the education systems
based on modern computerized information and communi-
cation training technologies, its advantages, problematic
aspects and factors of negative manifestations compensat-
ing were revealed. The study in the theoretical foundation
of the education and training tasks showed the following
dominants: typical problems of optimal control for systems,
given descriptions, where functional dependencies of goals
on control vectors, learning trajectories and parameters are
formed; problem statements are vague, have numerous
limitations and goals, requiring multi-criteria optimization;
to solve problems, build models of objects and apply meth-
ods of control theory.

The results on monitoring the increasing relevance for
conceptual categories of information, information objects,
processes, technologies and systems in the training and
education tasks in the globalization context have shown
the desirability of increasing attention to their considera-
tion as tasks of information systems control. Since infor-
mation theory, as the basis of information systems, requires
adaptation to the information systems control and training
tasks, the article explores the feasibility for appropriately
using elements of information theory in learning tasks as
tasks of interacting with information systems and control of
them.

In the context of the problem’s category to be solved,
an analytical (functional) dependence on information for
the norm defined above the event space is adopted in order
to assess the degree of causal relationships. In probabilistic
space, it is possible to represent the norm by a power series
and to obtain, using a linear approximation, a generating
differential equation, the solution of which allows, given
initial conditions, to obtain an informational estimate
based on the inverse functional dependence. A generalized
formalized form is proposed: the probabilistic functional
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dependence of the norm over the probabilistic event space
on information; generating differential equation; an analyt-
ical expression for estimating information based on the
solution of the indicated equation. By applying elements of
information theory, processes of different essence can be
put into correspondence with different types of methods
for evaluating information and producing equations, meas-
uring information as the degree of causal relationships.
Determining the method for estimating the informational
proximity of events (metrics) allows us to obtain a normal-
ized metric information space induced over the event
space, which is described by a simple mathematical con-
struction. Events, information connections evaluations, and
distances between events, the construction of information
models should be considered in the information space.
When modeling information systems, first of all, physical
models and operators are needed.

The types of information processes (flows) in the ele-
mentary training information system, on the basis of
which, it is possible to obtain complex information systems
and control solutions, are defined. For the expected esti-
mates of information transfer processes based on the
norms of information spaces and comparisons of infor-
mation flows using metrics, functional dependencies are
obtained to determine the entropy based on the mathe-
matical expectations of norms and metrics. Information
processing is represented by a change in the values of caus-
al relationships by the processes of the event space; formal
definitions of the information processing operator and sets
of perceived information objects are given.

Received a generalized block diagram of the algorithm
for the training information system functioning as a control
system with an informative input signal, feedback and an
optimization procedure for finding the optimal operator to
transform an ordered set into a set by definition with the
aim of minimizing for information image perceptual errors,
which displays a formalized perception information model
at the level of elementary skills and concepts formation,
given the characteristic features of the algorithm. For the
subsequent stages of perception, the features of the models
are also formed and analyzed: when moving from an image
given by description by name (set by definition), to the set
specified by enumeration (set by specifying by the optimi-
zation procedure of finding the best description), a charac-
teristic procedure for deciding whether the input model

corresponds to input flow; when working with a set of
objects names, the characteristic procedure for analyzing
the structure of the object (the set of enumeration allows
you to build algorithms for describing the input stream
organization).

Training is an informational process with the need to
adapt to the requirements and limitations, statements
about possible elementary interactions of information
flows and structures for perception and accumulation of
information are limitations, the information training sys-
tem is built on the basis of selected fundamental elements,
an important role in eliminating errors and the formation of
operators-reflexes and images plays information non-
redundant repetition.

The result of the analysis in the concept and informa-
tional essence of the learning paradigm is the following:
the model of the learner as an object is determined relative
to the formal knowledge accumulation; information per-
ception process consists of receiving, processing and storing
information created by the trainer as an information source;
one-sided orientation of the information flow determines
two possible forms of information interaction, transmis-
sion, and comparison of information; the above determines
the formation of algorithms for the information perception;
a limited number of methods for specifying specialized sets
sufficient to form models of the external world determines
the number for levels and tasks of information perception;
the cornerstone is the principle of optimality.

The features are analyzed and formalized (analytical,
algorithmic) descriptions are obtained for the main tasks of
informational perception in training: for the formation of
reactions and habits — a model for finding an operator that
minimizes differences in the information of the trainer and
the trainees; for the formation and determination of real-
ism for the external world models on the basis of figurative
and situational thinking — a model for finding the optimal
sequence of informational influences and control, minimiz-
ing the expected perception error; for processing logical
structures and algorithms for models constructing at the
level of sets specified by enumeration, based on logical
thinking — the optimal algorithm for finding algorithms of
constructing models and images described by logical func-
tions and problems of finding the best representations of
models, which finds the minimum general description of
methods for models constructing. An algorithm for infor-
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mation perception has been developed, which takes into
account information flows in perceiving messages and
checking the correctness of hypotheses. The generalized
structural schemes for formalized algorithms of information
promotion between the message and the hypothesis are
presented, taking into account the passage of perception
levels models.

The analysis of the information perception tasks to-
gether with the theoretical foundations of educational
systems allowed: to identify the main principles of infor-
mation learning processes, based on the requirement to
form true, concise and complete information images to be
reproduced; to set the task of information training systems
control as a classical optimization task, in which the fun-
damental are the goals formation and the optimality prin-
ciple, which requires minimizing the error of the learner
and measures to ensure the best achievement of the goal.
To build a student model, the models of the information
perception dynamics are built and the time of training is
predicted. The information systems theory assumes
knowledge of the dynamic models for the student and the
teacher (the central figure of the educational process).

REFERENCES:

Highlighted current features and necessary properties
of modern computerized network learning information
environment, analyzed the sources and proposed ways to
resolve their problem aspects and further improve on the
basis of the developed information sampling techniques
using the information systems theory.

In general, new concepts, algorithms, and models
were developed that made it possible to formalize the
identified interrelations of the learning information
processes components with elements of the theories in
information and information systems optimization con-
trol, achieving on this basis improvements in computer-
ized information training technologies taking into ac-
count the features of the education systems globa-
lization.

The obtained theoretical developments regarding the
improvement of control in information training systems
based on computerized information technologies make it
possible, when introducing them into the practice of educa-
tion systems in the context of globalization, to significantly
improve the effectiveness of learning information pro-
cesses.

Al g

13.
14.
15.

Valero, A., & Van Reenen, J. (2016) The economic impact of universities. Evidence from across the globe (No. w22501). USA: National Bureau of
Economic Research.

Glewwe, P., & Muralidharan, K. (2016) Improving Education Outcomes in Developing Countries: Evidence, Knowledge Gaps, and Policy
Implications. Handbook of the Economics of Education. Volume 5.

Hodakov, V. E., & Sokolova, N. A. (2016) Prirodno-klimaticheskie faktoryi i razvitie sotsialno-ekonomicheskih sistem. Herson: Izdatelstvo HGMA.

Jesus, C. C., Samir, K. C., & Petra, S. (2013) Age-Specific Education Inequality, Education Mobility, and Income Growth WWW for Europe working
paper. Working Paper N2 6. Retrieved from http://www.foreurope.eu/fileadmin/documents/pdf/Workingpapers/WWWforEurope_WPS_
no006_MS15.pdf (data zvernennya 29.10.18).

(2006) School Resources. Handbook of the Economics of Education. Volume 2.

Hodakov, V. E. (2006) Vyisshee obrazovanie: vzglyad so storonyi i iznutri. Herson: zdatelstvo HNTU.

(2002) Otsenka vyigod dlya obschestva ot sistemyi vyisshego obrazovaniya. Ekonomika obrazovaniya, 2002. 3, 66.

Pritchett, L. (2001) Where has all the education gone? The world bank economic review. 15(3), 367-391.

Browne, A. W., & Barrett, H. R. (1991) Female Education in Sub-Saharan Africa: the key to development? Comparative Education. 27(3).
275-285. DOI: 10.1080/0305006910270303.

. Seymour D. (1980) Estimation, Book A and B. Palo Alto, California: Dale Seymour Publications.
. Beck, U. (German sociologist). Globalization of modern education. Retrieved from https://www.assignmentexpert.com/blog/education-tips/

(data zvernennya 29.10.18).

. Zima, N. A. Globalizatsiya obrazovaniya kak fenomen innovatsionnoy kulturyi. Retrieved from https://superinf.ru/view_helpstud.php?id=3676

(data zvernennya 29.10.18).

Ukrainskaya sistema obrazovaniya. Retrieved from https://edunews.ru/education-abroad (data zvernennya 29.10.18).

Afanasev, Yu. M., Stroganov, A. S., & Shehovtsov, S. G. (1999) Ob universalnom znanii i novoy obrazovatelnoy srede. Moskva: RGTU.
Boulton-Lewis, G. M. (1998) A teaching method for active learning in scientific graduate education. European Journal of Engineering
Education.30(1), 105-119.

. Rastrigin, L. A., & Erenshteyn, M. H. (1988) Adaptivnoe obuchenie s modelyu obuchaemogo. Riga: Zinatne.

125



17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

2].

28.

29.

30.

31
32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

a3,
4,

NPOBJIEMU IHOOPMALINHWX TEXHONOT IV

Hammoudi, S., Smialek, M., Camp, 0., & Filipe, J. (Ed.) (2018) Enterprise information systems: proceedings of the 20th International conference
ICEIS 2078 (Funchal, Madeira, Portugal, 21-24 March 2018). Madeira, Portugal: SciTePress, Science Technology Publications, Lda. Volume 1.
Tabunschik, G. V., Kudermetov, R. K., & Pritula, A. V. (2011) Proektuvannya, modelyuvannya ta analiz informatsiynih sistem: navch. posib.
Zaporizhzhya: ZNTU.

Informatsiyni potoki ta yih klasifikatsiya. Retrieved from URL: http:// pidruchniki.com/68003/logistika/ informatsiyni_potoki_klasifikatsiya
(data zvernennya 29.10.18).

Devyanin, P. N. (2005) Modeli bezopasnosti informatsionnyih potokov. Modeli bezopasnosti informatsionnyih sistem: ucheb. posob. dlya
studentov vyisshih uchebnyih zavedeniy. Moskva: Akademiya. 55-66.

Verevchenko, A. P., Gorchakov, V. V., etc. (2002) Informatsionnyie resursyi dlya prinyatiya resheniy: ucheb. posob. Moskva: Akademicheskiy
proekt; Ekaterinburg: Delovaya kniga.

Sanou, B (International Telecommunication Union) (Ed.) (2018) Measuring the information society report 2018. Geneva, Switzerland: ITU
Publications. Volume 1.

Rocha, A., Adeli, H., Reis, L. P., & Costanzo S. (Ed.) (2018) Trends and advances in information systems and technologies: proceedings of the 2078
World conference on information systems and technologies WorldCIST" 18 (Naples, Italy, 27-29 March 2018). Naples, Italy: Springers International
Publishing. Volume 3 (347).

Antonenko, V. M., Mamchenko, S. D., & Rohushyna, Yu. V. (2016) Suchasni informatsiini systemy i tekhnolohii: upravlinnia znanniamy: navch.
posib. Irpin: Natsionalnyi Universytet DPS Ukrainy.

Nagamalai, D., & Meghanathan, N. (Eds.) (2017) Computer Science and Information Technology: Proceedings of the Fourth International
conference (0SIT-2077 (Geneva, Switzerland, 25-26 March 2017). Geneva, Switzerland: AIRCC Publishing Corporation.

Information and technology management department, International labor office (Eds.) (2017) Information technology strategy 2018-21:
annual report of progress planned GB.331-PFA-5-2018. Geneva, Switzerland: INFOTEC, ILO.

Saidani, N. (2016) Towards a better comprehension of adaptation to information and communication technologies: a multi-level approach:
Ph.D. dissertation. Georgia State University, USA.

Joshi, A., Meza, J., Costa, S., & et. al. (2013) The role of information and communication technology in community outreach, academic and research
collaboration, and education and support services (IT-CARES). Perspective in health information management (online research journal). 10 (Fall).

Zorn, A., Haywood, J., Glachant, J. (Eds.) (2018) Higher education in the digital age. Moving academia online. Cheltenham, UK, Northampton,
MA, USA: Edward Edgar Elgar Publishing.

Xing W., & Fei, G.(2018) Exploring the relationship between online discourse and commitment in Twitter professional learning communities.
Computers & Education. 126, 388-398.

Buinytska, 0. P. (2017) Informatsiini tekhnolohii ta tekhnichni zasoby navchannia. K.: Tsentr navchalnoi literatury.

Willcox, K. E., Sarma, S., & Lippel, P. H. (2016) Online education: a catalyst for higher education reforms. Massachusetts Institute of Technology
online education policy initiative Final Report. Cambridge: MIT.

Kureychik, V. V., & Bova, V. V. (2014) Modelirovanie protsessa predstavleniya znaniy v intellektualnyih obuchayuschih sistemah na osnove
kompetentnostnogo podhoda. Otkryitoe obrazovanie. 3, 42-48.

Trembach, V. M. (2013) Sistemyi upravleniya bazami evolyutsioniruyuschih znaniy dlya resheniya zadach nepreryivnogo obrazovaniya. M.:
MESI.

Kureychik, V. V., Bova, V. V., Nuzhnov, E. V., & Rodzin, S. I. (2010) Integrirovannaya instrumentalnaya sreda podderzhki innovatsionnyih
obrazovatelnyih protsessov. Otkryitoe obrazovanie. 4, 101-111.

Mazurok, T. L. (2010) Sinergeticheskaya model individualizirovannogo upravleniya obucheniem. Matematicheskie mashinyi i sistemyi. 3,
124-134,

Lisitsyina, L. S. (2009) Metodologiya proektirovaniya modulnyih kompetentnostno-orientirovannyih obrazovatelnyih programm: metod. posob.
Sankt-Peterburg: SPbGU ITMO.

Hodakov, B.E., Mihaylov, K.M., & Rayko, G.A. (2008) Ob avtomatizirovannoy sisteme upravleniya obrazovatelnoy sredoy regiona. Vestnik HNTU.
1(30), 442-449.

Batischev, V., Kotova, S. P., & Skobelev, P. 0. (2008) Multiagentnyiy podhod dlya razvitiya sistemyi distantsionnogo obucheniya "Difraktsiya" v
seti Internet. JOL-2008: tezisyi dokladov konferentsii (Sankt-Peterburg, 2008 g.). Sankt-Peterburg.

Reys, R. E., Trafton, P. R., Reys, B. J., & Zawojewski, J. (1984) Developing Computational Estimation. Materials for the Middle Grades, Final
Report. Washington, D.C.: National Science Foundation (ERIC Document Reproduction Service No. ED 242 525).

Khodakov, V. Ye., Sokolov, A. Ye., & Veselovskaya, G. V. (2018) Models of training procedures. Radio Electronics, Computer Science, Control. 4(47),
51-60. doi: 10.15588/1607-3274-2018-4-5.

Atkinson, R. L., Atkinson, R. C,, Smith, E. E., Bem, D. J., & Nolen-Hoeksema, S. (2000) Hilgard's Introduction to Psychology. History, Theory,
Research, and Applications. 13th edition.

Kohonen, T. (1984) Self-organization and associative memory. Series in Information Sciences. \lolume 8. Berlin: Springer Verlag.
Pedagogicheskaya entsiklopediya. T. 3. (1966). 286.

126



#24(2018)

45. Psihologiya i pedagogika. Retrieved from http://www.grandars.ru (data zvernennya 29.10.18).

46. 0sgood, C. (1953) Method and theory in experimental psychology. New York: Oxford University Press.

47. Yang, X. (2018) Optimization techniques and applications with examples. USA, UK: WILEY.

48. Stecca, G. (2017) Operations research applications. Rome, Italy: AIRO (Associazione Italiana di Ricerca Operativa).

49. Solomon, J. (2015) Numerical algorithms: methods for computer vision, machine learning, and graphics: textbook. USA: CRC Press (AK Peters, Ltd.).

50. Esipov, B. A. (2007) Metodyi optimizatsii i issledovaniya operatsiy. Konspekt lektsiy: ucheb. posob. Samara: lzdatelstvo Samarskogo
aerokosmicheskogo universiteta.

51. Chernorutskiy, I. G. (2004) Metodyi optimizatsii v teorii upravleniya: ucheb. posob. Sankt-Peterburg: Piter.

52. Krasovskiy, A. A. (1987) Spravochnik po teorii avtomaticheskogo upravleniya / pod red. A. A. Krasovskogo. — Moskva: Nauka, Glavnaya
redaktsiya fiziko-matematicheskoy literaturyi.

53. Kolmogorov, A. N. (1987) Teoriya informatsii i teoriya algoritmov. Moskva: Nauka.

54. Kolmogorov, A. N. (1977) Osnovnyie ponyatiya teorii veroyatnostey. Moskva: Mir. (Seriya «Teoriya veroyatnostey i matematicheskaya
statistika).

XOJIAKOB Biktop €EropoBuy
JOKTOP TEXHIUHUX HayK, podecop, npodecop kadeapy iHdpopmaviiiHux TexHONOrii, XepCOHCbKIIA HALOHaNbHUI TEXHIUHMI YHIBEpCUTET,
Xepco, YkpaiHa; E-mail: hodakov.viktor@gmail.com; ORCID ID: 0000-0002-8188-9125.

COKOJ10B Anppii €BreHoBUY
KaHANAAT TEXHIYHUX HayK, OLEHT, AOLEHT Kadeapu iHdopMaLiiiHMX TeXHONOTil, XepCOHCbKMIA HaLliOHANbHUI TeXHIYHMIA YHiBEpCUTeT,
micto XepcoH, YkpaiHa; E-mail: hodakov.viktor@gmail.com; ORCID ID: 0000-0001-8442-6137.

BECENIOBCbKA l'anuna BiktopiBHa

KaHAMAAT TeXHIYHMX HayK, fOLIEHT, JOLeHT Kadeapu iHhopMaLiiiHuX TeXHONOTiN, XepCOHCbKNIA HaLiOHaNbHMIA TEXHIYHWIA YHiBepCUTeT,
micto XepcoH, Ykpaita; E-mail: galina.veselovskaya@gmail.com; ORCID ID: 0000-0003-2896-0460.

AOCNIAXKEHHA KOMM'IOTEPU3OBAHUX IHOOPMALINHUX TEXHOJIOTIN
AKOCHOB HABYAHHA TA CUCTEM OCBITU

AHoTauia. Meta cTatTi nonArae B yA0CKOHaNEHHi MeTOZO0M0rYHOr0 anapary Komn'lTepu30oBaHuX iHopmaLiinHIX
TEXHONOriil HABYAHHA ANA ONTUMI3aLyi cucTeM OCBITU B YMOBaX rno6anizaLii Ha 0CHOBI BUABEHHA | popmaniavii HoBuX
3B'A3KIB TEXHOMOTIYHUX KOMMOHEHTIB iHPOpMALLiHNX NPOLIECiB HABYAHHA 3 eneMeHTaMu Teopili iHdpopmayi Ta ynpaniH-
HA iHopMaLiiiHumn cuctemamu. Metoam pocnizkeHHa. OCHOBOK AocnigKeHb € Teopii iHGpopmaulii, iHpopmaLiliHux cu-
(TeM Ta npoveciB, ynpaBniHHA, onTumi3avii. OCHOBHI pe3ynbTaTi JoCnifKeHHA. Buagnexo cneumdiky rnobanizavii cu-
(TeM OCBITW Ha 0a3i Komn'loTepu30BaHUX IHGOPMALIHNX TEXHOMOTi HaBYaHHA, ajanTauii Teopii iHpopmauii fo
B3a€EMOJIT i yNpaBNiHHA B iIHPOPMALHNX CUCTEMaX HABUYAHHA. B AaHOMY KOHTEKCTi, 0TpUMaHi: HOpMa Haj NpoCTOPOM
nogii AK GyHKLIOHANbHA 3aNeXHiCTb Big iHPOpMaLi ANA OLIHKI NPUUMHHO-HACTIAKOBNX 3B'A3KIB, L0 BUpobnae ande-
peHUianbHe PIBHAHHA, aHANITUYHUI BMPA3 A OLiHKM iHGopMaLii; KOHLenUis HOPMOBAHOTO METPUYHOrO iHdOp-
MaLiitHoro Npoctopy; BUAKM iHOPMALIAHMX NPOLLECiB CUCTEM HaBYAHHA; QYHKLi BU3HAUEHHA eHTPONIT Ha OCHOBI MaTe-
MaTUYHMX OUiKyBaHb HOPM | METPUK ANA OLIHOK NpoLeciB nepeaaui inpopmalii; onepatop 06pobku iHdopmalii; 6e3nivi
iHpopMmaLjiHNX 06'ekTiB; xeMa Aii IHPOPMALIHOT CUCTEMI HABYAHHA AK YNPaBAIHHA 3 ONTUMM3ALNOHHOI 3BOPOTHIM
3B'A3KOM /1A MiHiIMi3auii noMunok iHpopmaLiinHoro CNpuinHATTA; NpoLeaypyu NPUAHATTA pilleHb NPo BiANOBIAHICTb
moZenei CIPUIAHATTA iIHPOPMALLiHIX NOTOKIB, aHaNi3y CTPYKTYp iHPopMaLiiiHuX 06'eKTiB; KOHLeNLis iHpopMaLliliHOi cyTi
NpoLeciB HaBYaHHA 3 ajanTaui€lo 10 BUMOT i 0OMexeHb; $opManizoBaHi onuck iHGOPMALNHOMO CNPUAHATTA B HaB-
YaHHi; anropuTMI CNPUAHATTA | NPOCYBaHHA IHGOPMALLIIHMX NOTOKIB; ONpaLoBaHHA ONTUMI3aLiiiHOI 3a3aui ynpaBAiHHA
iHOpMALAHUMM CUCTeMAMI HaBYAHHA; KOHLENLiA BAOCKOHaNEHHA CyyacHUX iHGOPMaLiliHuX cepefoBULLY HaBYAHHA i3
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3aCTOCYBaHHAM Teopili iHdpopmauii, iHdpopmauiitux cuctem. Haykosa HoBM3HA. Po3po6neHo HOBi KOHLENLi, anropuTmm i
moZeni, o [o3BOANAN GopmanizyBaTi BUABNEHI B3aEMO3B'A3KY CKNAZOBUX KOMMOHEHTIB iHdOpMaLiitHX npoueciB
HaBYaHHA 3 eleMeHTamin Teopiil iHdopmaLii Ta ONTMMI3aLiiHOro yNpaBRiHHA IHPOPMALIHUMKM CUCTEMAMIA, AOCATAKOYMN
BAOCKOHANEHHA KOMN'l0TePM30BaHMX iHYOPMALLiiHMX TEXHONOTI HaBYAHHA 3 ypaxyBaHHAM rnobanisauii cucrem ociTu.
[paKTMyHa 3HaYMMICTb. BnpoBagXeHHA OTPUMAHUX TeOPeTUYHMX HanpaLioBaHb LWOAO BAOCKOHANEHHS YNpaBAiHHA B
iHPOpMALHNX CUCTeMaX HABYAHHA HA OCHOBI KOMM'OTEpU30BaHUX iHPOPMALIiHUX TEXHOMOTI B MPaKTUKY CUCTeM
0CBITI B yMOBaX rnobani3avii 403B0NA€ iCTOTHO NiABULLYBATI eeKTUBHICTb iIHPOPMALLAHNX NPOLIECB HABYAHHA.
Kntouoei cnoea: inghopmayiiiHa mexHonozis, Komn'omep, Mepexa, cucmema, npoyec, Hag4aHHs, 0ceima.
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NCCNEQOBAHUE KOMIMbIOTEPU3UPOBAHHbBIX UHOOPMALIMOHHbBIX
TEXHOJIOMMN KAK OCHOB OBYYEHUA 1 CUICTEM OBPA3OBAHUA

AnHoTauma. Llenb cTaTbin COCTONT B COBEPLUEHCTBOBAHIM METOA00TMYECKOro anmapaTa KOMMbTepU3NpOBaHHbIX
UHOOPMALIMOHHBIX TEXHONOTIIA 00yUeHA AnA ONTUMM3aLNKM CMcTeM 00pa30BaHIA B YCIOBMAX rNobaniu3aumin Ha 0CHOBe
BbIABNEHNA 1 GOpManu3aLiv HOBbIX (BA3eN TEXHONOTNYECKINX KOMMOHEHTOB MHYOPMALIMOHHBIX NPOLECCOB 0byyeHua ¢
NeMeHTaMK Teopuil MHGOpPMaLMK 1 ynpaBneHna HGopMaLMOHHbIMI cucTemamin. MeTogbl uccnefosanua. OcHoBOIA
NCCNefOBaHNIA ABNAKTCA TeOpUM MHOPMALMM, MHOOPMALIMOHHBIX CMCTEM M MPOLIECCOB, YNpaBieHua, ONTUMU3aLmN.
OcHoOBHble pe3ynbTaTbl UCCnefoBaHuA. BbiaBneHa cneunduka rnobanusaumm cuctem 06pasosanua Ha 6ase Komnbiotepy-
31POBAHHbIX MHYOPMALIMOHHBIX TEXHONOT Wil 06yueHNs, afanTaLui Teopuin UHGOPMALMN K B3aMMOEICTBHIO 11 ynpaBne-
HINK0 B MHPOPMALIMOHHBIX CMCTeMaX 06yueHns. B JaHHOM KOHTEKCTe, NoNyyeHbl: HOpMa Hazl NPOCTPAHCTBOM COOBITUI Kak
(dyHKLMOHANbHAA 3aBUCUMOCTb OT MHGOPMALIM ANA OLEHKI NPUYMHHO-CNeACTBEHHBIX (BA3el, Mpou3BoaAlLee audde-
peHLManbHoe ypaBHeHe, aHaNUTUYeCKoe BbipaxKeHue ANA OLeHKN NHHOPMALVI; KOHLENLNA HOPMUPOBAHHOTO METpy-
Yeckoro MHYOPMALMOHHOTO NPOCTPAHCTBA; BUAbI MHPOPMALMOHHBIX MPOLIECCOB CUCTeM 0byueHns; GyHKLMM onpesene-
HIUA SHTPOMMN HA OCHOBE MATEMATUYECKIX OXKIAAHUA HOPM 11 METPUK ANA OLEHOK NPOLeCcoB nepefauln MHdopmawum;
onepatop 06paboTkn MHPOpMaLMK; MHOXKEeCTBa MHOPMALIMOHHBIX 00bEKTOB; (xema AeACTBUA UHOOPMALIMOHHON CU-
CTeMbl 00yYeHNA KaK ynpaBneHIns C ONTUMU3ALMOHHOI 00paTHOI (BA3bH0 ANA MIHUMU3ALMN OLLNOOK MHYOPMALIMOHHOTO
BOCMPUATIA; NPOLLEAYPbI NPUHATUA PeLLeHIii 0 COOTBETCTBUI MOZeNeil BOCPUATIA MHYOPMALIMOHHBIM NOTOKAM, aHanu-
33 CTPYKTYP MHQOPMALMOHHBIX 06BEKTOB; KOHLENUNA MHGOPMALMOHHON CyTU NpOLeccoB 0byueHUA C ajanTaunen K
TpeboBaHNAM 1 OrpaHNYeHNAM; GOPManN30BaHHbIe ONNCAHNA MHYOPMALMOHHOTO BOCMPUATUA B 00yUeHNI; anropuTMbl
BOCMPUATIA U NPOABIXKEHNA MHYOPMALIMOHHBIX MOTOKOB; NPOPaboTKa ONTMMU3ALMOHHOI 3aJaum ynpaBneHna UHdop-
MaLMOHHbIMM CUCTeMaMK 06yueHNa; KOHLENLNA COBEPLUEHCTBOBAHIA COBPEMEHHDIX MHYOPMALIMOHHBIX Cpef 0byueHua ¢
NpUMeHeHreM Teopuii HGopMaLuK, MHHOPMaLMOHHBIX cucTeM. HayuHas HoBU3HA. Pa3paboTaHbl HOBble KOHLENLM,
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anropuTMbl 1 MOZENM, N03BONNBLLME (OPMANN30BaTh BbIABNEHHbIE B3aMMOCBA3N COCTaBHbIX KOMMOHEHTOB MHpOpMa-
LIMOHHbIX MPOLLECCOB 00yueHMA ¢ nemMeHTamin Teopuil MHYOPMALMIA 1 ONTUMM3ALMOHHOTO YNpaBReHUA HGOPMALMOH-
HbIMIA CUCTEMAMK, OCTUFaA COBEPLUEHCTBOBAHNA KOMNbIOTEPU3MPOBAHHBIX MHOOPMALIMOHHBIX TEXHONOMIA 00yUeHUA C
yueTom rnobanusaumn cuctem obpasosanus. lMpakTnueckan 3HaUMMOCTb. BHepeHme nonyyeHHbIX TeopeTUYeckux Hapa-
00TOK MO COBEpLUEHCTBOBAHMIO YNpaBneHus B MHOOPMALIMOHHBIX CMcTemMax 00yuyeHna Ha 0CHOBE KOMMbKTEPU3NPOBaH-
HbIX NH(OPMALMOHHDIX TEXHONOTWIA B MPAKTIKY C1CTeM 06pa3oBaHIA B YCNOBUAX I0OaNN3aLmm No3BONAET CyLLEeCTBEHHO
MOBbILIATL YPHEKTUBHOCT MHYOPMALIMOHHBIX NPOLLECCOB 0OYUeHUA.
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KROGAKOV V. covvovvvrrvecsssssssscsssssssssssssssssssssssenens 114 TKACN M...oooorvvecorisesssssesssesssssssssssssssssssssesssssnns 45
KOVAICUK A...ooooovrvceesssssrscssssssesssssssssssssssssssanes 67 TKACNENKO V...ovvvvvvvrvecvssessssssnsssessssssssssssessssenns 16
KUIBKOVSKA L. ...oovoovrvecerieceesnnisssseeisssssessssnnnes 57 UNANOVSKA Y. wecvvvvvvecrvissesssisssssssssssssssssssssssssnssnens 93
LArCNENKO 0. ..ooovvervveriseeesisseseeessssessennnns 101 VESEIOVSKAYA G. ..ooovvvvvevrricvesnssnsevesnssssessenenns 114
LESNCNYNSKYI L. ovvevrrvverrssserrrsessssssessssssssssssssssssssssanes 26 VYSNEMYISKAS. ...ovvevrrrvvvrsisnenssssssssssesssssssssssssnsssenns 101
LESNCNYNSKYT V. oevrvvvvvrisersssensssssssssssesssssssssssssssssanes 26 YAKOVENKO V. ovvvvvvvvrrvecssisessssssssssssssssssssssssesssssnns 93
MEIKUIOVA K. ...oovvevrvceeniececsnssnsssssssssssessssannes 67 ZAISEVAE. ..o s 67
NAYAONOV L covovvvvvrceerireessssssesssssseesssssnes 5 ZNADSKA YE. ..o 16
ONNIBVA . .vvvvvvvrreceressssssnsssssss s 101
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BUMOTH 10 0OOPMNEHHSA CTATEN
B XypHani «[lpo6nemu iHpopmauliiiHux TexHonorin»

KypHan «[pobnemu iHYOpMaLiiHIX TEXHONOTil» € NEPIOAMUHIM HAYKOBUM XypHANOM, AKWIA BKIOUEHO [0 Nepeniky HayKoBux ¢axoBmx
BUAAHb YKpaiHu 3 TexHiuHux Hayk (Haka3 Minictepctga ocBiTw i Hayki Ykpainu N 820 gig 11.07.2016 p.).

MypHan ny6nikye CTaTTi 3 HOBUMI HAYKOBUMI pe3ynbTaTamu B 061aCTi TEOPETUYHMX | NPUKNAZHNX NpobaeM CyyacHuX iHpopMaLiiiHNX Te-
XHONOTii, CUCTEMHOT0 aHani3y | MO/eNIoBaHHA 3a TAKUMU Fpynami cnewianbHocTei:

127 IHeHepia nporpamHoro 3abe3neyeHHs.

122 Komn'toTepHi Hayku.

123 Komn'ioTepHa iHxeHepia.

124 CucremHmit aHanis.

125 Kibep6e3nexa.

126 IHdopmaLjiitHi cucremu i TexHonorii.

151 ABToMaTu3aLyis Ta KOMN'KOTEPHO-iHTerpoBaHi TeXHONOTil.

MiximanbHuii 06car cratTi — 8 cTopiHok. MakcumanbHuii — 20 cropiHok. JlitepaTypa Ta aHoTauji TakoX BXOAATb [0 3aranbHoi KinbKocTi cTo-
piHOK ny6nikavii.

MypHan BUAAETbCA YKPAIHCbKO, AHIMIACbKOI0 Ta POCiliCbKOK MOBaMU.

My6nikavjs craeil 3RifiCHIETLCA Ha MNaTHilk 0cHOBI. Po3mip BHecky 3a ny6nikavito CTaTTi CTaHOBWUTb 45 rPH. 33 KOXHY (MOBHY UM HEMOBHY)
CTOPiHKY NoJaHIUX MaTepianis.

KypHan BKIOYEHO [0 HayKOBO-MeTpUuHUX 0a3 JaHux, uMdpoBuXx apxiBiB Ta Gibmiotek 3 GeskowToBHMM on-line-goctynom:
Index Copernicus, CrossRef, Google Scholar, Directory of Open Access Journals (DOAJ), Research Bible, Open Academic Journals Index (OAJI),
PIHL| (Pociitcbkuii inaeKc HaykoBoro uuTyBaHHs), AcademicKeys, National Library of Ukraine (Vernadsky).

BUMOTH 10 3MICTY 1 0OOPMIEHHA HAYKOBWX CTATEM

HaykoBa cTatTa B XypHani «[Tpobnemu iHhpopmauiitHix TexHomoriii» noBMHHA Bignosigaty BuMoram n. 3 MoctaHosu BAK Ykpaiku Ne 7-05 /
1 8ip 15.01.2003 poKy Ta BpaxoByBaTh BUMOTI MiXHapoAHUX HaykomeTpuuHux 6a3 faHux (Scopus / Elsevier database, Clarivate Analytics / former
Thomson Reuters, Web of Knowledge, CrossRef / Digital Object Identified Ta iH.) 4o HaykoBux cTaTeil.

PepakuiiiHa Koneris pekomeHAy€ aBTOpam JOTPUMYBATUCA TaKOi CTPYKTYPU HAaYKOBOI CTaTTi:

1. MocranoBka npo6nemu. HeobxigHo po3KpuTy CyTHICTb i CTaH HayKoBOT Npobnemu y 3aranbHoMy BUrnAgi, i TeopeTuHy Ta (abo) npak-
TUYHY 3HAYYLLiCTb, 0BIPYHTYBATY aKTyanbHICTb LOCNIIKEHHS.

2. AHani3 ocraHHix gocnimkenb i nybnikauiii. HeobxigHo npoaHanisyBati 0CHOBHI NONOMXeHHA 0CTaHHIX AOCNiXeHb | nybnikavii, Wwo
be3nocepeaHbO CTOCYKTHCA NOPYLLEHOT NPO6AEMU, BUOKPEMUTY HEBUPILLIEHi PaHiLLe YacTUHI 3aranbHoi npobnemu, AKUM NpUCBAYEHO CTATTIO.

3. MeTta pocnigkeHHa. HeobxigHo BUCNOBUTI OCHOBHY ifeto nybnikauii. MeTa foCnigeHHA Mae BUNANBATI 3 NOCTaHOBKI Npobnemn it
aHanisy oCTaHHixX AocigKeHb i nybnikavii, y Hili NOBUHHO 6Ty UITKO BU3HaUeHO KiHLieBYiA HaYKOBHIA pe3ybTar.

4. Buknap matepiany gocnigeHHa. Heo6xigHo BUCBITANTY OCHOBHI NONOXEHHA i pe3yNbTaTin HAYKOBOTO JOCTIKeEHHS.

5. BucHoBKu. HeobxifHO BUCBITANTY HAMbiNbLL BaXNVBI pe3ynbTaTv AOCTIMKeHHs, AKi MICTATb HaYKOBY HOBM3HY i MaloTb TeOpeTUYHe Ta
(abo) NpaKTMUHe 3HaYeHHA.

6. Cnucok niteparypu. (nucok nitepatypu NoBUHeH 6yTn odopmneHuii y 4BOX BapiaHTax:

1. BignoBigHo Ao MixHapoaHoro bibniorpadiunoro cranaapty APA: https:/www.apastyle.org.

2. BignosigHo o [ICTY 8302.2015 «IHpopmaLiisi Ta sokymeHTaLia. bibniorpadiuxi nocunanHa. 3aranbHi nonoeHHa Ta npaBua CKNajaHHA.».

Y cnucky nitepatypu 0608'A3Kk0B0 NOBIHHI 6yTH NPUCYTHI fxepena 3 ROCNiAXyBaHOi npobnemu He Binblue Hix 3-4-piuHoi gaBHocTi. He cnig
06mexyBaTMCA LUTYBAHHAM POOIT, AKi HaNeXaTb TiNbKM 0JHOMY KONEKTUBY aBTOpIB ab0 A0CTiHULbKINA rpyni.

HeobxiaHuMI € nocunaHHA Ha cyyacHi mixkHapogHi nybnikavji. CatTi, AKi He MiCTATb NOCUNaHb Ha po6oTu, ony6nikoBaHi NPOTArOM 0CTaH-
HbOr0 IeCATUNITTA, aBTOMATUYHO BBAXAKOTHCA TAKUMIA, LLIO He BiNOBIAAKTb pefaKLiiiHUM BUMOraMm.
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CTPYKTYPHI ENEMEHTW HAYKOBOI CTATTI

Inpexc YKy BepxHbomy nigomy KyTi cropinki (Times New Roman, 12 nr.).

Indopmauis npo aBTopiBs (cnizasTopiB) CTaTTi (iM'A Ta Npi3BULLE MOBOK CTaTTi, HAYKOBMI CTYMIHb, BYEHE 3BaHHS, N0Cafa, MicLe poboTy,
HaceneHuil NyHKT, Kpaia, agpeca enektpoHHoi nowTu, ORCID ID) (Times New Roman, 12 nT., BUpiBHIOBaHHA — N0 NiBOMY Kpaio).

HasBa crarTi. Ha3By ctatti noTpibHo nogasatin HanigxupHum WpudToM BENMKUMI NiTepaMu 3 BUPIBHIOBAHHAM N0 LieHTpY, 6e3 ckopo-
UeHb, 30Kpema iTepHux abpesiatyp. Ha3ga cTaTTi NoBMHHA BifobpaxaTy 3MICT AOCNIZKEHHA Ta BIANOBIAATY Or0 MeTi, HAyKOBUM pe3yNbTaTam i
BucHoBKaM. (Times New Roman, 14 nT., HanigxupHuil wpugr).

AHoTauia moBoto cTatTi. 06cAr aHoTaLil Ma€e CTaHOBITY 2—3 TUC. 3HaKiB pa3oM i3 KntouoBumm cnoBamu (4—8 cnig). (Times New Roman, 12 nit.).

AHoTauis Ma€ MicTUTH TaKi CTPYKTYpHI enemenTu:

1) meta cTarTi;

2) MeToAN [OCTIKEHHS;

3) OCHOBHI pe3ynbTaTh JOCTIKEHHS;

4) HayKoBa HOBI3Ha;

5) NpaKTIuHa 3HUMMICTb.

Nepenik KnYOBMX CNiB, AKNI NOYNHAETLCA 3i CiB: «KntovoBi ciosa:» (Times New Roman, 12 nT., kypcus).

MocranoBKa npo6nemu

AHani3 ocraHHix gocnimKeHb i nyonikauii

Meta gocnigKeHHa

Buknap matepiany pocnigeHns

BuchoBku

Cnucok niteparypu

Y TekcTi CTaTTi MOXHa nogasaty inlocrpadii. lignuc nig incTpavielo Mae CkNafaTmea 3 YOTUPLOX OCHOBHUX eNIEMEHTIB: HaliMeHYBaHHS, L0
MO3HAYAETLCA CKOPOUEHNUM CNOBOM «PUC.»; MOPAAKOBOIO HOMePA iNtoCTpaLi, AKiA BKa3yeTbcA 6e3 3HaKy HoMepa apabcbkumm Lndpamu; Tema-
TUYHOrO 3ar0/10BKa INOCTPaLi, Lo MICTUTb TEKCT 3i CTUCNION XapaKTepUCTUKOK 306paeHHa.

IntocTpavii noTpibHo odopmioaTi okpemumin daiinamu y popmatax jpg, tiff, png HanexHoi AkocTi. Po3ginbHa 3aaTHICTb Ma€e byTH He
meHwW AK 300 dpi, a po3mip 306paxeHHs — He meHL AK 1060 x 1410 pixel.

Tabnuui HeobxigHo BMKOHYBaTH y TekcToBOMY penaktopi MS Word 2016.

KoxHa Tabnuua noBMHHA MaTy NopAZKOBHiA HOMep i TeMaTUUHMIA 3aroN0BOK, AKI HEOOXIAHO PO3MICTUTY Haf Heto CUMETPUUHO [0 TEKCTY.

Oopmynu noTpibHo nogasatyu 3a gonomoroto pesaktopa dopmyn MS Equation 3.0, Math Type.

Takox MatoTb 6yTy aHoTaLl yKpaiHCLKOK Ta POCiiicbkoto MOBaMM, AK 33 3MICTOM LLiKOM BiANOBIAAIOTb aHOTaLLii aHrMificbKot MoBoto. Ko-
YKHa aHOTaLliA TaKOX NOBIUHHA MiCTUTM iHPOPMaLito NPO aBTOPIB, BiANOBIAHOW MOBOK.

Pepakuiita koneria He 060B'A3K0BO NOAINAE NO3WLit0, BUCTOBIIEHY aBTOPAMIA Y CTATTAX, Ta He Hece BiANOBiAANbHOCTI 33 OCTOBIPHICTb Ha-
BEAEHMX AaHNX, LMTaT, GaKTiB Ta NOCUNAHb.

PepakuiitHa koneria 3anuwae 3a cobor NpaBo BIAXMNATY MaTepiany, L0 He BiANOBIAAIOTb PeAAKLiiHUM BUMOTaM, MaloTb HU3bKNIA HayKo-
BUil piBeHb Ta He NPOMLLNY NPOLLeAYPY PeLieH3yBaHHS.

BMMOTY 10 NOJAAHHA HAYKOBOI CTATTI

[lna ony6nikyBaHHA HayKoBOI CTaTTi Ha afipecy eneKTPOHHOI NOLTY XypHany (magazinepit@ukr.net) HeobxiaHo HadicnaTh ii eNeKTPOHHY
BepCito pa3om i3 intocTpaviamu, opopmneHnuMI oKpeMumu daitnamu y BiANOBIAHMX GopmaTax.

3BepTaemo yBary!

AgTopy (cniBaBTOpam) He NOTPI6HO HaACUNATK peLleH3ito, OCKINbKYM KOXHA NofiaHa AnA onybiikyBaHHA HayKOBA CTATTA MPOXOAUTL aHOHIM-
He peLieH3yBaHHA Ta NepeBipKy Ha HaABHICTb nnariaty.

Bumoru go opopmnenns daiiny:

TekcT HayKkoBOi CTaTTi MoBuUHeH OyTW HafipykoBaHuii y TekctoBomy pepaktopi MS Word 2016 (y dopmari docx); dopmar nanepy:

A4 (210 x 297mm); opi€eHTaLia CTOPIHOK: KHIKKOBA i3 BUPIBHIOBAHHAM MO LUNPWHI 3 BIACTYNOM Bifl NiBOTO KPalo — 1,25 MM; NONA: BEPXHE, HINKHE,
npase — 2 cm, nise — 2,5 cm; wpndt: Times New Roman (po3mip wpudty — 12 pt); Mixkpankosui intepsan — 1.
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Y TeKcTi He NOBIUHHO GyTIN NEpeHOCiB i MaKPOCiB. Y TeKCTi CTaTTi BUAINAIOTLCA NULLE HA3BM PO3AINIB CTaTTi, BiANOBIAHO Ao ii CTPYKTYpY. IH-
LUMX BUAINEHb He Mae byTu.

Oopmynu notpibHo noaasatin 3a onomoroto pefaktopa gpopmyn MS Equation 3.0, Math Type. Bci dopmynu BcTaBnAioTbea B Tabnuuio 3 He
OKPecneHM KOHTYPOM, L0 CKNAZAETbCA 3 ABOX KONMOHOK: Y MePLUii 3HaX0AMTbCA popmyna 6e3 ab3ally Ta BUPIBHAHA NO LIEHTPY, B Apyrili - HOMep
dopmynu (AKwWo Takwil €) Tex be3 ab3aLly Ta 3 BUPIBHIOBAHHAM N0 NpaBoMy Kpato. KOpAOH Mix KONOHKaMM TabnuLi BCTaHOBNIOETbCA Ha NMO3HAUL
14 em. Y TekcTi popmynu noBuHHI BYTY BUAINEHi 3BepXy i 3HU3Y NOPOXKHIM pARKOM. Huxue HaBeeHO NpUKNaz BCTaBKI GopMynm:

t

- \ - 1

MapameTpu B pesakTopi dopmyn NOBUHHI OYTH TakUMIA:

Po3mipu (onuist meHto penaktopa Equation Editor: PO3MIP, BusHauuty ...):
o 3BUYaliHuii 10 nT.

Benukuit ingexc 7 nt.

[JpibHuii ingekc 5nT.

Benukuii cumson 16 nt.

[Jpi6Huit cumson 10 nr.

Cruni (onuis meHio CTUIb, BusHauut. . .)

o Tekct Times New Roman
. OyHKuis Times New Roman
o 3MiHHa Times New Roman

Pan.rpeupki  Symbol
Mp. rpeubki Symbol

. (umson Symbol
o Matpuuga-sektopTimes New Roman  HanixupHuii
a Yucna Times New Roman

1. Tabnuui crBopiotoTbA TinbKM 3a fonomoroto Microsoft Word. Mepen6auaerbcs obmexeHHs Ha KinbkicTb (£5).
2. CymapHuii obcar pucyHkis i Tabnuub noBuHeH 6yTn meHwwe 50% o6cAry oCHOBHOO po3Ainy.

MpoxaHHA go aBTOPiB CyBOPO AOTPUMYBATICA BUMOT peaKonerii. B inwomy Bunapky Bawy crartTio 6yae BigxuneHo.
Y pa3i HeoOXigHOCTi yTOUHeHHA iHdopmaLii wWwoao opopmneHHA cTaTeli — 3B'A30K 3 BiANOBILANbHUM CeKpeTapem ypHany
e-mail: magazinepit@ukr.net

PyKOI'IVICI/I dBTOPAM He NoBEPTaloTbCA.

Pykonucn ana posrnagy Peakonerieto 36ipHuka npuiimaloTbca Ha kadeapi MporpamHux 3aco6iB i TexHonoriit XepcoHCbKOro HaLioHanbHoro
TeXHIYHOro YHiBEPCUTETY 3a afpecoio:

73008, Ykpaina, m XepcoH, bepucnascbke woce, 24, XHTY, kopn. 3, aya. 316.
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,MPOBJIEMU IHOOPMALIAHUX TEXHOJOTIA” Ne24 /2018/

(BigouTBO Npo peecrpauiio KB N211321-20 1P

BUAABELIb:
XepCOHCbKMI HaLioHaNbHUA TEXHIYHWUA YHiBepcuTeT

Appeca pepakuii: 73008 M. XepcCoH,

BYy/1. bepucnascbke woce, 24, kopn.3, a. 318
Tenedonu: 8(0552) 51-57-31, 32-69-66
e-mail: Magazinepit@ukr.net
NMignucano po apyky 28.02.2018.

(Oopmar BupaHHaA 60x84/8. Manip odpceThuii.
Ym. apyk. apk. 15,81. Tupax 300 npum.

DOpyk «ONAI-MNKC»: 73034 m. XepcoH, Byn. lapoBo3Ha, 46-a,
e-mail: office@oldiplus.com, Cgig. cep. IK N¢ 6532 Big 13.12.2018 p.
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