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A CRYPTOSYSTEM BASED ON A MATHEMATICAL MODEL
OF CHAOTIC OSCILLATIONS GENERATED ON THE BASIS
OF DIFFERENTIAL EQUATIONS

At the present time, when widespread and easily accessible technical means are used for the
transmission and storage of any data, the protection of information from violations of its confidentiality,
integrity, and accessibility is one of the most important problems. The transmitted data can be influenced by the
transmission environment or external (information system) environment, as well as various actions of attackers
aimed at interception, damage to information. Encryption of transmitted data is one of the methods of protection
against malicious attacks. This article is devoted to justification of the use of cryptosystems based on
mathematical model of the chaos generator, proposed by Leon Chua in 1983, describing the principles of
implementing cryptoalgorithm and prospects of its application. Chaos generator cryptosystems have a humber
of advantages over symmetric systems and public key systems (the latter are usually used in the form of hybrid
cryptosystems when encrypting information), the main problem of which is the length of the key, and as a result -
its repeatability. The length of the key obtained from the chaos generator is practically unlimited and each
generator can create different processes, which, with a slight change in the initial conditions, make it difficult to
determine the structure of the generator. There were described the problems of traditional cryptosystems, the
theory of cryptostability, absolutely and computationally stable ciphers, a separate theoretical method for
solving the problem of increasing the cryptostability of hybrid computationally stable systems by including a
mathematical model of the chaos generator as a key generator for encrypting the data that is transmitted. The
scientific novelty of this study is the developed method of applying the mathematical model of the chaos
generator "Chua scheme" as the main component of the hybrid cryptosystem, where the chaos generator is used
as a source of public and private keys of the asymmetric encryption algorithm and the key of the symmetric
algorithm, which is directly used for data encryption. Recommendations and requirements for the
implementation of the cryptosystem on the chaos generator "Chua scheme" are described.

Keywords: chaos generator, mathematical model, Chua circuit, encryption, cryptography, information
security, deterministic chaos.
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KPUIITOCUCTEMA HA OCHOBI MATEMATUYHOI MOJEJII
3 BUKOPUCTAHHSAM XAOTUYHUX KOJINBAHb TEHEPOBAHUX HA BA3I
JUOEPEHIIIMHUX PIBHAHDb

YV nuniwniii wac, xonu ona nepeoaui i 36epicanns OYOb-AKUX OAHUX BUKOPUCMOBYIOMbCA NOUWLUPEH]
Jle2k0 OOCMYNHI MeXHIYHI 3acobu, NumauHs 3axucmy iHgopmayii 6i0 nopyutenus il KOHE@IOeHYitHOCMI,
yinicHocmi, @ Maxodic OOCMYNHOCMI € O0OHI€l0 3 Haugaxdcausiwux npoodorem. Ha nepeoani oamni mooicymo
enaueamu cepedoguiye nepedadi abo 308HIUHE (000 IHpOpMayiiHol cucmemu) cepedosuuge, a MAKONC Pi3HI
Oil 3106MUCHUKIG, HAYLIEHI HA NEPeXonieHHs, NOwKoodcenHs ingopmayii. [Iugpysanns nepedanux Oanux €
O00HUM 3 MemO0ig 3axucmy 6i0 amax 3106MUCHUKIS. [lana cmammsi npucesuena oOTpYHmMYS8anHIO 3aCMOCY6aAHMHS.
KpUnmocucmemu, 3aCHOBAHOI HA MAMEMAMUYHIL MO0 2eHepamopy Xaocy, 3anpononosanozo Jleonom Yya y
1983 poyi, onucy npunyunie peanizayii Kpunmoancopummy ma HePCHeKmUsam U020 3aCmoCYS8AHHSL.
Kpunmocucmemu na zenepamopax xaocy marome pso nepesaz Ha0 CUMEMPUUHUMU CUCTEMAMU | CUCMeMaMU 3
BIOKpUMUM KIt0UeM (OCaHHI npu wu@pysanui ingopmayii 3a36unail 6UKOPUCTNOBYVIOMbCA 8 POpMI 2IOPUOHUX
Kpunmocucmem), 20106HOI0 NPOOIEMOIO SIKUX € O08XCUHA KIIOUA, A 8 Pe3yIbmami - 1020 NOGMOPIOGAHICIb.
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Hosocuna kiroua, ompumanozo 6i0 2eHepamopa xaocy, NPAKMuYHO He 0OMEeNHCeHA | KOJCEH 2eHepamop Mojce
CMeoproeamu pisHi npoyecu, AKi npu HeIHAYHIL 3MIHI NOYAMKOBUX YMO8, YCKIAOHIOIOMb SUSHAYEHHS CHIPYKMYPU
eenepamopa. Posensamymo npobremu mpaouyilinux Kpunmocucmem, meopii Kpunmocmivukocmi, abconomHuo i
00UUCTIOBATLHO  CMILIKUX  WiUghpis, OKpemuti meopemuyHuti Memoo GuUPIueHHA NUMAHHA 30iTbUUeHH
Kpunmocmiikocmi  2iOpuoHux — 00YUCTIOBANLHO  CIIUKUX — CUCTHEM 3a  OONOMO20I0  GKNIOYEHHS 8 HUX
Mamemamuunoi MoOeni eenepamopa Xxaocy 6 SAKOCMi 2eHepamopa Kuoya Onsd Wu@ppyeanus Oauux, wo
nepeoaiomucs. Haykoeor HosusHoro 0ano20  00CHIONCeHHA €  po3poOneHUtli  Memood  3acmoCy8aHMHs
Mamemamuunoi mooeni eenmepamopa xaocy «cxema Hyay 6 axocmi OCHO8HO20 KOMHOHeHma 2iOpuoHoi
Kpunmocucmemuy, 0e 2eHepamop Xaocy 3acmoco8an 5K 0dcepeno  GiOKpumoz20 i 3aKpumoz2o Kuouie
ACUMEMPUUHO20 — ANOPUMMY — WUQPYBAHHA | KII0OYAd — CUMEMPUYHO20 — ANeOpUmMy,  Oe3nocepeonbo
BUKOPUCMOBYEMbCA  On1sL  wiugpysannss  Oanux. Onucano pexkomenoayii ma eumozu wo0o peanizayii
Kpunmocucmemu Ha 2enepamopi xaocy «cxema dyax.

Knrwouesvie cnosa: eemepamop xaoca, mamemamuueckas mooenvb, cxema Hya, wudposanue,
Kpunmozpagus, 3auwuma ungopmayuu, 0emepmMuHUPOBaHHbIl XAoC.
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KPANITOCUCTEMA HA OCHOBE MATEMATHYECKOMN MOJEJIH
XAOTUYECKHNX KOJIEBAHUI CIrEHEPUPOBAHHBIX HA BA3E
JANOPEPEHIIUAJIBHBIX YPABHEHUHN

B uwinewnee @pems, koeda Onsi  mepedauu U XpameHus JHOObIX  OAHHLIX  UCHOAL3YHOMCS
PACHPOCMPAaHeHHble U J1e2KO OOCMYNHble MEXHUYECKUe Cpeocmed, GONPOCHL 3aWumvl UHDOPMAYUU Om
HapyuleHust ee KOHQUOCHYUATILHOCU, YeLOCMHOCMU, d MAKdice 00CMYNHOCMU A8NSemCcst OOHOU U3 6ANCHEIUUX
npobaem. Ha nepedanuvie 0annvie mocym enusme cpeda nepedadu iy eHeulhee (UHQGOPMAYUOHHOU cucmeMmbl)
cpeda, a makdce pasiuuHble OeUCmeus 3JI0YMbIULIEHHUKOS, HAYeleHbl HA Nepexeam, NnoepelcOeHue
ungopmayuu. Ilugposanue nepedasaemvix OaHHBIX ABAAEMCA OOHUM U3 MeMOOO8 3aujumvl OM aAmMax
3710y MBIUIEHHUKOS. Jlannas cmambsi nocésujena 000CHOBAHUIO NPUMEHEHUsT KPUNMOCUCIMEMbl, OCHOBAHHOU HA
Mamemamuueckou Mooenu eeHepamopa xaoca, npeonoxcennozo Jleonom Yya ¢ 1983 200y, onucanus npunyunos
peanusayuu Kpunmoaieopummy u nepcnekmusam e2o npumenenus. Kpunmocucmemvl na 2enepamopax xaoca
umerom pso npeumMyujecms neped CUMMEMPUUHbIMU CUCEMAMU U CUCMEMAMU C OMKPLIMbIM KIOYOM
(nocneonue npu wu@dposanuu uHGOpMayuu 0ObIYHO UCNOIB3VIOMCA 8 PopmMe SUOPUOHBIX KPUNMOCUCTEM),
2NA6HOU NPOOIEMOTE KOMOPBIX AGIAEMCS OIUHA KII0Yd, a 8 pe3yibmame - e2o nosmopsemocmy. /lnuna xwouya,
NOIYHEHHO20 OM 2EHEPAMOPA XA0CA, NPAKMULECKU HE 02PAHUYEHO U KANCObLI 2EHEPAMOP MONCEm CO30a8amb
PAa3uuHble NPOYEccyl, KOMOpble NpPU HEe3HAUUMEIbHOM USMEHEHUU HAYAIbHbIX YCI0UL, 3ampyOHsIOm
onpedenenue cmpykmypol 2eHepamopad. Paccmompenvl npobniemvl mpaouyuoHHbIX KpUnmocucmem, meopuu
KpUNMOCMOUKOCmu, abCOMOMHO U BbIYUCTUMENbHO CMOUKUX WUPPO8, OMOeNbHbIlL mMeopemuyeckuil. Memoo
Peuenust 60npoca y8eaudeHuss KpUnmoCmoukocmu 2UOPUOHBIX GbIHUCIUNENbHO CIOUKUX CUCHEM NOCPEOCBOM
BKIIOUEHUL @ HUX MAMEeMAMu4ecKoll MOOelU 2eHepamopa Xdaoca 6 Kayecmee 2eHepamopa Kuoya Oisl
wugposanuss  0annvlx, Komopvle nepedaiomcs. Hayunou HoeusnoU OanHo20 ucCcie008anuss SGIAeMCs
pazpabomantwlli Memoo NPUMEHeHUsE MAmemMamu4eckol Mooenu 2enepamopa xaoca «cxema Hyay 6 xauecmee
OCHOBHO20 KOMNOHEHMA 2UOPUOHOU KPURMOCUCMEMbL, 20€ 2eHepamop Xaocd 3acmoco8an KAK UCHOYHUK
OMKPLIMO20 U 3AKPHIMO20 KIIOYel ACUMMEMPUUHO2O ANOPUMMA WUPDPOSANUs U KIIOUA CUMMEMPUUHOLO
aneopumma, HenocpeoCmeeHHo UCNOab3yemcs O wudposanus Oannvix. Onucanvl pekomenoayuu u
mpebosanus No peanu3ayuu KpUnmocucmemyl na cenepamope xaoca «cxema dyay.

Kniouosi crosa: eenepamop xaocy, mamemamuuna mooenn, cxema Yya, wugpysanns, kpunmozpagis,
3axucm iHghopmayii, demepmiHO8aHUI XAOC.

Problem statement
Protection of information from violation of its confidentiality, integrity, and availability is one of the
most important problems of the present time, when technical means are used to transfer any data, which can be
exposed to an unauthorized access. Encryption is one of the methods of protecting the transmitted data from
attacks and unpredictability of the environment. Data encryption allows to confirm their integrity, ensure
confidentiality and availability of information for the final recipient. Modern cryptography is characterized by
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open encryption algorithms that involve the use of computational tools. There is a key of a certain length in this
case and a set of relatively simple transformations, so-called cryptographic primitives, such as bitshift, gaming,
etc. However, due to the nature of these cryptosystems, there are a large number of methods to decrypt the
information encoded by them.
Analysis of recent research and publications

One of the main problems of traditional cryptosystems is that, eventually, the sequence of operations of
encryption of the information flow begins to repeat (the key length is limited), and this leads to the fact that the
sequence can be disclosed by a third party, and the flow is decrypted. This disadvantage is deprived of absolutely
stable ciphers that satisfy a number of the following requirements [1]:

) a key is generated for each block of encrypted data (each key is used only once);

° the key is statistically reliable (the probabilities of occurrence of each of the possible symbols
are equal, the symbols in the key sequence are independent and random);

° the key length is equal to or greater than the length of the encrypted data;

° the original (open) text has some redundancy (which is the criterion for evaluating the

correctness of the decryption).

The durability of these systems does not depend on the computational capabilities of the cryptanalyst.
However, the practical usage of absolutely stable systems is limited due to the complexity and cost of their
implementation, so in cryptographic systems, computationally stable systems are mainly used.

A computing-resistant system is a system that has the potential to crack a cipher, but only with selected
parameters and encryption keys. The durability of such systems depends on the computational capabilities of the
cryptanalyst. The use of chaos generators, which have complex, unpredictable and highly dependent on the
initial parameters behavior, as a component of a computationally stable hybrid cryptosystem can significantly
increase the cryptographic stability of the cipher. The idea of using chaos generators in signal transmission is not
new. Experiments on encryption and decryption of signals by such methods, conducted in the 90s of the 20th
century, showed the prospects, attractiveness and effectiveness of the use of chaotic generators in confidential
communication systems [2].

Formulation of the aim of work

Formulation of the aim of work is to justify the creation of a cryptosystem based on a mathematical
model of a chaos generator (an electric circuit demonstrating chaotic oscillation modes), proposed by Leon Chua
in 1983 [3], and to describe the prospects for its application.

Presentation of the main material

Cryptosystems based on chaos generators have a number of advantages over symmetric systems and
public key systems (the latter are used in the form of hybrid cryptosystems when encrypting information), the
main problem of which, as mentioned earlier, is the length of the key, and as a result — its repeatability. The
length of the key obtained with the help of the chaos generator is practically unlimited, and due to the fact that
the same chaotic generator can create completely different processes with a slight change in the initial
conditions, it is much more difficult to determine the structure of the generator and predict the process for a long
time [4], which allows you to create a hacking-resistant system with a high level of reliability.

R

c2 1

* *

Fig. 1. The Chua Circuit. L, R, C1, and C2 are passive elements,
NR is a nonlinear resistor (Chua's diode)

The prospects for the use of chaos generators, in particular the Chua scheme, which will be discussed
later, for the protection of transmitted information lies in three features of chaotic processes [4]:

° a chaotic signal has a periodic, continuous spectrum that occupies a sufficiently wide band, and
its form can be set;
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° the irregularity and unpredictability of the behavior of the chaotic signal, as well as the ability
of the chaos generator to create completely different processes with a very slight change in the initial conditions,
greatly complicates the prediction of the process for any long time;

° due to the irregularity of chaotic signals, their autocorrelation function quickly fades, which
also complicates the prediction of the generation process and the determination of the generator structure.

Due to the fact that the Chua scheme is one of the simplest chaos generators (it is described by only
three differential equations and at the same time has a rather complex behavior peculiar to chaos generators), it
was chosen for the information encryption system.

As shown in fig. 1, a Chua circuit consists of two capacitors, one inductor, a linear resistor, and a
nonlinear negative resistance resistor (commonly called a Chua diode), which in reality can be represented by a
circuit complication based on operational amplifiers, inverters, or using a tunnel diode [3].

The Chua scheme is described by the following system of equations [5]:

d
1 ;/:1 :G(ch _Vcl)_g(vcl)
d
C, :}l/(t:z :G(vcl —ch)—iL
L%L=—vcz

where g(vCl )— piece-linear function defined as:

g(vcl ): GV, WL%(Ga -G, )ch1 + E‘ —‘vcl - E‘)

After replacing the coefficients in the system of equations with dimensionless ones, the system will take
the following form [5]:

dx

% _afy —x-h(x)
dy

prin X—y+12

dz
e

, 1
where h(x) defined as: g(vCl ): GpVe, +E(Ga -G, )chl + E‘ —‘Vcl - E‘)

ol

The numerical solution of these equations shows that at certain ratios between the components of the
chain, the change in the values of variables in time becomes chaotic, a strange attractor of the form "double curl”
appears, shown in fig. 2 (the case for the model with dimensionless coefficients) [5].
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Fig. 2. The Attractor of the “double curl”

The trajectory of such an attractor is non-periodic and the mode of operation is unstable, as a result of
which even small deviations of the parameters cause significant changes. The result of this behavior is the
nonperiodicity in time of any of the coordinates of the system, the continuous spectrum and the time-decreasing
autocorrelation function. This causes the chaotic dynamics of strange attractors, namely, indicates that the
prediction of the trajectory that hit the attractor is difficult, since a small inaccuracy in the initial data after some
time can lead to a strong discrepancy between the forecast and the real trajectory.

Fig. 3. shows one of the possible time dependences of the change in the value of x for a model with
dimensionless coefficients [5].

-
5 —
1 i [l ‘
0 | T \
-5 -

Fig. 3. Time dependence of x change

The time dependence of the change x is one of the parameters that can be used in the cryptosystem to
encrypt the transmitted information, for example, by imposing a chaotic signal on the information gamming. In
General, encryption can be performed using several algorithms [2]:

° chaotic masking-the information signal is summed with the chaotic signal;

° mode switching-the logical zero is encoded by one type of chaotic signal (for example, the
received value of x), the logical unit is encoded by another (for example, the value of y);

° nonlinear mixing-the information signal is involved in the formation of the chaotic signal itself.

In the case of the first two algorithms, it is assumed that the parameters of the beginning of key
generation by the cryptosystem are chosen randomly to ensure the uniqueness of the key for each block of
encrypted data. This implies the need for secure transmission of this data to the receiving side to synchronize the
generators.

The solution of the problem of transmitting the parameters of the beginning of key generation (time
parameter t, parameters of virtual capacitors x, y and inductance z, or one or more of these parameters) involves
the use of asynchronous encryption algorithms, effective and reliable for these purposes due to the small length
of the transmitted parameters.

In the case of nonlinear mixing, it is possible to partially refuse to transfer the synchronization
parameters of the generators, for example, to transfer only the parameter that was not used to encrypt the data
block. Nonlinear mixing and chaotic masking are best used to encrypt data presented in bitwise form in order to
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compress it, since the omission of bit zero in the decryption process will be easy to detect due to the continuity
of the generator function. However, data compression features are not within the scope of this article.

You can use a mixture of the above encryption algorithms.

It is necessary to take into account the probability of turning the parameter superimposed on the
information signal to zero or getting zero as a result of nonlinear mixing, because depending on the
implementation of the mathematical model of the Chua scheme and the encryption algorithm, there is a
probability of turning the encrypted data fragment to zero, which can lead to data loss.

The use of asynchronous encryption algorithms defines this system as a hybrid cryptosystem and allows
you to use the best features of both methods of information security, asynchronous encryption and encryption on
the chaos generator.

The system can be used to encrypt any kind of information.

Based on the above analysis, a software module used in the encrypted text message transmission system
was developed and implemented. The sequence diagram of the use case "Read message" of this system is shown
in fig. 4.

Client Application Application server DMS

the choice of contact
® » get messages

sampling messages

h

. messages
""\'—T‘.\ .................................

messages
e -cczszamaaa

:‘ message decryption

:‘ adding to the history

to inform about delivery

to change the status of the messagé

b 4

e DSOS

[
L

updating contact list (o mm=mmmm-eeeemeemmssssssoosceoooo U

%

message

Fig. 4. Sequence Diagram for the ""Read message"" use case

As it can be seen from the sequence in the diagram, the cryptosystem module was included in the client
application. The application server and DBMS are not involved in the process of encrypting and decrypting
messages and are only used to provide communication and data transfer between clients.

Due to the use of the chaotic masking algorithm in the module, based on the exclusive "OR" operation
(XOR), the same function was used for encryption and decryption, since XOR allows both to mix the key to the
data and delete it without changes in the code (unlike, for example, the addition "And" operation, which requires
further subtraction to restore the original message).

Synchronization of client application cryptosystems is performed using a session key (in this case, the
time parameter t of the chaos generator), transmitted by the asymmetric encryption method.

Conclusion

The review of the literary data, the analysis of publications and researches shows the prospects of
creation and application of cryptosystems on chaos generators, in particular on the basis of the Chua scheme.
This scheme has typical chaos generators behavior and properties combined with relative ease of
implementation. Based on the theory of cryptographic strength of ciphers, systems on chaos generators are the
closest to absolutely stable, since the key length can significantly exceed the message length and the uniqueness
of its sequence is also high.

On the basis of the analysis, recommendations for the creation of cryptosystems using chaos generators
were proposed and substantiated, and a cryptosystem module used in the transmission of encrypted messages
was developed.

The objectives of further research is to improve the existing cryptosystem, including changing and
improving the mathematical model of the generator used.
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