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DEVELOPMENT OF PYTHON ELECTRONIC MESSAGE INFORMATION
PROTECTION SYSTEM USING THE PYCHARM WORKING AREA

The information security is one of the widespread problems which the modern society is facing. The
reason for the aggravation of this problem is the large-scale use of automated means of accumulation, storage,
processing and transmission of information. The appearance of global computer networks has made it easy to
access information for both individuals and large organizations. However, this achievement has led to a number
of complex problems, including the problem of information security. The solution to the problem of information
protection is associated with guaranteed information availability, its integrity and confidentiality.

The most significant threats to data security are: 1) non-automated access to information; 2) non-
automated change of information; 3) non-automated access to networks and services; 4) other network attacks,
such as the recurrence of previously intercepted transactions (groups of commands) and denial-of-service
attacks. A common method of protection in computer systems is the use of passwords which is more suitable for
protecting access to computing resources than for protecting information itself. A password is a kind of shield
that separates legitimate users from third party users, after which the authorized user gets the access to all
information. The system of information protection involves the use of various methods of organizational-
administrative, technological, technical, legal, moral-ethical nature. In addition, we can identify information
technologies that include cryptographic and software means of information security.

Interactive environments are vulnerable from the data security position. An example of interactive
environments is any of the systems with communication capabilities, such as e-mail, computer networks, the
Internet. The information transmission through communication channels in the Internet is often risky. Being
aware of effective security measures when using e-mail is becoming an urgent need for both organizations and
citizens.
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PO3POBKA CUCTEMMU 3AXUCTY IH®GOPMAIIIL EJEKTPOHHOI'O
HOBIAOMJIEHHA MOBOIO PYTHON 3 BUKOPUCTAHHAM CEPEIN
PO3POBHUKA PYCHARM

Iugpopmayitina besnexa - 00Ha 3 207108HUX NPOOAEM, 3 AKOK CMUKAEMbCA CYHACHE CYCNilIbCMBO.
Ipuuunoro 3azocmpenuss yici npobremu € WUpOKOMAcwmabHe SUKOPUCIMAHHA ABMOMAMU30BAHUX 3AC00i6
HaxonuyeHHs, 30epicans, 0o6pooku i nepedauyi ingpopmayii. Ilosea enodanvHux Komn'romepuux mepedic 3poouna
npocmum O0ocmyn 00 iHgopmayii, AK OKpemum 2epomaodsaHam, max i Geauxum opeauizayiim. OOHax ye
00CACHEeHHs CNPUYUHULO 3d COO0I0 Yiull psio CKAAOHUX Npobiiem, 8 MOMY Yucii i npobiemy 3axucmy iHgopmayii.
Piwenna npobnemu ingopmayitinoco 3axucmy nog'sazane 3 2aApAHMOBAHUM 3d0e3NedeHHAM OOCHYNHOCHI
ingopmayii, ii yinicnocmi i KoHgioenyiiHocmi (cekpemHocmi).

Haiibinow 3nauni 3aeposu 6esnexu Oanux npedcmasnsioms: 1) neasmomamuzosawuti oocmyn 00
inopmayii; 2) Heasmomamuzo8ana 3mina iHopmayii; 3) Heagmomamu308anux 00Cmyn 00 mepesxc i cepgicia;
4) inwi mepesicegi amaxu, HANPUKIAO NOBMOP NEPEXONJIeHUX PaHille MPaH3aKyill (epynu KOMAaHo) i amaxku muny
«8iomo6a 6 0ocnye08ysanniy. Ilowupenuti 6 Komn'tomepHux cucmemax cnocio 3axucmy - UKOPUCMAHHs napolie
- Oinb npudamHuLl 015 3aXucmy 00CHmyny 00 0OYUCTIOBANILHUX pecypCis, Hidic 0 3axucmy ingopmayii. [lapons

106



BICHHK XHTY M1(76), 2021 p. IH®OPMAIIHHI TEXHOJIOTII

- CBOEPIOHUL eKpaH, Wo BI020POONCYE 3AKOHHUX KOPUCMYSAUI8 6I0 CMOPOHHIX, NPOUULOSWU KU
CAHKYIOHOBAHULL KOPUCTY8AY OMPUMYE 00cmyn 00 6cici ingpopmayii.

Cucmema 3axucmy iHopmayii nepedbauae GUKOPUCMAHHA — DIHUX Memoois, WO HOCAMb
OpP2aHi3ayitiHO-AOMIHICMPAMUGHUT, MEXHOJI02IYHUL, MEXHIYHUL, NPAsoe6oi, MoparbHo-emuyHuil xapakmep. Kpiu
HUX MOJICHA UOLUmMuU iHOpMAayitini MexHoN02il, Wo BKIOUAIOMb KPUNMoSpagiyHi ma npozpammui 3acodu
s3axucmy iHpopmayii.

Iumepaxmueni cepedosuwa ypasnugi 3 nosuyiti 6esnexu danux. [lpuxiadom inmepakmueHux
cepedosuuy € Oy0b-aKa 3 CUCHEM 3 KOMYHIKAYITIHUMU MOJICIUBOCMAMU, HANPUKILAO eleKMPOHHA NOULMA,

Komn 'tomepni mepedici, Inmeprem.

Ilepeoaua ingpopmayii no xananax 36's3xy 6 Inmeprnemi uacmo cxunvha 00 pusuxis. 3HanHs Oi€sux
3ax00i8 3aXUCHy Npu 6UKOPUCMAHHI eNeKMPOHHOL ROWMU CIAE HA2AIbHOI0 ROMpeboIo i 05 opaanizayiti, i 0
epomaosm. Pusuxie empamu, nepexpyuy8amms, 3aMiHU OOCMOGIPHUX OAHUX NOMUTIKOBUMU CXUNbHI OO
JUCMYBAHHSA, OaHI A0PecHOl KHU2uU.

Kniouosi crosa: Inghopmayiiina 6esnexa, kpunmozspaisi, eneKmpoHHa NOUma.
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PA3BPABOTKA CUCTEMBI 3AIIIUTHI HTHO®OPMALIMHU DJIEKTPOHHOI'O
COOBIHIEHUSA HA A3BIKE PYTHON C UCITOJIB3OBAHUEM CPE/IbI
PASPABOTYUKA PYCHARM

HUngpopmayuonnas 0Oesonacnocmv - 00HA U3 21ABHLIX NPOOIEM, ¢ KOMOPOU CMAIKUBAEMCA
cospemennoe obwecmso. Ilpuuunoii obocmpenus dmou  npodneMvl  AGIAEMCA  UWUPOKOMACUMAOHOe
UCNONL308AHUE ABMOMAMUSUPOBAHHBIX CPEOCNE HAKONIEeHUA, XPAHeHUs, 00pabomKu u nepedayu uHGopmayuu.
Tlosenenue 2nob6anbHBIX KOMNLIOMEPHBIX cemell cOenana npocmvim 0OCMyn K UHopmayuu, Kax omoenbHuim
epasicoanam, maxk u Kpynuvim opeanusayuam. OOHAKO >3m0 O00CmudCeHue noeleKio 3a cobou yenvlii pao
CTLOJHCHBIX NPOOAeM, 8 MOM Hucie u npobremy sauwumsl ungopmayuu. Pewenue npobiemvl UHGOPMAYUOHHO
3aWUmMvl  CEA3AHO € 2APAHMUPOBAHHBIM ObecnedyeHuemM OOCMYNHOCU UHDOpMayuy, ee YeioCmHOCIU U
KOH@UOEHYUATLHOCMU (CEKPEMHOCTLL).

Haubonee snauumenvuvie yepo3vi 6e30nacHOCmU OAHHBIX NPEOCMABIAIOM: HeagmMoMAMuUUpOSAHHbIIL
00cmyn K uHgopmayuu,; HeasmoMamusupo8anas UsMeHenue UHPOpMayuy; HeasmomMamu3upo8aHHsIX 0OCTHyN
K cemam u cepsucam,; opyaue cemegvie amaxi, Hanpumep NOGMop NepexsayeHHvIX panee mpaH3aKyull (2pynnul
KOMAHO) U amaxku muna «omkas 6 o0cayxcusanuuy. Pacnpocmpanen 8 KOMIbIOMEPHBIX cuUCmeMax cnocoo
3auWuUmyl - UCHOABL308AHUE NAPOTel - boNee NPU2oOeH O 3aujunvl OOCMYNA K bIHUCTUMETbHIM PECYPCam, Yem
ona 3awyumsl ungopmayuu. Ilapors - ceoeobpasuvlii SKpaH, 0meopax3cugdaem 3aKOHHLIX HOTb30GAMENEl Om
NOCTNOPOHHUX, NPOUOA KOMOPYILL CAHKYUOHUPOBAH NONb306aMeNb NOIyHAem 00CHYN KO 8cell UHpopmMayuu.

Cucmema 3awumuvl uHopmayuu npeonoiazaem UCHOIb3OBAHUE PA3TUYHBIX MeMO008, HOCAM
OP2AHU3AYUOHHO-AOMUHUCIPATNUBHBIL, MEXHOIOSUYeCKUl, MeXHUYeCKull, Npasosoli, MOPAIbHO-IMUYECKULl
xapaxmep. Kpome Hux MoxcHO 8bi0enums UHGOpMayuoHHble MeXHONO02UU, SKTIOYAOWUe Kpunmozpaguueckue u
NPoePAMMHBIE CPEOCMBA 3aumyl UHDOPMAYUU.

HUnmepaxmuenvie cpedvl  yaseumvl ¢ mMOuKU 3peHus  OezonacHocmu  Oauuwix. Ipumepom
UHMEPAKMUBHLIX Ccped AGIAemcs 00as U3 CUCmem ¢ KOMMYHUKAYUOHHBIMU BO3MONMCHOCTHAMY, HANpumep
IeKMPOHHASL NOYMA, KOMNbIOMeEPHble cemu, Mumeprem.

Ilepeoaua unghopmayuu no xamanam cessu 6 Humepneme uacmo noodgepoicena puckam. 3Hawue
OeliCMEeHHbIX ~ Mep  3auumbl  NPU  UCNOTb308AHUU — DNEKINPOHHOU  NOUMbL  CIMAHOGUINCA — HACYWHOI
HeobxX0ouMocmbio U 01 opeanuzayull, u 01 epadxcoaH. Puckoe ympamul, uckaswcenus, 3ameHvl 00CMOBEPHBIX
OAHHBIX OUWUDOUHBIMU NOOBEPIHCEHBI NePeNnUCKU, OAHHbIE A0PECHOU KHUSU.

Knrouesvie cnosa: ungopmayuonnas 6e3onacnocmo, Kpunmospapus, 31eKmpoHHas noumd.

Problem Statement
Interactive environments are vulnerable from a data security position. An example of interactive
environments is any of the systems with communication capabilities, such as e-mail, computer networks, the
Internet. Email is any type of communication used by computers and modems. The most vulnerable points in e-
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mail are the sender’s outgoing e-mail point and the recipient’s mailbox. Each of the e-mail software packages
allows archiving incoming and outgoing messages at any other address, which can lead to abuse by attackers [1].
Modern users do not want to give up such a convenient means of communication as e-mail, but the risks are very
high. Email needs to be protected from various threats. At a modern enterprise, e-mail serves as a messenger and
a telephone line, which is why the attackers often use it as a springboard for further attacks on corporate
infrastructure.

Email security is a task of an utmost importance. As at every enterprise the employees correspond with
customers and partners, so e-mail contains a lot of information that can be used by competitors and fraudsters.
They can forge a letter, add malware and malware links into it — there are a lot of such examples [1].

The aim of this research is to develop a way to combine with the maximum efficiency the Python 3.7
programming language toolbox with the capabilities of the programming working area PyCharm; identify and
evaluate the most vulnerable points when sending e-mails; get a convenient and simple functional that will
simultaneously encrypt with different methods (the Caesar encryption algorithm, the Vigenere encryption
algorithm, the XOR encryption algorithm, Bacon’s encryption algorithm and encryption by own algorithm) and
send them by e-mail.

Analysis of the latest researches and publications

Personal interests in the information sphere consist of the realization of the constitutional human and
civil rights to the access of information, the use of information in the interests of not prohibited by law activity,
physical, spiritual and intellectual development, as well as the protection of information that provides personal
security [2].

The rules for secure correspondence are given in Fig. 1.

The rules for secure comrespondence

_| Protection of Data m alware protection Protecugn from
personal data threatening content

Do notprovide

1 Do notopen Regard the content
any persona. . -
any perso attachmentsin of the emails you
infonm ation about -

if and em ails from receive with
}-ou.tjse . andyaur strangers caution
familyin letters =

— o Do notreply to
o notagreeto a em ails From

P e.rsonalm eeting strangers
with strangers

1 Do notsharethe
password from
wour e-m ail
— accountwith
anyone

Fig. 1. The rules for secure correspondence

Cryptographic tools are most often used for mail security, but experts also recommend other
technologies. Email security tools appear as particular applications, browser extensions, and secure resources
that offer to use email in a way that avoids all major threats. Sometimes the problem can be solved by installing
a plugin (extension), which allows providing asymmetric or symmetric encryption [3].

Almost all common tools have disadvantages in terms of security, namely:

* choosing an encryption algorithm that does not provide reliable protection of information transmitted
by e-mail channels. This is sometimes due to the fact that the national legislation of the country of stay or
registration does not recommend using high-reliability encryption algorithms to ensure access to confidential
correspondence;

« system or non-system failures when using secure data transfer protocols or cryptographic security
tools when using e-mail;

* backdoors in cryptographic algorithms, undeclared capabilities of programs that allow developers to
decrypt the information;

» actions of malicious, viral programs that intercept data on its way or on the server [4].

Most of the problems of e-mail security systems are known, so the developers use all means to fight
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them when creating security measures architecture. If it is assumed that the danger may be observed from the
letter recipient, who may use it for further dissemination of information, then the programs that allow only
reading the letter, but do not allow copying it or using it for other purposes are used. Such programs are called
viewers, they can be browser add-ons. The disadvantage of these software tools is that you can always take a
screenshot of a short letter and then use the data to form a document. Similar options of restricting data copying
are implemented in some messengers [4].

The choice of software solutions is based on understanding of what threats the e-mail system of an
individual or company needs to be protected from and what mechanisms should be used for this purpose. In
addition to special programs designed to protect data transmitted by open channels, there are common tools,
namely:

» email antiviruses. They scan incoming correspondence for malware, as well as perform e-mail
protection tasks;

* programs that detect spam and filter the prohibited mailings.

The functional of the specified program types is based on using e-mail protocols POP3, SMTP, NNTP,
IMAP. Intercepting invalid correspondence types and their investigation is automatic. Plugins built into browsers
are also used for this purpose. Antivirus software that filters the unwanted traffic and protects e-mail from spam
is automatically built in Microsoft Office Outlook and The Bat! modules [4].

PGP Mail browser plugin. It is a cryptographic data protection tool that offers an asymmetric
encryption mechanism for the data (with public and private key) transmitted by e-mail. Protection is provided on
the user’s side. PGP Mail is supported by all major browsers, including Firefox, Chrome, Opera, Safari. The best
results in the field of computer information protection can be achieved if TOR is used together with the plugin.
But it will be difficult to follow this recommendation if the plugin is used by an inexperienced user. The
disadvantages of the plugin include the ability to use only popular browsers.

SecureGmail browser plugin. This extension offers users a symmetric encryption mechanism, the keys
do not differ for the email sender and recipient. This implies that the correspondence participants trust each other
completely. It is advised to use this plugin only when a small number of participants take part in the
correspondence. As the number of generated keys will increase within the expansion of the circle of
communication. It is no purpose to store a lot of keys, it contradicts the rules of information security.

Encrypted Communication browser plugin. The EC extension has a similar disadvantage, it can only be
used with Firefox browser. The plugin offers the same not very convenient symmetric encryption system with
the second public key, which limits the number of correspondents to 2-3. On the other hand, using simple
applications does not create complex tasks for users who only need to send and receive an email without
thinking about the degree of its confidentiality. There is no need to generate key certificates, it is enough to
create one and pass it to correspondence partners [5].

Enigmail email client plugin. This extension is not used for the browser, but for the email client. The
plugin has different functions compared to the previous ones, but is also designed to protect against leaks using
cryptographic means. To make the module work, you must first install the GnuPG program, which is also not
always convenient. But in the end, the user will get an asymmetric encryption system, which increases the level
of security. The disadvantage of the Enigmail plugin is the need to use the knowledge required to generate the
key [6].

Goal Setting

In this research we will make a comparative analysis of a number of software products designed for
cryptographic information protection. We will justify which one to choose in a particular case. We will study a
new version of Python3.7, which includes a number of optimizations. We will practically process the PyCharm
working area, which to our mind is one of the best full-featured, specialized and all-purpose IDEs for Python
development. We will examine and implement different concepts of encryption methods: Caesar’s cipher;
the Vigenére cipher; Bacon’s cipher; XOR cipher.

We will create and implement our own encryption method. The uniqueness of this method of encryption
will be that for encryption / decryption you need to know only the algorithm principle. The final practical result
of our research will be creating our own software product, the “Encryptor” shell, which has a convenient and
simple interface and will allow not only encrypting and decrypting with several methods to choose from but also
sending an encrypted message via email without leaving this shell.

Presentation of research material

The mailbox protection task can be solved using modern security tools. Encrypting messages will
protect a mailbox in most cases, but its application requires certain skills. Solving this task will be a good
solution for corporate clients who are thinking about maintaining the external correspondence security. An
additional solution, which is mandatory for use, is the archiving of all correspondence, and archives must be
protected with a strong password.

In this research we have compared a number of software products designed to protect information
cryptographically. Anyone who is seriously concerned about the security of their confidential information faces
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the task of selecting software for cryptographic data protection, as encryption today is one of the most reliable
ways to prevent unauthorized access to important documents, databases, photos and any other files.

The problem is that in order to make a competent choice it is necessary to understand all aspects of how
cryptographic products work. First, these are the encryption algorithms available in the product. Second, these
are the ways to authenticate the information owners. Third, these are the ways to protect the information. Fourth,
these are the additional features and capabilities. Fifth, this is the manufacturer’s authority and popularity, as
well as his possession of certificates for the development of encryption tools. And that is not all that may be
important when choosing a cryptographic protection system. A significant disadvantage of the considered
software products is their high cost and certain compatibility issues with different versions of operating systems.
In our research, we have come to the conclusion that it is better to create your own software product that will
meet all our requirements: being free, giving a choice of encryption methods, providing a simultaneous sending
of an encrypted message by e-mail.

As for the programming language we have chosen in our research, it should be noted that each new
version of Python includes a number of optimizations. Python 3.7 is no exception, so we can take advantage of
some improvements, including [7]:

» Lower hardware system requirements when using a variety of methods from a standard library.

* In general, execution of methods happens 20% faster.

* 10-30% improvement of Python startup time.

* Imports are introduced 7 times faster.

The result of these optimizations is obvious — Python 3.7 works faster. This is the fastest version of
CPython at the moment. It should also be added that the PyCharm working area is one of the best, full-featured,
specialized and all-purpose for Python development. It has many features that save time helping us with routine
tasks. In the main window of the software product created by us we select the encryption algorithm, data-entry
language, and encryption key (Fig. 2 a, b, ¢, d).
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c)

Fig.2. The main window of the “Encryptor” program

d)

The implementation of the Caesar encryption algorithm. A Caesar cipher is a kind of substitution cipher
in which each character in the text is replaced by a character that is at some constant number of positions to the
left or to the right of it in the alphabet. The same way the decryption process is performed here, there are
checkboxes that define this function. There is also a try ... except exception handler that tracks errors such as
IndexError and ValueError, which occur when entering the wrong key format, as well as in the absence of the
key.

The implementation of the Vigenére encryption method. The Vigenere cipher is a method of
polyalphabetic encryption of letter text using a keyword. This method is a simple form of multi-alphabetic
substitution. The same way the decryption process is performed within this method, the action is determined by
the appropriate checkbox. It contains the try ... except error handler to determine the incorrect key format or its
absence.

The implementation of XOR encryption algorithm. “Gamma xoring” is a method of symmetric
encryption, which consists of “overlaying” a sequence made of random numbers on plaintext. A sequence of
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random numbers is called a gamma sequence and is used to encrypt and decrypt data. Summing is usually
performed in any finite field. It contains try ... except error handler to detect the errors.

The implementation of the Bacon’s encryption method. Bacon’s cipher is a method of concealing a
secret message, invented by Francis Bacon in the early seventeenth century. He developed ciphers that would
allow transmitting secret messages in plain text so that no one would know about these messages. The cipher is
based on the binary encoding of the alphabet with the characters “A” and “B”, which can be compared with “0”
and “1”. Then the secret message is “hidden” in the open text, using one of the ways of hiding messages.

The implementation of our own encryption method. This encryption method is based on the first letter. It
is @ more improved version of a Caesar cipher, but we have borrowed from a Caesar cipher only the movement
of the symbol to a certain step. If in a Caesar cipher a step is specified, then in this case for decryption it is only
required to know the encryption method. Only the first letter is required for encryption. Each next letter, except
the first (it remains unchanged), is encrypted on the basis of the previous one. The encryption step of each letter
is determined by the location of the previous letter of the given text in the alphabet. The following is a part of the
code to describe our own encryption method.

def my_encrypt ():

if tab_control.index ( ‘current’) == 0:
message = LeftText.get (1.0, END)
else:

message = msgtext.get (1.0, END)
language = alphabetENG
message = message.lower ()

result = [message [0]]

wordl = message [1:]

pred = ord (message [0]) — 97

for i in word1l:

if i in language:

num = ord (i) — 97

if state_mode:

numl = num + pred

pred = num

else:

numl = num — pred

pred = numl

result.append (language [num1])
else:

result.append (i)

encrypted =" .join (i for i in result)

result.clear ()

insert_text (encrypted)

The interface for sending an e-mail is given in Fig. 3.

f Lndgpatop _ %
indpysarm / Jewndpysatn  Mosa rexcry

Dchosna [MOBigomMneHHA NOWTOW flgri

typsiknata2015@gmail.com| Wundppysarua p.p:-il-.nataJC‘\5@gmawl‘ccn{

hlpwzk skfco

Moii wngp ~ Knroy I BianpaeuTh | Samuq;p.eaml

Fig.3. Interface for sending an e-mail

Next, we provide a part of the code to describe the function of sending an e-mail [7,8].
def msg_send ():
""" Sending message to the specified email address button
try:
msg = MIMEMultipart ()
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msg [ 'From'] = email

msg [ 'To’] = msgto.get ()

msg [ 'Subject’] = subjectentry.get ()

msg.attach (MIMEText (msgtext.get (1.0, END), ‘plain’))

server.login (msg [ 'From'], password)

server.sendmail (msg [ 'From'], msg [ 'To'], msg.as_string ()

error.showinfo ('Mail',MESSAGE is sent!")

except smtplib.SMTPAuthenticationError:

error.showerror ( 'Error', 'incorrect login or password')

The message is sent thanks to the smtlib and email library.
Conclusions

The conducted research has revealed that the most vulnerable points in e-mail are the sender’s outgoing
e-mail point and the recipient’s mailbox.

The mailbox protection task can be solved using modern security tools. Encrypting messages will
protect a mailbox in most cases, but its application requires certain skills. Solving this task will be a good
solution for corporate clients who are thinking about maintaining the external correspondence security. An
additional solution, which is mandatory for use, is the archiving of all correspondence, and archives must be
protected with a strong password.

One of the main practical tasks of this research was to study and combine the modern software and
hardware methods tools of information protection with the ability to create our own software product for
cryptographic method of information confidentiality protection.

In the process of practical implementation of the set tasks, we have considered and implemented various
concepts of encryption methods: a Caesar cipher; the Vigenere cipher; Bacon’s cipher; XOR cipher.

In this research we have created and implemented our own method of encryption. The uniqueness of
this method of encryption is that for encryption / decryption you need to know only the algorithm principle. The
final practical result of our research has been the creation of our own software product, the “Encryptor” shell,
which has a convenient and simple interface. It also provides the user not only with services of encrypting and
decrypting with several methods to choose from, but also sending an encrypted e-mail without leaving this shell.
The program has been implemented using the Python programming language in the PyCharm working area.
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